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Abstract

Despite the level of the information technology spread in Ukraine being lower than in other countries ERP systems are introduced both
on the levels of commercial and government organizations. Although there is an adaptation to the national and language features of dif-
ferent countries in ERP systems, their introduction into Ukrainian markets relates to a range of difficulties. Information safety issues and
the issues of changes in management accounts and business accounting that appear when introducing ERP system are the main difficul-
ties for Ukrainian enterprises. The research of information security considers such main aspects as the network security, the data base
(DB) security, the security on the level of application server and the information security on the client’s computer. The determination of
the main principles of the information security and the suggestion of the stages of building the ERP security control subsystem aim at
preventing deliberate or accidental information leak. Features of Ukrainian legislation, differences of Ukrainian business accounting
standards from the international ones and the management features should be considered when introducing ERP system. The company
executives, in their turn, should understand the urgent need in introducing information technologies, realize that the information system

is a management system and not only the system of accounting and should meet the requirements and standards of ERP management.

Keywords: ERP systems; Information security; Changes in management accounting and business accounting.

1. Introduction

Modern economy is characterized by intensive changes and a high
risk, it is important for it to accept substantiated managerial deci-
sions and to create an adequate management system as quick as
possible. One of the efficient directions of improving the man-
agement process is the development and introduction of the latest
information-management systems and information technologies.
Introducing information technologies causes significant organiza-
tional changes by transforming the structure of organizations and
the character of business processes, mechanisms of managing
labour and production processes. New information technologies of
management are important and necessary means that allow receiv-
ing, accounting, storing and processing information quickly, quali-
tatively and safely; reducing significantly the enterprise manage-
ment personnel; ensuring the enterprise management and person-
nel with qualitative information in the appropriate time; analysing
and forecasting of the enterprise economical activity timely and
qualitatively; accepting decisions for all enterprise management
issues quickly and qualitatively.

The rapid development of information technologies resembles
information revolution that substantially influences the economi-
cal activity, manufacturing of goods and products. Fundamental
consequences of the information influence on the modern world
lie in the fact that information era creates the society which is not
only global but also network [1].

In 2002, the first Global Information Technology Report that is
issued yearly by the World Economic Forum together with the

international business school INSEAD emphasised a tight relation
between the information technologies development and the eco-
nomic prosperity of the country based on the fact that information
technologies play a leading role in the development of innovations,
enhancing productivity and competitiveness, diversifying econo-
my and stimulating business activities that favour the human life
level enhancement. Information technologies has turned to one of
the most important factors of economic growth and the infor-
mation technologies field has become a peculiar engine of the
world economy. Nowadays, the information technologies field
develops with rapid speed and becomes a guaranty of the sustain-
able economic development and significant contribution to their
GDP in many developed countries.

2. ERP Systems in the World and in Ukraine

Practice of the recent decades shows that the successful activity of
the state government in the field of information technologies al-
lows them taking a deserving place in the structure of “new econ-
omy” and ensuring long-term perspectives of economic growth.
Nowadays, information technologies can be considered not only
as a source of increasing export potential due to the development
of trade between them but also as one of the most important
means of strengthening competitiveness of certain industries and
economy in the whole [3].

Analysis of the countries concerning the information technologies
in 2016 (on the 7-point scale) allows concluding that Iceland (6.2
points) and Japan, the USA and Norway (6.1 points each) are the
leaders among the countries on the introduction of information
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technologies. According to the World Economic Forum, Ukraine
holds the 100" place among 139 countries that are studied (4.2
points)[4].

Switzerland (6.0 points), the USA (5.9 points) and Israel (5.9
points) are the leaders on the capability of companies to innovate.
Ukraine holds the 52" place (4.2 points) among 139 countries.
Japan (6.1 points), the United Kingdom (6.0 points) and Switzer-
land (6.0 points) are the leaders on the level of usage of infor-
mation-communication technologies (ICT) by the countries’ en-
terprises to transact with other enterprises. Ukraine holds the 89™
place (4.4 points) among 139 countries. Thus, Ukraine remains
behind the world leading countries on all levels of introducing
information technologies.

Significant lagging of Ukraine in the field of introducing infor-
mation technologies is explained with the following causes:

— the low level of the information technologies use by population;
— unfavourable environment for IT infrastructure development;

— unfavourable political and regulatory environment;

— unfavourable market and innovation environment;

— low levels of readiness to the use of information technologies
from business and state bodies;

— weak influence of information technologies on the economic
and social fields.

In 2014 the global report of the World Economic Forum stated [5]
that digital information technologies have a direct relation to the
economic growth and creation of the workplaces. All-embracing
usage of digital information technologies can lead to the creation
of over 500 million of workplaces only during the next decade on
the developing markets that include Ukraine, since new infor-
mation technologies significantly influence all industries.

In their turn, such phenomena as technological development and
globalization lead to increasing the complexity of organizations
that is a feature of recent time [6]. This increasing difficulty re-
quires producing, processing and storing a large amount of infor-
mation in information systems must ensure these processes every
day. Thereby, the introduction of the modern information systems
allows ensuring the accounting system transformation that comes
especially important in the conditions of the structural transfor-
mations peculiar of the transition to the digital economy.

ERP system is one of the modern information
systems [7].

This system allows the organizations integrating all business pro-
cesses, faster reporting and information analysing, as well as giv-
ing information in real time [8] [9] [10] [11] [12].

Nowadays, ERP systems, data bases and the Internet are the new
forms of organizing operations that will allow the organization
integrating activity types and controlling them in real time. The
forecast benefits from enhancing productivity and competitive
advantages will not appear without a successful organization of
ERP systems [13].

ERP systems establish unified standard for information flow man-
agement through the data integration. They ensure transparency of
the information use by the detailed presentation of the organiza-
tional processes and giving information to the functional subdivi-
sions of the company in time [8] [14]. Due to these reasons, ERP
systems were enthusiastically welcomed by multinational compa-
nies with their global business activities that allowed ensuring a
perfect control over the distributed parts from the distance [15]
[16] [17].

The crucial factors of the successful ERP system realization are
support of the top-management and obligations, education, project
management, clear vision and ERP system aims, careful manage-
ment of changes and interdepartmental communications [18].
Modern information technologies has made the countries more
informationally open and the existence of the global information
systems allows organizing industry of information services practi-
cally without considering the borders. There is a real opportunity
for many countries including Ukraine to grow gradually to the
level of modern requirements and opportunities of the information

society, to the border of the Europe informatization. With some
lagging, domestic companies repeat the way of the foreign ones
that have already realized that the efficient management of all
activity aspects is required for the effective activity on the world
and domestic market and it largely depends on the introduction of
information technologies.

Nowadays, such concepts of ERP systems are the most vital for
Ukrainian enterprises. In fact, they have become world standards
and are the information systems of planning and managing all
enterprise resources that are needed for conducting sales, manu-
facturing, purchasing and accounting when fulfilling orders in the
production fields, distribution and service delivering. These sys-
tems combine the functions of accountability, management, con-
trol; and analysis at the same time and realize the best world prac-
tices of conducting up-to-date business. It is the company’s intro-
duction of ERP system that means the transition to the higher
development stage since they allow realizing the company’s op-
portunities more effectively.

This kind of systems is represented on the Ukrainian market main-
ly by the products of western enterprises: SAP, Oracle, BAAN,
PeopleSoft and Platinum. The most widespread software products
introduced in Ukraine are those of the foreign companies that
meet the international level requirements: “Oracle corporation”
(system “Oracle Application”) “SAP AG” (system “R/3”), “Scala”
(“Scala”), i “Baan Company” (system “Baan IV”’). These corpora-
tive systems are introduced on the enterprises of different indus-
tries allow realizing a standard set of functions and contain a func-
tional set of modules of the enterprise management.

SAP is one of the best ERP system decisions available on the
market nowadays along with a small group of other programs of
similar type. SAP Company is a leading maker of the standard
applied program software meant for industrial enterprises. The
National Bank of Ukraine, Integrated Iron-And-Steel Works
“Azovstal”, PISE “Poltavaoblenerho”, PJSE “Dniproenerho”, JSE
“Ukrtatnafta”, PJSE “Dniprospetsstal” are at the top of the list of
Ukrainian enterprises that are the clients of SAP company in
Ukraine.

Two main developments of SAP Company are program software
called R/2 and R/3. R/2 system functions on the main set of such
producers as IBM and Siemens. R/3 system has become a leading
product of the company bringing the major part of the SAP total
yearly income [19]. R/3 system reflects the world experience of
the efficient enterprise and corporative management that allows
keeping business process necessary for the activities of any mod-
ern enterprise in the wide range, namely financial bookkeeping,
expenses accounting, accounting of the fixed assets, project man-
agement, production planning and management, investment man-
agement, material support, production marketing, handling, in-
voicing, technical maintenance of the equipment, labour manage-
ment, circulation of documents.

In each country, which uses R/3 corporative system, it adapts to
the national and language features with saving the opportunity of
simultaneous usage of several languages and variants of financial
legislation. The company product R/3 is introduced on more than
15,000 enterprises around the world. Such famous companies as
BMW, Mercedes-Benz AG, Adidas, General Electric, Philips,
IBM, Telecom AG and many others are among the SAP’s clients.
In Ukraine the corporate system R/3 is used on the PJSE “Zhy-
dachivka Pulp and Paper Plant”, on Chornobyl Nuclear Power
Plant, in the Ministry of Energy and Coal Industry, on the PJSE
“Integrated Iron-and-Steel Works “Azovstal”, on the OJSE “Do-
netsk Integrated Iron-and-Steel Works” before the beginning of
the antiterrorism operation in the East of the country [20].

A range of Ukrainian producers of the program software positions
their systems as ERP. First, these are the systems: Finexpert, IT-
Enterprise, Megapolis, BSI, Bob’s World AG, PARUS-Enterprise
8, 1S: Enterprise 8.0.

The development “IT-Enterprise” is oriented on the automatiza-
tion of large and medium industrial enterprises. This system al-
lows optimizing business-processes of the enterprise and includes
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modules of production management (MRPII, MES, and APS),
financial management, budgeting and controlling, delivery chain
management, quality management, repair management, business
and tax accounting, personnel management and salary calculations,
OLAP analysis, etc. SPW gasturbobuilding “Zoria” — “Mash-
proekt”, Nyzhnodniprovsk Tube-Rolling Mill, “Rosava” (Bila
Tserkva), “Azot” (Cherkasy), Poltava Ore-Dressing And Pro-
cessing Enterprise, “Khimvolokno” (Chernihiv), etc. work with
“IT-Enterprise” in Ukraine. The main advantages of the work the
tested business decisions and the procedure of realizing complex
automation projects well tested in practice.

Despite the concentration of the latest achievements of the world
practice of automating the enterprise management in the above-
mentioned systems, their introduction into the Ukrainian markets
has a range of difficulties. Information safety issues and the issues
of changes in management accounts and business accounting that
appear when introducing ERP system are the main difficulties for
Ukrainian enterprises.

3. Information Security in ERP Systems

Al information storing in ERP systems has an important meaning
and any illegal access to it can lead to huge loses up to the busi-
ness shutdown. That is why every link of ERP system must be
reliably protected since the negative outer or inner influence on
any of its parts can have the most serious consequences for the
activity of the whole organization. The main tasks of the infor-
mation security are decreasing risks of losing or opening infor-
mation; accordance with the state and inner corporative norms of
information protection; guaranty of privacy of the inner enterprise
information; protection of the data integrity.

The modern ERP system has a three-link client-server architecture
including the level of databases (DB), the level of applications and
the presentation level (meant for users). Data storing is conducted
in the database (DB level), their processing — on the application
server (application level) and direct interaction with the user is
done through the program “Client” with graphic interface (presen-
tation level) the role of which is often played by a web-browser.
Ensuring information security must take place on each of these
levels. The network structure is a connecting environment for the
components on different architecture levels. Thus, the following
main aspects can be distinguished in the issues of information
security: network security; database (DB) security; application
server security; information security on the client's computer.

3.1. Network Security

Modern ERP systems, for example SAP NetWeaver or Oracle e-
Business Suite, apply web-standards to build interaction between
their components. In this case, HTTPS can be used to protect the
traffic. In addition to the traffic encryption, HTTPS can also en-
sure the user authentication based on the digital certificates.

SAP NetWeaver and Oracle e-Business Suite allow tying the cer-
tificate to the ERP system user account. Thereby, user authentica-
tion in ERP can be built based on the existing enterprise infra-
structure PKI (Public Key Infrastructure) that is meant for reliable
functioning of the corporate information systems and allows both
internal and external users exchanging information safely [21].
According to the juristic requirements, Ukrainian certified crypto-
graphic security means must be applied [22].

As a rule, the built-in means of the operation system are enough to
use HTTPS base on the western cryptoalgorithms (DES, RSA,
etc.). Therefore, MS Windows has a built-in HTTPS support
based on DES, RSA and other western algorithms. Standard deliv-
ery of many ERP systems does not include Ukrainian certified
means of information security since a big part of such systems is
created by foreign companies — SAP, Oracle and others. Ukrainian
cryptography is needed if using ERP systems of foreign produc-
tion that requires additional software.

There are several similar decisions on the Ukrainian market. The
platform SAP NetWeaver can have a Secure Network Communi-
cation SNC protocol except HTTPS for protecting traffic and the
user authentication. “UALib” is one of the decisions on the
Ukrainian market that has correctly realized cryptographic algo-
rithms according to the state standards (the State Standard 34.311-
95; the State Standard 4145-2002, he State Standard 28147:2009)
[22].

3.2. DB Security

DB for ERP system can be allocated on the same physical server
as the application server but, as a rule, one or several separate
servers are given to DB. It is reasonable to isolate these servers
from the rest of the company computer infrastructure both in
software and physically. All DB servers must be separated for the
network isolation into one isolated segment of the local corporate
network and be accessed only by the application servers [23]. This
excludes the possibility of direct access to DB system. The opera-
tion system used by the DB management system of the enterprise
ERP system must also be adjusted in the way that opens the access
to DB only to the application server. Each ERP user must not have
direct access to the data base. It is important to take care of the
physical DB server — these computers must be allocated in sepa-
rate rooms with the corresponding access control level.

3.3. Application Server Security

Data processing takes place on the application server and the ap-
plication server itself ensures user authentication, i.e. forbids or
allows access to different information objects of ERP system. SAP
R/3 stores a separate account for each user in the system. This
account save roles assigned to this user except identifier and
password, personal data and other additional information. Based
on the assigned user roles, the application server gives access to
the different program runs (transaction in SAP R/3 terms). Never-
theless, the authorization detail does not limit to the access to cer-
tain transactions and access deny to the others. Since the access to
various data can be received within the same transaction. For ex-
ample, the user can access business accounting of his department
but not another one, although the access to these data takes place
through the same transaction. The assigned user role comprises a
set of rights and the server checks if there is the required right
during the transaction. Thus, the availability of the right allows
reaching the needed detail level in the access separation.

To protect the information, the roles and their corresponding
rights must be based on the clearly determined organizational
structure and business processes that the enterprise wants to auto-
mate due to the ERP system introduction. Therefore, the organiza-
tion structure data must be available before projecting the required
user roles.

3.4. Information Security on the Client’s Computer

Let us consider the potential channels of the information leakage
on the ERP user work computer. Security of input-output devices
and e-mail must be taken care of to prevent the information leak-
age.

The user’s sign-on into the system must also be paid a significant
attention. The traditional approach envisages that the user has a
name and a password to sign on the OS and another name and
password to sign on the ERP system. This approach has a range of
disadvantages: the possibility of spying the password; complex
user passwords are often written down on the workplace and it is
not difficult for an intruder to find such password; the user must
remember minimum two different passwords (for the OS and
ERP). The user authentication with the help of digital certificates
is an alternative of the traditional approach. Moreover, these or
other mechanisms based on PKI are available in the majority of



International Journal of Engineering & Technology

533

up-to-date ERP systems. Correspondingly, the realization of Sin-
gle Sign On concept among the other. Single Sign On envisages
that the user goes through the authentication procedure only once
when signing on different information systems [21].

Ukrainian enterprises use different additional program software
that are installed directly on the client’s computer to protect the
input/output devices. Such program software includes, for exam-
ple, “Device Lock”. This system allows controlling the user access
to all input/output devices — compact disk drives, printers, USB-
ports. Some enterprises just envisage installation of compact disk
drives and similar input/output devices on clients’ terminals.

The mentioned mechanisms ensures security on the system level
— on the level of separate components of ERP structure and are the
basis of the ERP security system. A special attention must be paid
to the reliability, security system management, information leak-
age risk analysis, electronic document protection.

3.5. ERP System Applied Security

The procedures of renewing workability of the system after break-
downs must be envisages beforehand. The development of the
strategy of the reserve copy, renewing after the breakdowns, quick
equipment change must be a vital part of the project of ERP intro-
duction. All these procedures must be clearly determined before
the beginning of the ERP productive usage.

A massive cyber-attack with the help the virus-encryptor
Diskcoder.C (ExPetr, PetrWrap, Petya, NotPetya) in the end of
June 2017 is a model example of the low level of readiness among
Ukrainian enterprises for unauthorized access to the work of com-
puter networks and vulnerability of information-communication
systems on both the state and the separate enterprise levels. It is
important to know that the business program M.E.Doc (or more
exactly its update from 14 April, 15 May and 22 June) was the
main source of spreading the virus. Its support service recom-
mended the users to turn off the antivirus when downloading up-
dates, to ass updates to its “white list” and to install them from the
account of the domain administrator. The representatives of the
company-developer “M.E.Doc” were informed about the weak
places in their systems but they did not react in a proper way [24].
In Ukraine, the program was used by about 500,000 enterprises (it
was installed on about a million of computers). Thereby, all of
them were endangered by the loss of accounting data because of
the lack of the reserve copy strategy, disability to submit tax ac-
counting timely and the problems relating to it. According to the
survey conducted by the Chamber of Commerce and Industry of
Ukraine, about 50% of enterprise-respondents could not fulfil
obligations with contractors, bodies of the State Fiscal Service of
Ukraine (SFSU), other state bodies in time. Herewith, before the
cyber-attack the Tax Code of Ukraine did not envisage the libera-
tion of the taxpayer from responsibility for untimely fulfilment of
these obligations.

The users’ actions must be controlled with the help of the ERP
security subsystem management to prevent deliberate or acci-
dental information leakage. The control subsystem must be devel-
oped for each certain project of introducing ERP depending on the
current internal and external requirements. The stages of develop-
ing such system include:

- determination of the aims of control and the strategy of tracing
risks based on the internal and external requirements of the infor-
mation security;

- analysis of markets that will be followed;

- determination of all mechanisms and control means available in
this ERP system;

- finding the corresponding control means for each risk groups;

- monitoring and accounting the work, i.e. usage of the developed
control system.

Analysing the information mentioned above the authors conclude
that the latest technologies must be realized in the information

security system when introducing ERP systems to ensure reliable
security for now and later. The main security principles include:

- analysis and study of the causes of information security viola-
tions;

- development of the effective security models that will corre-
spond with the modern development of apparatus and software
means;

- development of the methods and means of the correct security
model introduction into the existing systems with the opportunity
if flexible management, security depending on the requirements,
acceptable risk and resource expenses;

- the need in developing means of analysing computer system
security with the help of test influences (attacks).

Besides, the roles and obligations of the personnel for information
security must be clearly determined on the stage of ERP system
introduction that is the key to the success of any security software.

4. Applying ERP Systems in the Accounting
Systems of the Company

Functional purposes of the information system components lies in
the registration and accumulation of economic information formed
in the process of financial-economic activity of the enterprise. The
source components ensuring the information system management
generate information as a source for managers of all levels in the
appropriate forms. Combinations of forming information as a
source are multi-variant that is caused by the content of solving
managerial problems. The value of business financial accounting,
financial accounting, financial analysis, management accounts and
internal accounting, budgeting system, management analysis,
planning of management aims enhance in such context.

ERP system introduction in the organization is often accompanied
by significant changes in the organizational structure and the work
methods [27].

Analysing of the references on business accounting studying the
ERP system influence on the organizational practices shows that
ERP systems favour the change of the business accounting [16]
[17] [28]. For example, Quattrone and Hopper (2005) proved that
the accounting logics inscribed into the ERP system also causes
the difficulties in ERP projects.

According to these conclusions, Wagner et al. prove that the ERP
system introduction can cause resistance in organization due to
new organization logics that is combined with the ERP system. In
its turn, it can cause the configuration change and the ERP system
conversion. Dechow and Mouritsen (2005) [16] demonstrate that
ERP systems have their own logics inscribed into the system,
technical logics, creating new organization borders and moving
the old borders through the system structure configuration. These
technical logic conditions and tasks are set by the systems and
practices in the organization. Thus, the set functional limits, for
example, between the logistics and the business accounting dilute
and change [16].

Development of the accounting-analytical management process
ensuring due to the improvement of the information flows of the
ERP system components is a process of continuous directed col-
lection of certain data that are necessary for calculating assess-
ment indicators of the realization of the enterprise management
model designation. First, the opportunities of the business ac-
counting must be developed as much as possible and then the
effective management accounting system and internal accounting
must be developed.

The full automation of accounting allows liberating the work time
from performing routine parts of the accounting work. Strictly
accounting personnel functions will change into the control ones.
The accounting procedures will be done without the direct partici-
pation of the enterprise personnel and will be controlled by them.
Specialists for accounting and management will have more oppor-
tunities to improve the accounting system.



534

International Journal of Engineering & Technology

Heinzelmann demonstrates that the complexity of introducing and
using the ERP system in the accounting and controlling is not only
due to its technical nature but also due to their blending with the

conceptual logics (with German accounting logics in its case) [29].

The German accounting logics was a model for designing of the
modules of business accounting and management in SAP ERP
systems [30] [17]. A range of business accounting researchers
state that the German accounting logics is quite specific, distinct
and differs from its Anglo-Saxon colleague in the usage of the
distinct system with two books. The system of two accounts is
considered as an identification feature of German accounting re-
searches and practices [31] [32] in addition to the tools and meth-
ods used for expenses and management accounts [33] [34] [35]
[36]. The above-mentioned features of the German business ac-
counting logics are realized in the basic model of the SAP ERP
system configuration. Therefore, German organizations could
easier spread German accounting logics on their non-German
subsidiary production units with the help of SAP system [29].
Although, it could be a more difficult task for Ukrainian enterpris-
es.

Unfortunately, the evident ERP system advantages including the
accordance with the standards, the complexity of the suggested
decision, a rich experience of introduction, high level of support
and service can turn out to be disadvantages since the standards
may not coincide, the complexity of the decision can reduce the
system flexibility, the western experience may not give Ukraine
the advantages. The company executive should fully understand
the need in introducing information technologies, realize that the
information system is a management system and not only the sys-
tem of accounting and should meet the requirements and standards
of ERP management. This is the reason why ERP systems must
consider the domestic legislation and the management features.
The accountability functions according to the International Stand-
ards of Fiscal Accounting (INFA) with big opportunities for users
is written beforehand in the multifunctional ERP systems for big
companies Oracle, Microsoft, SAP, SSA GLOBAL (Baan)) and
for the systems oriented on the medium enterprises (Platinum,
SunSystems, Scala, Exact Globe, Navision) that is the main ad-
vantage of these systems over the Ukrainian and Russian program
software. It requires Ukrainian enterprises to fully introduce the
accounting according to INFA that is not compulsory for many of
them. The majority of Ukrainian enterprises conduct accounting
according to the National Principles (Standards) of Business Ac-
counting (NP(S)BA) or begin to conduct accounting according to
INFA. The double accounting must be conducted when introduc-
ing the ERP system (both according to NP(S)BA and INFA). In
fact, the enterprise will operate with two accounting systems that
increases its cost.

Besides, a range of issues must be solved beforehand. First, there
must be conducted the analysis (of development) of the current
company accounting policy according to INFA. This analysis
should result in the list of the most problem fields requiring au-
tomatization. Then, the specialists develop a mechanism of form-
ing financial accounting, plan of accounts according to INFA de-
pending on the principles of the chosen accounting policy of the
company, requirements of the financial accounting. Finally, there
is a development of economical operations that are the basis for
primary documents according to INFA and the formation of the
rules of moving data of NP(S)BA into the accounting system of
INFA, determination of roles to separate the rights of access to the
system and the establishment of the users’ functional obligations.
The qualitative analysis of the current business processes of the
company should not be forgotten that allows making necessary
changes in the ready formed structure of business processes.

The Ukraine economy reformation process requires rethinking of
the theoretical and methodical approaches to the enterprise man-
agement, development of the improvement measure of the quality
of decision for the information ensuring in the field of sustainable
development [37]since the business accounting is a source of in-
formation for management personnel, the management orientation

of the business must deepen. Thereby, there is a need in enhancing
information value of the business accounting and ensuring infor-
mation needs of management. Understanding the role and mean-
ing of the business accounting when taking managerial decision is
one of the direction of strengthening its management direction.
The fully functional ERP system becomes the main basis for solv-
ing important strategic and management tasks and not only the
instrument of automating typical corporative processes, for exam-
ple, expenses planning or prime cost calculation.

There are no general standards of designing the management ac-
counts system and conducting the management accounts in com-
parison to the financial accounting with quite general standards
(INFA). However, the management accounts automatization is
required in current conditions since the help for the top manage-
ment in reaching the enterprise strategic aim is the final goal of
the management accounts. It is possible to realize the controlling
function with the use of the famous information system SAP R/3.
Setting the company strategic aims precedes the SAP system in-
troduction. For example, the strategic aims of the National Bank
of Ukraine before introducing SAP/R3 are: creating a unified safe
information space that allows realizing the general standard set of
models, operation and processes that function in the real time
mode for financial, material and management accounts; creating a
unified integrated decision instead of a big number of local ac-
counting systems for doing complex accounting of all kinds of
financial-economic operations and planning the consolidated ac-
counting within this decision; creating the analytical system for m
based on the accounting operations in the unified integrated deci-
sion; ensuring improvement of the transparency of income and
expenses control, operational budget management accounts within
the unified integrated decision; enhancing the information trust-
worthiness and ensuring its accessibility in the real time mode on
all management levels.

In nowadays conditions, the Ukrainian practice shows that the
results of the management accounts automatization does not usu-
ally legitimate expectations. The experts believe that there is an
inadequate understanding of the role of automatization in enhanc-
ing the enterprise management efficiency system. The experience
of the Ukrainian economic objects prove that the problem appears
before the start of writing the conceptual plan of the system intro-
duction project.

Any program with the biggest selection of variants of functions is
just a tool for working with information and the effectiveness of
its usage is not determined by the product quality but by the user
competence [38] and the appropriate level of his skills and train-
ing [39] [40]. It is necessary to follow advice relating to taking
decision on the introduction and further successful use of ERP
SAP R/3 in the financial-economic activity of the company from
the specialists who became the first to take a risk of realizing the
automatization project based on ERP SAP R/3 [41].

The system of management accounts must be introduced at least
on the level of local computers with specialists working with them,
the principles of management accounts policy and the forms of
management accounting reflecting the economic reality and avail-
able for adjusting a powerful software in the future must be devel-
oped before introducing the information system. When introduc-
ing the management accounts system, Ukrainian enterprises
should take the assessment of expenses on the management ac-
counts as a basis considering the volumes of its activities and act
in such way that the effect of adjusting such system exceeds the
expenses on its development and functioning.

First, the positive result of introducing such unified system as ERP
SAP R/3 requires a deep analysis of the company business pro-
cesses, training of the specialists ready to the productive start of
the software complex, a distinct cooperation with consulting firms
or corresponding advisor for the processes of development and
realization of the company tasks, as well as ensuring the techno-
logical part of process.
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5. Conclusion

Analysis of the data received during the research allows coming to
the following conclusions.

The need in introducing the modern information systems allows
ensuring the accounting system transformation that comes espe-
cially important in the conditions of the structural transformations
peculiar of the transition to the digital economy. The relevance of
introducing modern information systems is caused by overcoming
structural contradictions peculiar of the economy of developing
countries including the low level of information technologies use
by the population, unfavourable environment for IT infrastructure
development, low levels of readiness to the use of information
technologies from business and state bodies, weak influence of
information technologies on the economic and social fields.

ERP system is one of the modern information systems that allows
the companies not only integrate all business processes but also
process reporting and information analysis more quickly as well as
giving information in real time. ERP systems establish unified
standard for information flow management through the data inte-
gration. They ensure transparency of the information use by the
detailed presentation of the organizational processes and giving
information to the functional subdivisions of the company in time.
Due to these reasons, ERP systems are successfully applied by
multinational companies with their global business activities that
allows ensuring a perfect control over the distributed manufactur-
ing and servicing subdivisions. The National Bank of Ukraine,
Integrated Iron-And-Steel Works “Azovstal”, PJISE “Poltavaoble-
nerho”, PJSE “Dniproenerho”, JSE ‘“Ukrtatnafta”, PJSE
“Dniprospetsstal” are among the companies using ERP systems in
their activities. They are big system forming companies that are
actively developing.

The undoubted advantage of ERP systems is ensuring security on
all levels: Information security, network security, database securi-
ty, security on the level of application server. The system also
ensures information security on the client’s computer and prevents
information leakage due to the special instrument of authentica-
tion. The main security principles are considered to be: analysis
and study of the causes of information security violations; devel-
opment of the effective security models that will correspond with
the modern development of apparatus and software means; devel-
opment of the methods and means of the correct security model
introduction into the existing systems with the opportunity if flex-
ible management, security depending on the requirements, ac-
ceptable risk and resource expenses; the need in developing means
of analysing computer system security with the help of test influ-
ences (attacks).

Besides, the roles and obligations of the personnel for information
security must be clearly determined on the stage of ERP system
introduction that is the key to the success of any security software.
ERP system application in the accounting systems of the compa-
nies envisages solving a range of tasks:

- analysis (of development) of the current company accounting
policy according to INFA. This analysis should result in the list of
the most problem fields requiring automatization;

- development of the mechanism of forming financial accounting,
plan of accounts according to INFA depending on the principles
of the chosen accounting policy of the company, requirements of
the financial accounting;

- development of economical operations that are the basis for
primary documents according to INFA and the formation of the
rules of moving data of NP(S)BA into the accounting system of

INFA;

- determination of roles to separate the rights of access to the
system and the establishment of the users’ functional obligations.
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