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Abstract of the discipline 

The subject of the discipline is the basic concepts and methods of digital forensics, skills of 

collecting digital forensic information using open source tools from Windows and Linux operating 

systems. 

The purpose of teaching the discipline is to form theoretical knowledge of the basic 

principles of modern networks, which include local, global and regional networks, through which 

new approaches to managing the modern information society, as well as the formation of practical 

skills in building and managing corporate systems and networks. 

The results of this discipline are the acquisition of skills to install and configure software to 

collect digital forensic information, perform malware analysis, use Windows Live Linux Response, 

independently collect and analyze digital forensic information, develop methods to respond to 

cybersecurity, use digital tools forensics and recovery for data protection in Windows, Linux. 

 

Characteristics of the discipline 

Course  1 

Semester 2 

Number of ECTS credits 4 

Form of final control Exam 

 

Structural and logical scheme of studying the discipline 

Prerequisites Postrequisites 

Mathematical foundations of cryptology 

Fundamentals of cryptographic protection 

 

 

Competences and learning outcomes in the discipline 

Competences Learning outcomes 

CF 4. Ability to design, 

implement, maintain information 

networks and resources, 

information technology security 

(including cloud technologies and 

applications), as well as security 

of business / operational 

processes to ensure the 

functioning of information and 

communication systems in 

accordance with the established 

strategy and policy information 

security and / or cybersecurity of 

the organization 

PRN2 - plan, analyze and organize their own professional 

activities, choose the best methods and ways to solve 

complex specialized problems and practical problems in 

professional activities, evaluate their effectiveness; 

PRN7 - identify, describe and use the system of analysis 

of relationships between information flows and resources 

(including critical) in the contour of business processes of 

the organization (enterprise); 

PRN8 - design, implement and maintain systems for 

protection of information systems and resources, 

infrastructure of the institution, develop modern 

architectures for the use of information technologies and 

their security (security architectures, information security 

models, safe operation modes, methods for assessing the 

quality of open and closed systems, etc.) ; 

PRN13 - to develop, plan, analyze and implement a 

system of audit and control of the effectiveness of 

information and communication systems (access nodes to 

global networks, software and hardware systems, 

subsystems, etc.), according to the established policy of 

information security and / or cybersecurity 

CF 7. Ability to analyze the 

causes and consequences of 

failures or failures of information 

systems caused by the 

PRN2 - plan, analyze and organize their own professional 

activities, choose the best methods and ways to solve 

complex specialized problems and practical problems in 

professional activities, evaluate their effectiveness; 
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implementation of various classes 

of cyber incidents, as well as to 

develop and implement methods 

and measures to restore the 

normal functioning of the 

infrastructure of the organization 

as a whole/ 

PRN8 - design, implement and maintain systems for 

protection of information systems and resources, 

infrastructure of the institution, develop modern 

architectures for the use of information technologies and 

their security (security architectures, information security 

models, safe operation modes, methods for assessing the 

quality of open and closed systems, etc.) ; 

PRN-10 - to analyze and implement systems for 

classification of threats to information resources (assets), to 

rank them according to different classes of parameters (by 

probability of occurrence, cost, qualitative and quantitative 

indicators, etc.) 

PRN-11 - plan, implement, ensure and control the 

continuity of business / operational processes of the 

organization (enterprise), according to the established 

policy of information security and / or cybersecurity and 

strategy of the organization (enterprise) 

PRN-12 - to develop, plan, analyze and implement a 

system of access to information resources, information and 

communication systems (access nodes to global networks, 

software and hardware systems, subsystems, software, etc.), 

according to the established policy of information security 

and / or cybersecurity 

PRN-13 - to develop, plan, analyze and implement a 

system of audit and control of the effectiveness of 

information and communication systems (access nodes to 

global networks, software and hardware systems, 

subsystems, etc.), according to the established policy of 

information security and / or cybersecurity 

PRN-16 - to develop, implement, and organize the 

implementation of processes using methods and means of 

cryptographic and technical protection of information at the 

objects of information activities, in accordance with the 

established policy of information security and / or 

cybersecurity 

PRN-17 - to develop, implement and support the processes 

of detection and identification of cyberattacks, their analysis 

and implement procedures for responding and managing 

information and / or cybersecurity incidents 
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CF 11. Ability to develop, 

implement and maintain systems 

for auditing and monitoring the 

quality of business / operational 

processes of information and 

communication systems and 

technologies, as well as 

information security management 

systems and / or cybersecurity of 

the organization as a whole. 

PRN-8 - design, implement and maintain systems for 

protection of information systems and resources, 

infrastructure of the institution, develop modern 

architectures for the use of information technologies and 

their security (security architectures, information security 

models, safe operation modes, methods for assessing the 

quality of open and closed systems). etc) 

PRN-11 - plan, implement, ensure and control the 

continuity of business / operational processes of the 

organization (enterprise), according to the established 

policy of information security and / or cybersecurity and 

strategy of the organization (enterprise) 

PRN-12 - to develop, plan, analyze and implement a 

system of access to information resources, information and 

communication systems (access nodes to global networks, 

software and hardware systems, subsystems, software, etc.), 

according to the established policy of information security 

and / or cybersecurity 

PRN-13 - to develop, plan, analyze and implement a 

system of audit and control of the effectiveness of 

information and communication systems (access nodes to 

global networks, software and hardware systems, 

subsystems, etc.), according to the established policy of 

information security and / or cybersecurity 

PRN-14 - to develop and implement measures to counter 

cyber incidents, as well as to analyze, implement 

procedures for incident management and control, organize 

and conduct investigations, provide recommendations on 

measures to prevent and combat them 

PRN-15 - to develop, implement and support processes of 

management of procedures of identification, authentication, 

authorization of users and information resources, 

operational processes of infrastructure of the organization 

(enterprise), according to the established policy of 

information security and cybersecurity 

 

Curriculum of the discipline 

Content module 1. Digital forensic foundations 

Topic 1. Introduction to digital forensics 

Topic 2. Basic concepts and methodology of digital forensic 

Topic 3. Digital forensic foundations 

Topic 4. Digital forensic 

 

Content module 2. Specialized software for digital foransic 

Topic 5. Basic methods of using specialized software 

Topic 6. Processing of digital forensics in software 

Topic 7. Typical cases and recommendations for their study 

Topic 8. Reporting and difficulties in the application of digital forensics 
 

The list of laboratory classes, as well as questions and tasks for independent work is given in 

the table "Rating-plan of the discipline". 

Teaching and learning methods 
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In the course of teaching the discipline the teacher uses explanatory-illustrative 

(information-receptive) and reproductive teaching methods. Problem-based lectures, presentations, 

conversations, individual and group mini-projects are used as teaching methods that are aimed at 

activating and stimulating the educational and cognitive activities of applicants. 

The procedure for evaluating learning outcomes 

The system of assessment of formed competencies in students takes into account the types of 

classes, which in accordance with the curriculum of the discipline include lectures and laboratory 

classes, as well as independent work. Assessment of the formed competencies of students is carried 

out according to the accumulative 100-point system. Control measures include: 

1) current control, which is carried out during the semester during lectures and laboratory 

classes and is estimated by the amount of points scored (maximum amount - 60 points; the 

minimum amount that allows a student to take the exam - 35 points); 

2) final / semester control, which is conducted in the form of a semester exam, in accordance 

with the schedule of the educational process. 

The procedure for the current assessment of students' knowledge. 

Assessment of student knowledge during lectures and laboratory classes is carried out 

according to the following criteria: 

- install and configure specialized software; 

- to collect and analyze digital forensic information in Windows; 

- to collect and analyze digital forensic information in Linux. 

Final control of knowledge and competencies of students in the discipline is carried out on 

the basis of a semester exam, the task of which is to test students' understanding of the program 

material in general, logic and relationships between individual sections, ability to creatively use 

accumulated knowledge, ability to formulate their attitude to a particular problem. disciplines, etc. 

Lectures: the maximum number of points is 17 (work on lectures - 8, express survey - 9). 

Laboratory classes: the maximum number of points is 43 (laboratory work - 8, defense of 

laboratory work - 15, control work - 20), and the minimum - 24. 

Independent work: consists of time that the applicant spends on preparation for laboratory 

work and preparation for the exam in the discipline, in the technological map points for this type 

of work are not allocated. 

Final control: is carried out taking into account the exam. 

The examination ticket covers the program of the discipline and provides for the 

determination of the level of knowledge and the degree of mastery of competencies by students. 

Each exam ticket consists of 3 practical situations (one stereotypical, one diagnostic and one 

heuristic task), which involve solving typical professional tasks in the workplace and allow to 

diagnose the level of theoretical training of the student and his level of competence in the discipline. 

Evaluation of each task of the examination ticket is as follows: the first task is 20 test tasks of the 

closed form, its performance is estimated by 20 points; the second task - devoted to data analysis, 

its implementation is estimated at 10 points; the third task - calculation, its performance is estimated 

at 10 points. 

The result of the semester exam is evaluated in points (maximum number - 40 points, 

minimum number of credits - 25 points) and is affixed in the appropriate column of the examination 

"Information of performance". 

A student should be considered certified if the sum of points obtained from the final / 

semester test is equal to or exceeds 60. The minimum possible number of points for current and 

modular control during the semester is 35 and the minimum possible number of points scored in the 

exam is 25. 

The final grade in the discipline is calculated taking into account the scores obtained during 

the exam and the scores obtained during the current control of the accumulative system. The total 

result in points for the semester is: "60 or more points - credited", "59 or less points - not credited" 

and is entered in the test "Statement of performance" of the discipline. 
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The final grade is set according to the scale given in the table "Grade scale: national and 

ECTS". 

Forms of assessment and distribution of points are given in the table "Rating-plan of the 

discipline". 

Assessment scale: national and ECTS 

The sum of points for 

all types of educational 

activities 

Score 

ЄКТС 

Score on a national scale 

for exam, course project (work), 

practice 
For credit 

90 – 100 А excellent 

credited 

82 – 89 B 
fine 

74 – 81 C 

64 – 73 D 
satisfactorily 

60 – 63 E 

35 – 59 FX unsatisfactorily Not credited 

 

Rating plan of the discipline 

T
o
p

ic
 

Forms and types of education 
Forms of 

evaluation 

Max  

points 

T
o
p

ic
 1

 

Classroom work 

Lecture Lecture " Introduction to digital 

forensics " Lecture 1 

Laboratory work Laboratory work №1 "Installation 

and configuration of specialized 

software" 

Laboratory work 1 

Individual work 

Questions and tasks for 

self-study 

Search, selection and review of 

literary sources on a given topic. 

Preparation for laboratory work. 

Execution of laboratory tasks 

  

T
o
p

ic
 2

. 

Classroom work 

Lecture Lecture "Basic concepts and 

methodology of digital forensic" 
Lecture 1 

Laboratory work Laboratory work №1 "Installation 

and configuration of specialized 

software" 

Laboratory work 1 

Individual work 

Questions and tasks for 

self-study 

Search, selection and review of 

literary sources on a given topic. 

Preparation for laboratory work. 

Execution of laboratory tasks 

  

T
o
p

ic
 3

 

Classroom work 

Lecture Lecture "Digital forensic 

foundations" 
Lecture 1 

Laboratory work Laboratory work №2. "Collection 

and analysis of digital forensic 

information in Windows" 

Laboratory work 1 



9 

Defense of 

laboratory work 

№ 1 

5 

Individual work 

Questions and tasks for 

self-study 

Search, selection and review of 

literary sources on a given topic. 

Preparation for laboratory work. 

Execution of laboratory tasks 

  

T
o
p

ic
 4

 

Classroom work 

Lecture Lecture "Digital forensic" Lecture 1 

Laboratory work Laboratory work №2. "Collection 

and analysis of digital forensic 

information in Windows" 

Laboratory work 1 

Control work 1 10 

Individual work 

Questions and tasks for 

self-study 

Search, selection and review of 

literary sources on a given topic. 

Preparation for laboratory work. 

Execution of laboratory tasks 

  

T
o
p

ic
 5

 

Classroom work 

Lecture Lecture "Базові методи 

використання спеціалізованого 

програмного забезпечення" 

Lecture 1 

Quiz 4 

Laboratory work Laboratory work №2. "Collection 

and analysis of digital forensic 

information in Windows" 

Laboratory work 1 

Т
ем

а
 6

 

Classroom work 

Lecture Lecture "Processing of digital 

forensics in software" 

Lecture 1 

Laboratory work Laboratory work №2. "Collection 

and analysis of digital forensic 

information in Windows" 

Laboratory work 1 

Defense of 

laboratory work 

№ 2 

5 

Individual work 

Questions and tasks for 

self-study 

Search, selection and review of 

literary sources on a given topic. 

Preparation for laboratory work. 

Execution of laboratory tasks 

  

Т
ем

а
 7

 

Classroom work 

Lecture Lecture "Typical cases and 

recommendations for their study" 

Lecture 1 

Laboratory work Laboratory work №3. " Collection 

and analysis of digital forensic 

information in Linux" 

Laboratory work 1 

Individual work 

Questions and tasks for 

self-study 

Search, selection and review of 

literary sources on a given topic. 

Preparation for laboratory work. 

Execution of laboratory tasks 
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T
o
p

ic
 8

 
Classroom work 

Lecture Lecture "Reporting and difficulties in 

the application of digital forensics" 

Lecture 1 

Quiz 5 

Laboratory work Laboratory work №3. "Collection 

and analysis of digital forensic 

information in Linux" 

Laboratory work 1 

Defense of 

laboratory work 

№ 3 

5 

Control work 2 10 

Individual work 

Questions and tasks for 

self-study 

Search, selection and review of 

literary sources on a given topic. 

Preparation for laboratory work. 

Execution of laboratory tasks 

  

Final Test 40 
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