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ABSTRACT

The entry of mankind into the era of high technology, the
rapid growth of computing technology contributes to the
expansion of the range of electronic services. To ensure the
security of sensitive information, personal data is used
cryptographic  systems of traditional cryptography
(symmetrical cryptosystems) and cryptography with open
keys (asymmetric cryptosystems). As a rule, the first provide
security services, the second - the distribution of keys.
However, in the conditions of totalitarian surveillance in
society by the special services of developed countries in
cryptographic  algorithms  “embedded” cryptographic
bookmarks, which on the one hand provide "fast" access of
special services to confidential information, on the other
hand, allow attackers to hack into the cryptosystem and get
user data. The article proposes a modification of the well-
known algorithm (OFM) S-box, which provides
"elimination™ of possible cryptographic bookmarks and
increasing crypto resistance in the post-quantum period (the
appearance of a full-scale quantum computer, that allows
you to hack on the basis of The Grover and Shore algorithms
modern symmetrical and asymmetrical cryptosystems). In
addition, commercial implementation will ensure the
"opposition” of possible crypto-deposits by the special
services, that will reduce the risk of hacking by identifying
"weak" (vulnerable) places based on cryptographic
bookmarks.

Key words: Symmetrical crypto-algorithm, cryptographic
bookmarks, post quantum period, a quantum computer

1. INTRODUCTION

The computing capabilities of the global community until
2024 are growing under Moore's Law, which allowed in
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2015 to develop and implement 1 billion Internet things that
have replenished cyberspace. The growth of computing
resources has allowed to expand the range of services in
almost all areas of life. However, all this contributes to the
increase, and sometimes the primacy of cyber attacks on the
means to counter them. Attackers are increasingly
complexing threats and methods of social engineering,
allowing them to obtain synergies and hack into corporate
and automated critical object systems, primarily for the
banking sector, energy infrastructure  systems,
telecommunications systems, transport systems, which can
lead not only to the hacking of the system as a whole, but
also to the blackout and energy collapse of the world

1.1 Literature analysis and problem statement

Recently, in a number of leading countries, public
authorities have been trying to weaken encryption algorithms
and security standards to facilitate the work of intelligence
and law enforcement agencies as part of the measures taken
by the state in response to the growing terrorist threat.
Among other things, there is a statement about the
mandatory introduction of a loophole in the crypto-
algorithm, which are state standards. Users often get only the
illusion of protection. Using an algorithm, all the details of
which are known only to its developer, the user has a single
guarantee of durability - a statement of the developer on the
reliability of the algorithm.
Thus, almost all developers of cryptographic information
security "leave" bookmarks (hatches / loopholes) at the
request of intelligence services and / or the state government
to provide quick access to confidential information, both for
users and for the media. IT giants.



To date, there is no generally accepted terminology for
cryptographic bookmarks. However, most English-speaking
authors suggest that the term "Backdoors" be fixed by
cryptographic loopholes, leaving the term "trapdoors" to
refer to information that facilitates the inverse one-way
function. In the Russian-language literature to denote [1-5]
these concepts use "bookmarks”, "loopholes" and "back
door™ and even "secret passages".

Methods of embedding bookmarks in cryptographic
algorithms can be divided into three main groups: weak
bookmarks, transmission of information through hidden
channels, the SETUP mechanism [6-7].

Weak bookmarks are a deliberate weakening of the
algorithm, which allows you to know the secret information
of the user based on open information [8-9].

Weak bookmarks are always detected by reverse
engineering. In some cases, weak bookmarks can be detected
only on the basis of the original (open) data of the algorithm,
using simple algebraic checks or statistical analysis.
According to the definition [10], a hidden channel is an
unspoken information technology and an automated
communication channel that can be used to violate security
policies.

Thus, a channel is called hidden if it was not specifically
designed and was not originally designed to transmit
information in an electronic data processing system, such
channels include digital steganography algorithms in spatial
and frequency domains based on the impossibility
("weakness" of perception of information as visual system
and the human auditory system). Such a container can be
images (images, videos), audio and text files[11-14]..
Crypto-infrastructure with a loophole (Backdoor, Trapdoor)
is an algorithm that contains some hidden structure
(loophole) that ensures the existence of a hidden channel of
information transmission; knowledge of this structure allows
you to get secret information (for example, about the secret
key). Without knowledge of the loophole, the algorithm
seems reliable. Thus, SETUP mechanisms can be
symmetrical and asymmetrical. Like symmetric encryption
in symmetric loopholes, the key embedded in the
implementation matches the author's key of the loophole
required to access the hidden channel (or these keys are
easily computed from each other). For example, with reverse
engineering, both users and attackers (all but the asymmetric
loophole key holder) cannot determine how user secret keys
and future secret keys are already being used[15-17].

We use encryption algorithms to view cryptographic
bookmarks. This algorithm is an exact copy of the block
encryption algorithm, with one exception. The new one
defines and establishes a permutation table for nonlinear
transformation, which is absent in the old algorithm, and the
task of its elements was entirely in the hands of the people
implementing the algorithm[18-21]. Theoretically, if you
self-identify the elements of the permutation table and keep
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the table secret, it will increase the longevity of the
encryption algorithm (this actually increases the length of the

key)

1.2 Aim of the article

The aim of the study is to develop a flowing encryption
algorithm based on the blockchain algorithm through the use
of dynamically changing nonlinear bijective conversion (S
blocks).

To achieve the goal, the following objectives were set:

- to analyze the block encryption algorithm;

- to develop a method of forming a pseudo-key sequence
based on new encryption.

2. THE MAIN SECTION

In the algorithm, the block to be encrypted (length of 64
bits) is divided into two equal parts (32 bits) - right and left.
Next, thirty-two iterations are performed using iterative keys
derived from the original 256-bit encryption key. During
each iteration, one conversion based on the Feistel network
is made with the right and left half of the encrypted block.
First, the right part is folded into module 2% with the current
iterative key, then the resulting 32-bit number is divided into
eight 4-bits and each of them, using the rearrangement table,
is converted into another 4-bit number. After this conversion,
the resulting number cycles to the left by eleven discharges.
Next, XOR is transformed with the left half of the block. The
resulting 32-bit number is recorded in the right half of the
block, and the old contents of the right half are transferred to
the left half of the block. The diagram of the main step of the
algorithm's crypto-transformation is shown in Figure 1.

Start

Step 1

S = (N, + X)mod 2°{—[Step2_
m=0+7 I

S=Ri(S) [ [stepd

s=soN, [ S5
End

Figure 1: The scheme of the main step of crypto-
transformation of the old algorithm



The main step of the algorithm's crypto-transformation
consists of the following steps:

Step 1. Entering the original data for the main step of
crypto-transformation N - 64-bit block of input is converted
into two 32-bit whole numbers (the younger(N;) and the
eldest (N,) parts);

Step 2. Adding to the key. The younger part of the converted
block is folded into a module with the key element used on
the step.

Step 3. A block replace. The 32-bit value obtained in the
previous step is interpreted as an array of four 4-bit blocks of
code: S, =(So,Sl,Sz,...Sl5).

Step 4. A cyclical shift of 11 bits to the left.

Step 5. Beaten addition: the value received on step 3 is
broken by module 2 with the older half of the converted
block.

Step 6. Shift along the chain: The younger part of the
converted block shifts to the place of the senior, and on the
its place is placed the result of the previous step.

Then the structure of the algorithm can describe the multi-
round diagram, represented in Figure 2.

Cycle of encryption on

N =Basic step(N. K keys from K K.K;
Cycle of encryption on

N =Basic step(N. K keys from K., K;...K,

Figure 2: Tncryption cycle

To create an improvement algorithm, we will change the
main step of the algorithm's crypto-transformation (Figure 3)
in OFM mode
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m o
S = (N, + X)mod 2% 4‘: Step 2
m=0+4
S, =H,, I step3
—E Step 4
Hm,sm And Hm.sm1 Hm+1.sm And Hm+1.s,m
[ I
[
S=R;(S) ] stps
I
S=S®N, ’E Step 6
N,=N,N,=8 f——  stp7

End

Figure 3: The scheme of improving the main step of
crypto-transformation

Take the basis of the order of changes in values in the S
block of the RC 4 streaming encryption algorithm. RC4, a
streaming encryption algorithm, was proposed in 1987 by
Ronald Lynn Rivest, a well-known American cryptography
specialist. Since 1994, it has been widely used in a number
of cryptographic applications, including known-known ones
such as SSL and TLS, to encrypt data transmitted through
data networks that do not provide user data protection, WPA,
and WEP to protect wireless connections. In the streaming
encryption algorithm, two S-block meanings change places
when a pseudo-key sequence is formed.

The main step of the algorithm's crypto-transformation
consists of the following steps:

Step 1. Entering the original data for the main step of
crypto-transformation N - 64-bit block of input is converted
into two 32-bit whole numbers (the younger(N;) and the
eldest (N,) parts);

Step 2. Adding to the key. The younger part of the converted
block is folded into a module with the key element used on
the step.



Step 3. A block replace. The 32-bit value obtained in the
previous step is interpreted as an array of four 8-bit blocks of
code: S, =(So,81,82,...8255).

Then the value of each of the four blocks is replaced by a
new one, which is selected by the replacement table as
follows: the value of the block S; changes to S; order element
(numbering from zero) i node of substitutions (i.e. i line of
the replacement table, numbering also from zero). In other
words, as a replacement for the block value, an item is
selected from a replacement table with a number equal to the
number of the block being replaced, and a column number
equal to the 8-bit value of a whole non-negative number.

Step 4. Dynamic change in the replacement table is as
follows: if the amount S, +S;even number, then change
places of value So«<S;0f the tables H,, otherwise Sy—S;0f
the tables H;. If the amount S, +Ss;even number, then change
places of value S,<Ss0f the tables H,, otherwise Sy—S;0f
the tables Hs.

Step 5. A cyclical shift of 11 bits to the left.

Step 6. Beaten addition: the value received on step 3 is
broken by module 2 with the older half of the converted
block.

Step 7. Shift along the chain: The younger part of the
converted block shifts to the place of the senior, and on the
its place is placed the result of the previous step.

Step 6. The resulting value of the converted block is returned
as a result of execution the algorithm of the main step of
crypto-transformation.

Using this transformation allows dynamically (based on a
simple pseudo-key sequence generator) to form of OFM
mode and provide the required level of crypto resistance.

3. CONCLUSIONS

Analysis of cryptographic tools for basic security services
has shown that symmetrical and asymmetrical cryptosystems
and specialized hash functions are wused to ensure
confidentiality (security during transmission), integrity
(security in storage and modification only to authorized
users), and authenticity (authenticity of the source of the
message). And humanity "blindly believes” the resilience of
the algorithms provided. However, to ensure the “solution of
issues” control of the individual, and total surveillance of
society as a whole by the intelligence services and/or the
state/community of states used various cryptographic
bookmarks, allowing "quickly” to find key data, and to gain
access to personal/confidential user data.

Analysis of the capabilities of cyber criminals
demonstrates virtually unlimited computational capabilities
in the emergence of a full-scale quantum computer and the
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entry of mankind into the era of post-quantum cryptography,
which practically calls into question the possibilities of
ensuring durability as symmetrical. as well as asymmetric
cryptosystems (and based on elliptical curves). This is
evidenced by the research of the scientific community, as
well as specialists of the NIST USA. In February 2019, the
U.S. National Institute of Standards and Technology
continued to select candidates for post-quantum
cryptography algorithms. In the post-quota period, the use of
cryptographic bookmarks in order to "strengthen" the
durability of algorithms of symmetrical and asymmetrical
cryptography, almost "any" interference in the algorithm in
its practical implementation can lead to the "destruction™ of
its integrity of the structure and reduce its durability.

Developed encryption algorithm on the base a flowing
encryption algorithm based on the blockchain algorithm
through the use of dynamically changing nonlinear bijective
conversion (S blocks) avoids significant information security
issues.
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