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INTEGRATION OF THE INFORMATION PROCESSES.
AUTOMATION AND UNIFICATION OF THE JUDICIAL SYSTEM

M. Petrova

The implementation of the concept of e-government and e-justice is one of the most significant reforms of the
administrative institutions in Bulgaria. This implies solving basic tasks such as creating effective web sites of the official
government institutions and providing interactive services with simple, intuitive and secure procedures for interacting with

citizens and the business.

The main problems in the field of web services in the judicial system in Bulgaria have been identified, such as ir-
rational use of resources, duplication of data, multiple input of identical information, lack of automated data exchange
between different systems even within the same administration.

A system compliant with digital administration standards has been modelled that implies a technological oppor-
tunity to eliminate manual manipulation of IT infrastructure and avoid paper documentation and multiple collection of
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information from users. Introducing an integrated environment for the exchange of electronic documents and optimizing
any business process of communication and information exchange has been offered.

An automated approach to building a web portal for the judiciary using the technology of automatic generation
and adding of virtual web hosts has been proposed. Advanced technological solutions such as the use of scripts for intel-
ligent administration and maintenance of webpages and the web portal as a whole have been developed. This makes it
possible to significantly reduce maintenance time, improve the security and reliability of the system for accessing judicial
services by citizens.

Keywords: judicial system, e-justice, web portal of the judicial system, virtual host, web server, e-government, in-
formation development of public authorities.
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IHTErPALISA IHOOPMALIMHOIO NPOLECY.
ABTOMATU3ALIA TA YHI®IKALIA CYOOBOI CUCTEMU

lMempoea M. M.

YnpoeadeHHs1 KOHUenuil eekKmpoHHO20 ypsdy ma efleKmpoHHO20 npasocyd0si € 0dHieto 3 Halbinbw 3Haqyyuux
pegopm admiHicmpamusHux iHcmumyuit y boneapii. Lle nepedbavae gupilieHHS maKux OCHOBHUX 3a80aHb, K CIMeo-
peHHs1 echekmusHuUxX 8eb-calimie oiuiliHUX ypsadosux ycmaHo8 i HadaHHs iHmepakmueHuUX rnocnyea 3a 0oroMo2or npoc-
mux, iHmyimueHux i 6esneyHux rpouedyp 83aemodii i3 epomadssHamu ma b6i3Hecom.

BusisrieHo ocHo8HI npobriemu y cghepi HadaHHs1 e/1eKMPOHHUX rocrye y cydosili cucmemi bonzapii, makux sik: Hepa-
UioHanbHe sUKopucmaHHs pecypcie, O0ybroeaHHs1 0aHUX, YUC/IEHHe 88e€0eHHsT I0eHMUYHOI iHghopmauii, eidcymHicmsb
asmomamu4Ho20 0bMiHy aHUMU MiX PI3HUMU cucmeMamu, Hasimb y Mexax 0OHIel i miei x admiHicmpauji.

PospobneHo mModernb cucmemu, WO € CyMICHOKW 3i cmaHOapmamu yugposoz2o adMiHicmpyeaHHs, sika rnepeod-
bayae mexHoMNo2iYHy MOXIugiCmb YCyHymu pydYyHe MaHinymnoeaHHs |T-iHgbpacmpykmypor ma yHUKHymu narnepoegorl
OokymeHmaujii, a makox 6ascamopa308020 36upaHHs iHhopmauii 8id Kopucmyeadig. 3arnpornoHO8aHO B8rpPo8adKEeHHS
iHmeeposaHo20 cepedosulya Orsi 06MiHy enekKmpoHHOK GOKyMeHmauiero ma onmumidayii 6ydb-siko2o bisHec-npouecy
KoMyHiKkauii i obMiHy iHgbopmauiero.

BanponoHosaHo asmomamu3sogaHul nidxid 00 cmeopeHHsT eeb-ropmary 0Onsi cydo8UX OpeaHi8 i3 BUKO-
pucmaxHsIM mexHor1ozili aemoMamu4yHo20 2eHepysaHHs ma 0odasaHHs sipmyarnbHux eeb-xocmig. [lodaHo nepedosi
MEeXHOJI02i4HI PilleHHS, MakKi sIK 8UKOPUCMAaHHS cKpunmie Orns iHmesniekmyasnbHo20 adMiHicmpyeaHHs ma nidmpumku
8eb-cmopiHoK i eeb-nopmarny 3azanom. Lle 0o3gonse 3Ha4yHO ckopomumu 4ac obcry2og8yeaHHs, nidsuujumu 6e3nexy
U HaditiHicmb cucmemu Anst docmyrny 2pomadsiH 00 cydo8ux rocriye.

Knrouoei cnoega: cydosa cucmema, enekmpoHHa cydoea cucmema, gipmyarsbHi 8eb6-8y3nu, eeb-cepeep, enekm-
POHHe ypsidysaHHs, iHbopmamu3auisi opeaHie 0epxasHoi enadu.
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MHTErPALUA NHOOPMALMOHHOIO NMPOLIECCA.
ABTOMATU3ALNA N YHUDUKALINA CYOEBEHOU CUCTEMbI

lNempoea M. M.

BHedpeHue KoHUenuuu 371€KMPOHHO20 fpasumernibcmaa U 3/1IeKMPOHHO20 rpasocyous sierisemcss 00HOU
u3 Haubornee 3Ha4yuMbIx peghopM adMuHUCMpPamueHbIx UHcmumyuut 8 boneapuu. 3mo nodpasymesaem peweHuUe ma-
KUX OCHOBHbIX 3alauy, Kak co3daHue aghghekmusHbix eeb-calimos ocbuyuarnbHbIX MPasumMesnbCmeeHHbIX y4pexoeHul
u npedocmassieHUe UHMePaKMmMuUBHbIX yCrlye C MOMOWbI0 MPOCMbIX, UHMYyUmMuUeHbIX U 6e3onacHbix rnpouedyp 83aumo-
Oelicmeusi ¢ epaxdaHamu U 6U3HECOM.

BbisigerieHbl ocHo8Hble rpobriembl 8 cghepe npedocmasrieHusi 371eKMPOHHbIX ycrye 8 cydebHol cucmeme bor-
2apuu, makue KaKk: HepayuoHarlbHOe UCronb3o8aHue pecypcos, dybnuposaHue OaHHbIX, MHOXEeCMEEHHbIU 8800 UOEH-
muyHol uHgopmMayuu, omcymecmaue asmomamu4yecko2o obmeHa O0aHHbIMU MexOy pasfuyHbIMuU cucmemamu, Oaxe
8 paMkax 00HoU u modl e adOMuHuUcCmpauyuu.

Pa3pabomara mModesib cucmembl, coeMecmumasi co cmaHOapmamu 4ughpoeoz2o adOMUHUCMPUPOBaHUS], Komopasi
npedycmampugaem MexHOI02UYECKYH0 803MOXHOCMb yCmpaHUmb py4yHoe MaHurynuposaHue UT-uHppacmpykmypol
u usbexxamb 6ymakHOU OOKyMeHmauuu, a makxe MHO20KpamHoeao cbopa uHgopmayuu om ronb3oeamenel. [NpednoxeHo
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8HeOpeHUe UHmezpuposaHHoU cpedbl Orisi obMeHa anekmpoHHoU OoKymMeHmauyuel u onmumusayuu moboeo 6usHec-

npouyecca KOMMyHuUKayuu u obmeHa uHgpopmayued.

lpednoxeH asmomamu3uposaHHbIli Mo0xod Kk co3laHuro eeb-ropmana 0nd cy0ebHbIX op2aHo8 C UCMOsb30-
gaHuUeM mexHono2uli asmoMamu4ecko2o eeHepuposaHusi u 0obaesneHusi supmyarbHbix 8eb-xocmos. [NpedcmasneHs!
rnepedosbie MexHOI02UYECKUE PeWeHUsl, makue KaK Ucrofib308aHue CKpunmoe Orisi UHmesiiekmyanbHo20 adMuHuCm-
puposaHusi u noddepx KU eeb-cmpaHuy, u eeb-ropmana 8 yeroM. Mo 03807s9em 3Ha4umesibHO CoKpamume 8pemMsi
obcnyxueaHusi, nosbicums 6e3onacHocmb U HadexxHoCcmb cucmembi Ong docmyna epaxoaH K Cy0ebHbIM ycilyaam.

Knroyesnie cnosa: cydebHasi cucmema, 351eKmpoHHoe fipasocydue, 8eb-nopmarsn cucmems! ripasocyous, aupmy-
anbHbIl 8eb-y3er, seb-cepsep, 3MEKMPOHHOE Npasumeibcmeo, UHghopMamu3sayusi opeaHo8 2ocydapcmeeHHoU ernacmu.
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Informatization of judicial bodies is a manageable con-
ceptual process aiming to maximize the modern ICT poten-
tial [1; 2]. Its assessment may be performed by different crite-
ria: the level of informatization in terms of access and trans-
mission of information to citizens, providing services to the
population and integrated strategic data in the judicial sphere.

The main problems in Bulgarian public administration
are: irrational use of resources, data duplication, multiple
input of identical information, lack of automated data ex-
change between different systems, even within the same
administration [3].

The efforts aim to build models and standards for
digital administration and provide technological possibility
of eliminating paper documentation and multiple collection
of information from users. This is achieved by introducing
integrated environment for exchange of electronic docu-
ments and optimizing every business process of commu-
nication and information exchange.

The main problems with the integration of the infor-
mation processes in the public sector and automation and
unification of the judicial system in Bulgaria and other
countries have been considered in the works of such sci-
entists as N. V. Nenkov, Y. Dyachenko [1], G. Dimitrov,
K. Koeva [2], I. Savov [3], J. R. Gil-Garcia, T. A. Pardo [4],
V. Kumar, B. Maheshwari, U. Kumar [5], and others.

However, the change of the main trends in the de-
velopment of information processes in the public sector
and automation of the judicial system all over the world
require indepth and comprehensive research into develop-
ing and providing interactive services in the e-government
and e-justice spheres, which makes the article topical.

The research aims to identify the prospects of infor-
mation processes in the public sector and elaborate the
methods of integration of the information processes and
unification of the judicial system.

Over the years, every Bulgarian court has developed
its own website model. As a result, they received various
solutions, information is not presented in accessible way,
there are no sitemaps, identical information is located in
different locations (menus). All this hinders the different
types of users who work with the sites. Very few court
websites are convenient and easy to use. Some websites
are being maintained and further developed, but some are
not kept up to date, and are even obsolete.

Individual sites in varying degrees and in different
ways meet the needs of Bulgarian citizens and their repre-

sentatives to obtain information about courts' general ac-
tivity, as well as examined cases. This is important in
terms of the need on the legislative level to regulate the
more active use of information technologies by judicial
authorities.

There is a great variety of structure, content and for-
mats in which mandatory online information is published.
Unification of judicial information is part of the equal ac-
cess to justice.

Courts' websites must first provide information to citi-
zens to allow them to navigate in approaching a specific
court, i.e. to have information about its structure, contacts,
cases it has examined, common information about bank
charges, have available forms and templates for the most
common legal process. This information is static in nature
and does not change frequently after its creation. An im-
portant part is maintaining dynamic information, located on
the site — related to cases examined by courts, information
on the progress of cases, schedules of court hearings.

Placement of reliable, operational, complete and cur-
rent information about the activities of the authorities on
the court website makes it possible to significantly simplify
searching and finding relevant information, provides an
opportunity for citizens and organizations to make inquiries
and obtain reports online.

Publications of court decisions online is a key
amendment to justice transparency. Publication of judicial
acts not only opens up new possibilities for dialogue be-
tween the court and the public, but also creates a new tool,
improving the judicial practice, legislation and develop-
ment of legal science.

Criteria for easy use must be implemented in terms
of personnel and users. Easy to use applications contrib-
ute to increasing employee motivation, their effectiveness
and satisfaction of their work. For users it is important that
the application enable consistent and intuitive natural navi-
gation, site structure be tailored to their needs.

At the same time it must allow introduction of various
control systems, which prevents editing or deleting the
contents of the documents presented, as well as any other
interference that can compromise their authenticity.

Mandatory information includes: general, reference
and contact information, statistics, reports of future events,
laws and regulations. The site can present documents or
links to documents of a superior institution, relevant mater-
ials in accordance with the institution functions, etc.
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It is possible to implement the following activities:
providing access to document templates, a possibility of
submitting claims electronically, presentation of evidence in
electronic form, sending electronic summonses and notifica-
tions, issuance of judicial acts in electronic form, etc.

Realizing the e-government and e-justice concept in-
volves solving basic tasks such as creating effective web-
sites of the official state institutions and continually main-
taining and updating the presented information and provid-
ing interactive capabilities with simple, intuitive and secure
procedures for cooperation of citizens and the business
with various government agencies.

Concerning the work principles, associated with elec-
tronic document exchange within the Bulgarian judicial
system it is accepted, that it is necessary to establish sin-
gle for all processes principles of e-justice, similar to the
principles of electronic government, which are established
by the Law on Electronic Governance (LEG) [6] (a one-
time collection and reuse of data, official notification from
the primary data administrator in their change to a particu-
lar citizen and automatic request and provision of data).
LEG requirements, related to ensuring interoperability and

information security, are fully applicable to the judiciary too.

The implementation of the reform for transitioning to
e-justice could not be achieved without clear normative
rules established by the law.

In 2009, a regulatory framework was created for en-
forcement bodies through a number of regulatory docu-
ments in the form of instructions for institutional identity of
administrations, domain names and subdomains used by
administrations, and design requirements for administra-
tions' websites.

Judiciary Law focuses on the judicial system trans-
parency and contains two important obligations of courts:
to create official websites with specific content and publish
judicial acts there.

In connection with these new opportunities, certain
rules have been created requiring the judiciary to use uni-
form rules, procedures, technology and functional parameters
in ensuring opportunities for conducting proceedings in
electronic form and in the course of certification — making
statements in electronic form. Special regulations have
been developed for conducting proceedings in electronic
form [6 — 9].

At present, judicial authorities in Bulgaria are able to
maintain websites providing the possibility of conducting
proceedings in electronic form with a legal matter at any
time.

The Supreme Judicial Council (SJC) determines with
its Act requirements to the judicial authorities' websites,
technical requirements and rules for conducting proceed-
ings in electronic form, their formats and technical require-
ments to be met by electronic documents, sent to and from
judiciary authorities, formats of scanned documents and other
electronic evidence, stored for electronic cases, methods
of electronic payments for state fees, expenses and other
liabilities to judicial authorities, graphical and other inter-
faces of information systems used by judicial authorities.
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Officially in Bulgaria there is no uniform standard and
minimum requirements to the court website structure and
content. According to the Law amending the Law on the
Judiciary, it is created with an ordinance which specifies
the requirements and which is available on the SJC, Min-
istry of Justice and the integrated e-Justice Portal web-
sites.

There is still no unified system for naming the web-
sites and selection of domains for the judiciary suggesting
that in each case the most convenient for the moment
solution is being sought.

The Law on the Judiciary [10] defines a unified
e-justice portal, which provides access for citizens to
exercise their procedural rights in front of all judicial au-
thorities, as well as opportunity to request conducting
certification statements by those authorities. It is planned
that the functionality of the portal dynamically expand
over time.

The plenum of the SJC, after consultation with the
Minister of Justice, builds and maintains a unified e-Justice
Portal (UEJP) [11 — 13]. Judicial authorities will conduct
certification statements, issue acts and all other statutory
proceedings in electronic form?.

When performing a procedural action that launches a
separate proceeding, an electronic case is created in the
judicial authority information system, which is a combin-
ation of all electronic documents and information produced
or provided by participants in the proceedings and the
judicial authorities, regarding exercised procedural rights
or certification statements, all electronic documents and
evidences and other data, processed by the judicial au-
thority in relation to the proceeding.

The law requires SJC to organize development of
this portal within three years after the entry of the amend-
ing law [14]. By the end of this period the judicial authori-
ties will have the possibility to maintain websites which
provide an opportunity for conducting proceedings in elec-
tronic form.

The SJC adopted rules on access to electronic court
proceedings in the courts, through the new centralized
UEJP developed under an SJC Project with OPAC [6]. For
e-justice portal pilot testing, SJC determined six courts:
the Supreme Cassation Court; the Court of Appeal Sofia;
the Regional and District Court of Blagoevgrad; the Re-
gional and District Court of Smolyan. During the pilot test-
ing phased transfer of information from electronic files of
court cases in CMS to the portal directory was performed,
and citizens and lawyers are given the opportunity to reg-
ister a personal account to access the portal through an
application form, approved by the SJC [15; 16].

UEJP provides [4]: request carrying out certification
statements and procedural steps in electronic form; deliv-
ery of messages and summonses; access to electronic
cases and public records supported by judicial authorities.
UEJP provides free and public access to protocols and

! valid from 10.08.2019.
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statistics for random selection during the allocation of cases,
which are provided in the law or any other enactment. It
provides access to other information and functionalities.

The future architecture of e-justice is built on the
principles of SOA and is based on the use of open
sources. Thus interested parties are given opportunity to
freely develop processes and services, and define a uni-
fied data format with a single design.

Rates of development of devices, systems and solu-
tions in the ICT sector are very dynamic. For this reason,
systems and solutions for e-government and e-justice
must meet the established international standards and be
as independent as possible of specific operating systems,
platforms, technologies, software and suppliers.

Such standards in the field of e-governance (and e-just-
ice) are being developed by a number of international or-
ganizations [2]:

* The International Organization for Standardization
(1SO);

* The Internet Engineering Task Force (IETF);

* The United Nations Centre for Trade Facilitation and
Electronic Business;

* The Organization for the Advancement of Struc-
tured Information Standards (OASIS);

* The World Wide Web Consortium and others.

The action plan eEurope+, setting priorities for de-
velopment of information society in Bulgaria, recommends
applying the main guidelines of the Web Accessibility Ini-
tiative (WAI) of the W3C Consortium, which developed a
number of documents concerning all aspects of the prob-
lem of accessibility.

Through an expressly developed methodology, adapted
to the UN methodology for index of readiness of the world
countries to use e-government (Global EGovernment Survey)
[17; 18], in 2013, an index was developed to study web page
contents of all 113 regional courts (RC) in Bulgaria [19].
81 indicators, divided into 13 groups, have been developed.
The analysis covers the results by groups of indicators, as
well as by court area of District and Appellate courts.

This study was conducted successively in several
stages in 2013 and 2014 together with students in the
master's program "IT in the Judicial and Executive Bodies"
of the University of St. Cyril and St. Methodius, the city of
Veliko Tarnovo, Bulgaria and in June 2015 with a team of
experts from the European Law Association.

An updated study was conducted in 7 June 2016 —
14 June 2016, again with students of master's program "IT in the
Judicial and Executive Bodies" in the University of St. Cyril
and St. Methodius, the city of Veliko Tarnovo, Bulgaria. Moni-
toring of the information resources of the judicial and execu-
tive power is realized by the methodology [19], which investi-
gates and determines the requirements for content and char-
acteristics of their official websites. The study scope includes
a total of 182 web-sites of courts: 7 Courts of Appeal;
28 County courts; 113 Regional courts; 5 Military courts;
28 Administrative courts and the Specialized Criminal Court.

For analyzing the content of the sites, the method of
Web content analysis [20] was used, which was carried

out by experts studying the content of sites in the online
mode to determine the presence or absence of selected
characteristics.

The main objective of the analysis of the websites of
the courts in Bulgaria is to reveal and report the readiness
for providing electronic access of citizens to legal infor-
mation and the extent of the use of information and com-
munication technologies in the judicial system, quantita-
tively report on the expression of individual characteristics
which influence the websites unification, and on this basis
to outline ways and means to carry out the activities for
implementation of the judiciary reform.

Analysis of the courts' websites revealed that they
need a major reorganization as they are created according
to their own structural scheme (according to the institution
organizational chart). These sites will primarily help users to
find and obtain necessary services. Citizens and the busi-
ness should have and get the opportunity to receive the
necessary information when they need it, not when the gov-
ernment, respectively the judiciary, decides to provide it.

Services for providing information in electronic form, re-
lated to the judicial system and the electronic exchange of legal
information in the network and search engines are obsolete or
completely missing. The success in offering electronic services
is primarily the result of independent efforts of various admin-
istrations and rarely has a synergistic effect in others.

Apparent in very few institutions, publication on the
Internet is associated with internal teams, formed to de-
termine mandatory publishing information.

Hiding basic information such as biographical data of
judges has an extremely negative effect on the perception
of citizens about those who dispense justice.

Despite the good prerequisites and adequate condi-
tions, courts' websites have mostly representative functions,
currently offering to the public mainly information (and it is
not full), rather than actual opportunities for citizens to re-
ceive specific administrative services electronically.

The analyzed websites do not have an appropriate
functional structure and information content from a con-
sumer perspective: design (information and graphics) is
polytype; navigation is difficult; operating online services
are almost unavailable in the context of the European vision.

The results of the study on the institutions' websites
imposed the following main conclusions:

« differently styled module design, architecture of
each web page, navigation, frontend design, the language
the information is being presented in;

» websites have different style, quality and volume;

» each web page presents legislation base in a dif-
ferent size;

» only a few web pages present information in a for-
eign language (at least a bilingual version);

« the language, used in court websites is not easy
enough for citizens to understand,;

» searched information is not easily found, due to
various ways of its ordering and presentation;

« judicial acts are published, but access to them is differ-
ent on each web page, which creates confusion and difficulties;
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« there is no unification of the works with the elec-
tronic requests and the electronic submission of infor-
mation. Application templates, submitted to the particular
court (in 108 sites) vary in terms of formatting, layout, etc.

The above conclusions attest to a serious delay of
Bulgarian courts in digitization compared to European prac-
tices. It is necessary to develop and introduce uniform
standards that Bulgarian courts' websites have to meet with
regard to publicity and transparency, in accordance with the

expectations of civil society and raising the judiciary prestige.

This is important in terms of the need to establish uniform
judicial standards to ensure equal access to justice for Bul-
garian citizens from all regions of the country.

The study shows the perceived need for change. At
present court websites do not fully exploit their resources
and capabilities of the Internet — they interact with citizens
fairly limited, do not provide the necessary and important
information to citizens.

Monitoring results show that despite all efforts (and
financial resources), capabilities of the Internet technolo-
gies are still underutilized. There are a number of difficulties
caused by technical and organizational problems and con-
tradictions in the current legislation.

For example, payment of fees for various administra-
tive services is traditionally carried out by the known for
decades service — cash desk or by bank transfer on a
specific desk, rather than offering online payment of fees,
so the practices of electronic technology in this field have
not been implemented yet.

Although courts have the necessary technological in-
frastructure and Internet access, offering interactive online
services is very slightly developed in practice, they are still
not able to offer full online interaction with both physical
and legal entities — actual users of administrative services.

Overall, it can be concluded that all courts in Bulgaria
have websites, but not all perceive the web space as dy-
namic media and means of communication with the public
in terms of two-way communication. The shown insufficient
level of the Internet pages of the courts is too low compared
to the level of the digital development of EU member states.

Currently, IT resources are managed in a fragmented
way, which is a prerequisite for inefficiency, overspending and
inexpedience. Good practice shows that systems should oper-
ate on the basis of unified and formalized objects (data, docu-
ments, processes, technological solutions, etc.) [14, p. 23].

It is obvious that judicial authorities in Bulgaria are
trying to meet the European model of ICT development
and participate fully in the online exchange of data and
information in the EU.

This implies developing new methods for automated
electronic exchange of information while ensuring protec-
tion of data and inability for them to be subject to unlawful
actions by unauthorized entities, including within the ad-
ministration, receiving or storing them [21].

Recommendations for automation and unification.
Innovation trends:

After the websites current state has been analyzed, the
necessity for unification has emerged along with ways for
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achieving it: unifying the websites of the judicial authorities by
standardizing their information structure and the online ser-
vices they offer; developing and implementing a unified model
for the websites of the courts and the prosecution.

This process includes standardization of the architec-
ture, navigation links, design, as well as introduction of
mandatory "search engine" for access to court documen-
tation and reports on the status of cases. An essential part
of the overall unification of the court websites is the intro-
duction of standards for static and dynamic part in each
page, as well as providing the information in an accessible
and understandable for the users way.

Therefore it is necessary to take the following steps:

* to provide that website information migrate from the
static category "business card" to the dynamic category
"source of relevant legal facts";

* to establish a standard for formation of domain and
subdomain names used by judicial administrations to ad-
dress their official websites, according to the standard
model set by the W3C consortium;

* to unify websites by standardizing their information struc-
ture and the offered online services; to develop and implement a
unified model for websites of the courts and the prosecution;

» to establish a standard for the formation of the
names of e-mail addresses used by judicial authorities and
their administrations; to introduce a single infrastructure
for e-mail, identification of magistrates and court officials,
so that citizens could easily identify these addresses; per-
sonalization of e-mails and ability to ask a specific person
responsible for a given thematic area, questions, would
contribute to a better "citizen-court" interaction, also facili-
tate the awareness of administrative processes;

» to create a normative framework, which regulates
all dynamic relations, not subject to a permanent regula-
tion — requirements to: the format of the submitted e-docu-
ments, interfaces for performing electronic submissions,
websites public interface design, others;

» to monitor and control immediate publication of ju-
dicial acts on court websites, according to Art. 64 of the
LJ; and timely publication of all documents and materials
contained in annual plans;

* to introduce clear and precise rules for publishing
information on the website of the court;

» to make websites at least bilingual, with feedback
forms, introduce more electronic services;

« to build a bank of electronic of documents, related to ad-
ministrative services in the judicial system at the national level;

« to publish information not only for judicial acts but also
for other court orders (expert opinions, complaints, etc.);

« to develop software that allows searching court ju-
dicial acts by attributes, so that citizens could navigate in
the practice of court on specific issues and tailor their de-
fense accordingly;

« to provide details on some existing categories, sub-
ject to online publication;

 to connect the databases of court cases and judi-
cial acts, so that users could search simultaneously in
both databases;
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* to integrate the database of the judicial acts into a
unified official portal for legal information;

» to improve system administrators' qualification in
order to ensure development of information technology;

» to publish biographical data of judges and infor-
mation about their income and obligations;

» to adapt the site map or alphabetical directory,
menu to user needs (such elements are almost missing at
present). An example is the separation of official-
administrative functions from purely informative functions
on judicial websites;

» to make websites accessible for specific groups of
people, such as people with disabilities, people using PDA, etc.;

« to provide for ability to conduct polls, forums and col-
lect specific user information or opinions, related to design;

» to build support pages, explaining functions of each
service to users.

Administration's plans and strategies, judicial admin-
istration structure and all services, auctions, decisions and
regulations of the court, cannot be ignored as well.

It is necessary to unify the judicial authorities' web-
sites by standardizing their information structure and
online services; develop and implement a unified model of
a website for the courts and the prosecution.

In terms of innovation, one must take into account
the need to introduce fundamentally new services (gen-
eration of documents, automated extraction of data from
paper), new software solutions (content management sys-
tems, documents and files, modelling tools and tracking

ISON
file

Eed Hat

Bash
Script

Administrator

Judiciary
WEE sites

processes, data stores or portal type applications), new
engineering approaches and technology solutions and
more.

Development of mobile services is of increasing im-
portance for the telecommunication sector and socioeco-
nomic progress worldwide. This sector receives a further
boost in its development also through the more wide-
spread use of new mobile devices, applications and sys-
tems [3, p. 37; 22].

In addition to web accessibility standards, the system
must be fully compatible with mobile devices
(smartphones, tablets, netbooks, etc.), i.e. interactive re-
sponsive design. Analysis of the survey results showed
that the entire content of court websites can be divided
into two major parts. The first part contains general infor-
mation for all courts: national legislation, document tem-
plates, etc. A variation of this category may be information
related to this court: news, events, decisions, orders, etc.

The second part of the site content consists of
unique information: judicial acts, documents, references to
the court, a list of employees, receiving time, administra-
tive provisions of the presiding judge, etc.

The presence of two fundamentally different data
units could be a prerequisite for organizational separation
of the activities for publishing information on the court
website. Publishing common for all courts information is
more logical to be centralized, while unique information
should be published by system administrators or another
authorized person in each court (Fig. 1).

Fig. 1. Automating the generation of virtual hosts for the judiciary web pages
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Dividing publishing responsibilities reduces employ-
ees' workload at site, and the outcome is unity of the pub-
lished common information.

Particular attention must be paid to the quantity and
quality of information, provided by courts, its accessibility
and options for feedback.

The report offers an approach to automating the host-
ing of court web pages on a single web server. Each web-
site has a different domain or a different sub-domain in a
common domain. Each of these websites needs a virtual
host configuration file on the web server, so that it can be
accessed. All websites are using a common backend plat-
form but have unique designs (frontend), configurations,
characteristics, application and services scopes.

Manually adding these virtual host files is time-
consuming (authentication on the server, copying an exist-
ing configuration file, editing new data, making it available
on the web server, restarting), and prone to frequent config-
uration mistakes, which might prevent the web server from
starting and running correctly. An expert in system admin-
istration, familiar with the web server and the application
environment, must perform each of these updates.

In a Linux server environment, the process can be
automated with a combination of Bash and PHP scripts.
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The web server is not relevant; it can be Nginx or
Apache. Depending on the used DNS service, adding of
DNS records for new domains could also be automated.
Amazon Web Services (AWS), for example, have an
easy to use API, which allows this process to be auto-
mated.

Since all websites will use a common platform, their
virtual hosts will be very similar with small differences —
different server names, environment variables setting the
correct site, additional configurations unique to a specific
website. For that purpose, a template of a virtual host has
been created, which consists of common configurations
and placeholders, which will be filled in with values, specif-
ic for each website. These specific values will be entered
in JSON (JavaScript Object Notation) files, since this
format is easy to use and understand. Each JSON file
represents one website configuration.

A Bash script can iterate through those JSON files
and call a PHP script, which reads their content and the
virtual host template, fills the placeholders with corre-
sponding values from current JSON file and thus gener-
ates a complete virtual host configuration file. That way in
a few seconds one can generate hundreds of virtual hosts
by executing a simple command (Fig. 2).
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Fig. 2. The architecture with a single web server, hosting multiple domains
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Adding new virtual hosts is a matter of creating a
JSON file with appropriate values and run the Bash script,
which does not require any special system or web admin-
istration skills. A huge benefit is that updates concerning
all websites can be easily done by simply editing the virtu-
al host template and run the script, which will regenerate
all virtual hosts with new configuration.

The offered technology allows improving security,
reducing possibility for errors and unifying the platform for
accessing judicial institutions' services.

This is a stage of the overall construction of state
administration's digital system in compliance with EU re-
quirements.

Their integration removes the existing variety of im-
plementations, which makes citizens' access to a large
number of administrative services easier [23; 24]. Thus
transparency and accessibility is achieved in large por-
tions, which is a step to a reform in that field.

The suggested technology and methodology for
building a web-portal of the judicial system achieves tech-
nological and organizational results, which allows speed-
ing up the planned reform.

The system of automatic addition of virtual hosts
makes easier the development of an integrated web-portal
of the judiciary and web sites of different courts. This re-
sults in reducing the time and significant improvement in
the security and reliability of the system.
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