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CRITICAL ISSUES
OF ECONOMIC SECURITY OF ORGANIZATIONS

N. Moskalenko

According to international research, the 21st century has been recognized as a century
of fraud, because this type of crime is not particularly serious and thus not strictly punishable, but it
is very lucrative, hard to find and prove. The most typical threats to economic security and prob-
lems caused by them have been summarized based on the research into economic crimes
in Ukraine and in the world. The results of the study of economic crimes in Ukraine and in the world
conducted by the international auditing company PricewaterhouseCoopers, the author's in-depth
study of the problems of organization and management of economic security, observations and sur-
veys have been presented. According to the survey, the most typical and traditional types of eco-
nomic crime are considered to be the misappropriation of assets, bribery and corruption, fraud
in procurement and accounting; the level of economic fraud in the world in 2016 reached the level
of economic crime in Ukraine according to the data of 2011 and it is a common threat to companies
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operating in the global market; indicators of economic crimes typical of Ukraine are the misappro-
priation of assets and corruption, increased internal frauds, crimes on the level of senior manage-
ment of organizations, the lack of punishment for economic crimes. The subdivisions performing
the functions of economic security in organizations have been described. According to the re-
search results, recommendations have been given for the construction of systems of economic
security in organizations, the rules which should be followed and the main elements of this kind
of system have been identified and described.

Keywords: economic security, economic crime, fraud, organization, provisions of economic security.
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AKTYANbHI MUTAHHA EKOHOMIYHOI BE3MEKU OPTAHI3ALIN

MockaneHko H. O.

3rigHo 3i ceiTOBUMM gocnigeHHaMU, XX| CToniTTs BU3HAHO CTOMITTAM LaxpancTtea y cdepi
€KOHOMIYHOI 6e3nekn, OCKiNbKM Len BUA 3M0YMHY HE € OCOBNMBO TSHKKMM, TOMY 3a HbOTO CyBOPO
He KapalTb, ane BiH € AyXe nNpubyTKOBMM i MOro BaXXKO BUSBUTM Ta OOBECTW. Y3aranbHEHO
HambinbW TUNOBI 3arpo3n EKOHOMIYHIN 6e3neui Ta npobnemn, OO0 SIKMX BOHU MNPU3BOAATD,
Ha nigcTaBsi gocnigpkeHb eKOHOMIYHUX 3IT0YMHIB B YKpalHi Ta cBiTi. [logaHo pesynbTat SOCHiAKEHb
€KOHOMIYHMX 31I04MHIB B YKpaiHi Ta CBiTi MiXKHapoaHOT ayamMTopcbkol kKomnaHil PricewaterhouseCoopers,
rmMboKOro BMBYEHHSI aBTOPOM Mpobnemn opraHizaudii 1 ynpaBniHHA EKOHOMIYHOW 6e3nekoto,
CNOCTepeXeHb i oNUTyBaHb. AK MokasaB ornsg, Hanmbinbw TMNOBUMM Ta TpaguuinHUMKM BuUOaMu
€KOHOMIYHMX 3IT0YMHIB YBaXKaloTb NPUBNACHEHHSA aKTUBIB, XabapHULTBO 1N KOPYMLUil0, LAaxXpancTeo
y cdepi 3akyniBenb Ta Oyxrantepcbkoro o6niKy; piBeHb EKOHOMIYHOrO LWaxpancTBa Y CBITI
3a aaHumn 2016 poky Jocsar 3HayeHb eKOHOMIYHOT 3rTOMMHHOCTI B YKpaiHi 3a gaHumun 2011 poky
i € CMINbHOK 3arpo30t0 4N KOMMaHIN, WO NpauiolTb HAa CBITOBOMY PUHKY; NMOKa3HUKU €KOHOMIYHMX
3M104MHIB, XapaKkTepHi ona YKpaiHu, — Lie He3akoHHE NPUBMACHEHHS aKTUBIB i KOPYNUis, 3pOCTaHHSA
KifTbKOCTi BHYTPILLHIX LWaXpancbKnx onepadin, 3noYnHM Ha piBHI BULLOro KepiBHULUTBA opraHisauin,
BiACYTHICTb CMCTEMW MNOKapaHHA 3a €KOHOMIYHi 3rouMHW. HaBegeHo nigpo3ginu, siki BUKOHYHOTb
yHKUIT 3abe3nevyeHHss eKOHOMIYHOT 6e3nekn B opraHisauiax. 3a pesynbTatamy [OCHIAKEHb
po3pobneHo pekomeHaauii wono nobynoBm cucTemM eKOHOMIYHOT 6e3nekn B opraHizauiax, Buai-
NEeHO 1 OMNMCaHo NONOXEHHSA, AKX BapTO AOTPUMYBATUCH, OCHOBHI €fTEMEHTU Takoi CUCTEMM.

Krnrouosi criosa: ekoHOMIMHA 6e3neka, eKOHOMIYHI 3MOYMHKM, LLIAxXpPancTBO, opradisauid, no-
NOXXeHHSA eKOHOMIYHOT be3nekn.
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AKTYAJIbHbIE BOMPOCHI
9KOHOMUWYECKOWU BE3OMNACHOCTU OPrAHU3ALUA

MockaneHko H. A.

CornacHo mMupoBbIM uccnegoBaHuaM, XXI Bek Npu3HaH BEKOM MOLLEHHWYecTBa B cdepe
9KOHOMMYECKOM 6Ge30MacHOCTU, TakK Kak 3TOT BMA MPECTYNNeHUs He SABnseTcs 0CoB0 TSKKUM,
NMO3TOMY CTPOro He HaKa3bIBAETCS, HO SBMAETCS O4eHb NPUOLINbHBIM U TPYAHO OBHapyX1MBaemMbIM
n gokasyembiM. O600LLeHbI Hanbonee TUNUYHbIE YrPo3bl AKOHOMMYECKON 6e30nacHOCTM U NPobnemsbl,
K KOTOpPbIM OHM TMPUBOAST, Ha OCHOBAaHUW WCCNEAOBaHUN 3KOHOMUYECKUX MNPeCTynneHunmn
B YkpauHe n mupe. NpeactaBneHbl pesynbTaTbl MCCNegoBaHUM 3KOHOMUYECKUX MpecTynneHumn
B YKpavHe n Mvpe mexayHapoaHon ayantopckon komnaHum PricewaterhouseCoopers, rnybokoro
n3yyeHns aBTOpPOM nMpobriem opraHusaumMm W ynpaBneHWs 3KOHOMMYECKOW 6e30nacHOCTbIO,
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HabnogeHnn n onpocoB. Kak nokasan 063op, Haubonee TUNNYHLIMA N TPAOULMOHHLIMU BuAaMU
9KOHOMMYECKMX MPECTYMNNEHNN CYNTAKOTCS NPUCBOEHUE aKTUBOB, B3ATOYHMYECTBO U KOpPPYNuus,
MOLLEHHNYECTBO B cdepe 3aKyrnok u ByxranTepckoro yyeTa; YpOBEHb SKOHOMWUYECKOrO MOLLEH-
HMYecTBa B MMpe No AaHHbIM Ha 2016 rog 4OCTUr 3HaYEHMIN SKOHOMMYECKOWN NPECTYNHOCTY B YKpanHe
no gaHHbim 2011 roga, n sBnsietca obwen yrpo3on Ans KOMnaHui, paboTalowmx Ha MUPOBOM
pbIHKE; MoKasaTenu 3KOHOMWYECKUX NPECTYNNEHNIA, XapaKTepHble Ansl YKpauHbl, — 3TO HE3aKOHHOEe
NPUCBOEHNE aKTMBOB W KOPPYMNUUHA, POCT KOMMYECTBA BHYTPEHHUX MOLLEHHMYECKMX OnepaLumn,
NpecTynneHnsa Ha YpPOBHE BbICLLIEro PyKOBOACTBOM OpraHu3auun, OTCYyTCTBME CUCTEMbI HakasaHus
3a 9KOHOMUYEecKkMe npectynnexus. MNprueeaeHbl nogpasgenenns, BoinonHsawwme dyHkumm obecne-
YEeHUs 3KOHOMMYEeckon GesonacHOCTU B opraHu3dauusx. 1o pesynbratam mccnegoBaHU OaHbl
pekomMeHaaunm no NOCTPOEHMIO CUCTEM 3KOHOMMYECKOW 0©e30MacHOCTU B OpraHvM3auusix, Bbiae-
NeHbI N ON1caHbl NONOXEHUSs!, KOTOPbIX CTOUT NPUAEPKUBATLCS, OCHOBHbLIE 3NEMEHTbLI TAKOW CUCTEMBI.

Knrouesbie criosa: akoHOMMYeckas 6e30MacHOCTb, 3KOHOMUYECKME npecrtynjieHna, MoLleH-
HU4YeCTBO, OpraHn3auund, norioXXKeHun4 3KOHOMMUYecKom 6e3onacHOCTW.
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Security management, in particular, corporate, economic
security, is a topic which, on the one hand, attracts attention
and arouses the interest of specialists, professionals in this
field and related ones and students who want to take their
place in interesting and economically attractive areas. On the
other hand, it is a mixed assessment of auditors and leaders
of provision of adequate services in the organizations and the
content of their work. Despite the fact that in the practice of
companies covering the international market with a large base
of products and customers service departments of corporate
and economic security have been operating since the end of
the Cold war, today they are independent units within the organ-
ization's structure, including a large staff of security managers,
specialists and analysts on economic security, business intel-
ligence, compliance, internal auditors, etc.

Departments and services of economic or corporate
security, adherence to corporate standards in the sphere
of security are an objective requirement for companies aimed
at a long-term development and working in a constantly changing
business environment, full of fears, threats and global challenges.

The complexity of this type of activity is explained by
the need to look ahead to the trends in social, technological,
business, global competition, criminal justice system, crime
and other associated changes, the reliance on the growing
and rapidly changing information-driven environment.

Among the most significant factors at the global level
that contribute to the development of security systems world-
wide, training and development of a wide range of economic
security the following ones are worth mentioning:

1. The changing world order, in which competition
in the global market is determined by the desire for competi-
tive advantages over competitors worldwide;

2. High level of activity of hackers, terrorism, spies in
the world.

3. The development of espionage, its expansion and
change from the theft of national secrets to greater attention
to the theft of corporate information and the use of the Inter-
net to conduct network espionage with the help of techno-
spies or network agents.

4. E-Commerce or e-business as a growing and pro-
gressive part of corporate business.

5. The pressure of a military superpower or regional
alliances like the NATO, the European Union, geographical
spread of Islamist fundamentalism; conflicts with the former
Soviet Union countries.

6. Increased difficulties associated with old and new
threats using new and old techniques.

7. The transition from manual labor to the power of
brain in modern states.

But the greatest danger for modern organizations
is economic crime, as an integral indicator of the influence
of all these factors.

According to international research, the 21st century
has been recognized as the century of fraud, because this
type of crime is not particularly serious (not a murder or a rob-
bery), and thus not strictly punishable, but it is very lucrative
and hard to find and prove [1].

According to the estimates of the international auditing
company PricewaterhouseCoopers (PWC) [2], 36 % of organ-
izations (more than one third) are victims of economic crimes;
cybercrimes take the 2nd place among all the registered
economic crimes (32 %); about half of the surveyed organiza-
tions believe that the local law enforcement lack resources to
investigate economic crimes, leave the responsibility for com-
bating economic crime to organizations.

An overview of the dynamics of economic crime
in Ukraine was firstly conducted and presented in 2009 [3],
then in 2011 [4]. The survey confirms the negative impact of
the economic crisis on the level of economic crime. Succes-
sive political and economic crises in Ukraine impede further
research and getting actual data on economic crime and its
factors in the country. However, the results of the Ukrainian
survey coincide with the conclusions of the world report and
confirm the rising risk of economic crime. Therefore, the detec-
tion of illegal actions and prevention of economic fraud is critic-
ally important to Ukrainian business in the economic crisis.

In this regard, with the growing threat of economic
crime, the functional load on the departments and services
dealing with economic security and corporate security service
is increasing.

The basic idea and purpose of this article is to sum-
marize the most typical threats to economic security in the
world and in Ukraine, to delineate the range of functional
objectives and requirements for the construction of the eco-
nomic security system in the organization, to identify the key
levels and responsible entities.

The most typical and traditional types of economic crime
are considered to be the misappropriation of assets, bribery
and corruption, fraud in procurement and accounting. Fig. 1
presents the estimates of typical types of fraud according to PWC.
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Fig. 1. Types of economic crime experienced, % of respondents who experienced economic crime [2]

Misappropriation of assets is historically considered to
be the easiest fraud to detect as it is very easy to identify and
predict. The main methods used are the tightening of organ-
izational controls and analytical procedures of internal audit.

The greatest threat today is cybercrime that takes the
2nd place for several reasons: increasing prevalence of this
type of fraud, difficulty in identifying threats, and lack of pre-
ventive measures.

Fig. 2 shows how the profile of economic crime has
changed in the world from 2011 to 2016. It should be noted
that the general declining trend is observed in the cases of

asset misappropriation and accounting fraud, the rate of decline
of these indicators is approximately equal, which indicates
their common nature of threats and causes. Corruption and
bribery exhibit unstable dynamics. Cybercrime is growing
rapidly. Moreover experts explain the growth of this type of
fraud on the background of the reduction of cases of fraud
with assets and in accounting by new technologies and
transformation of these threats. For example, there are financial
crimes committed by organized groups of individuals who are
well funded and engaged in theft of funds and other assets
with the help of modern technologies.
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Fig. 2. The most popular types of economic crime reported from 2011 to 2016 [2; 5]



EKOHOMIKa mignpmremMcTBa Ta yrpas/iiHHA BUPODHVIL TBOM

A parallel drawn between the estimates of economic
crimes in the world and Ukraine, based on the results of the
recent studies makes it possible to present the following
results (Table 1).

Table 1

Comparison of general indicators of economic crimes
in Ukraine and in the world (based on [2; 4])

Economic crime in Ukraine
(according to 2011, last survey)

Economic crime in the world
(according to 2016)

The share of organizations
that fell victims to economic crimes

36 % | 36%

The share of organizations which do not assess risk

15 | 13

The most common types of economic crime:
asset misappropriation

64 % | 73 %

bribery & corruption

24 % | 60 %

The extent of economic cybercrime (in rank order)

second | fifth

It can be noted that the overall level of economic fraud
in the world has reached the estimates of economic crime
in Ukraine according to the data of 2011, which is a common
threat to companies operating in the global market. The indi-
cators where Ukraine still occupies the leading position are
misappropriation of assets and corruption, these alone, ac-
cording to the data in 2011, exceeding the global indicators
of 2016 more than twice. Ukraine continues to be character-
ized by the increase of the number of internal frauds, crimes
on the level of senior management of organizations, the lack
of punishment for economic crimes.

The greatest number of economic crimes today, both
worldwide and in Ukraine are those perpetrated in the finan-
cial and public sectors, transportation and logistics, retail
and consumer products, communications, aerospace and de-
fense, insurance, energy, utilities and the mining industry.

Thus, the level of economic crime is very high and
becomes the most dangerous economic threat to organiza-
tions in mature and emerging markets. The methods of eco-
nomic security of organizations are inadequate, and in some
cases they do not work. Therefore it is necessary to look for
new opportunities and take them into account when building
the system of corporate security. Such methods need to be
proactive and able to confront economic crimes.

Functions that ensure economic security, for example,
in big companies are distributed between the following de-
partments:

internal audit and internal control,

risk management,

security,

control and revision,

compliance,
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information security services,

corporate interaction,

legal,

services, controlling execution of the instructions
of the supreme body of governance, the Business Ethics
Commission, etc.

The maximum number of structural subdivisions
and specialists of the organization (planning and economic
service, accounting, personnel management, etc.) may be in-
volved in providing economic security. Adherence to the avail-
able principles and provisions of economic security are very
important. These are:

1. The existence of the concept of economic security
of an organization as a document approved by the highest
organizational level authority and shared by the staff at all
levels of the organization. In practice, not all even big com-
panies and businesses share the need for this kind of docu-
ment, often replacing it with another equally important Regu-
lations and Codes. However, this kind of document should
provide a clear definition of threats to the activities of the
organization taking into account product specification, the
industry sector, particularities of business environment
and macro environment.

2. The agreement of this conception with the provisions
and instructions of the functional units responsible for eco-
nomic security, the consolidation of provisions in the func-
tional objectives of these units.

3. The existence of organized patterns of economic
security, a clear separation of functions. In practice, different
approaches are applied to the construction of corporate secur-
ity services, as an independent body, separating powers pa-
rallelly with internal control and audit service risk manage-
ment, compliance, etc., or as a structure that combines the
listed departments in a single chain. This is determined by
a number of features, such as: the legal form and the size of
the organization, interest of owners, strategic plans, organiza-
tion's experience in international markets, vulnerability to en-
vironmental factors.

4. Organizational subordination and responsibility of
economic security services, level of privacy and independ-
ence. Also in practice there are different approaches: subor-
dination to the General Director or to the Board of Directors.
Incorrect selection of the approach to the construction of the
economic security system can lead to organizational errors
that create additional challenges and threats, such as abuse
of power by individual officials, offences, leak of confidential
information, pressure from management, loss of control, weak
control, etc.

5. The introduction of standards for financial and eco-
nomic security and adherence to them. This issue has been
fairly discussed in [6], and presented in Table 2.

6. The tactical and strategic plans available to ensure
financial and economic security and the choice of appropriate
methods. In practice Ukrainian organizations, as a rule, don't
pay enough attention to planning security units' work, focusing
on operational and tactical measures of protection. However,
considering the financial and economic security as a function
which enables and supports the efficient flow of business
processes of an organization, as well as the financial burden
on the costs of the organization that are associated with the
functions of economic security, these services need to be
proactive and comply with the strategic development
objectives and efficiency, and therefore be a part of organiza-
tion's strategy.
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Table 2

Standards that can be used to provide organization's economic security

Type of standard

Names and developers

Content

Business Continuity
Management (BCM)

BCI (Business Continuity Institute);
DRI (Disaster Recovery Institute)
and SANS (SysAdmin, Audit, Network, Security Institute);
Standards and Certificates
of the British Standard Institute (BSI);
Directions of the Australian National
Audit Organization (ANAO)

Analysis of business processes;

risks analysis;

non-stop business strategy development;
organizational and technical support

Quality management
standards

Standard ISO-9000
(International Organization for Standardization)

Managers' responsibility;

resource management;

sales;

measurement, analysis and improvement

Project management
standards

Standard 1SO-21500
(International Organization for Standardization);
PMBoK (Project Management Body of Knowledge) —
the International Nonprofit Project Management Institute

Application of methods, tools, techniques
and competencies to the project;
project management groups

Industry management
standards (production
management)

Standards MRP/ERP
(Material Requirements Planning/Enterprise
Resources Planning);
APICS (American Production and Inventory Control Society)

Material requirements planning;
production resources planning;
enterprise's resources planning

Risk-management
standards

Standard ISO 31000
(International Organization for Standardization)

The growth of brand and image value;
company's costs management, its effi-
ciency improvement, etc.

Standards of supplier
evaluation

Initiative AIM PROGRESS

Checking suppliers;
setting communications system for effect-
ive cooperation with them

Supply chain security

Standard 1SO 28000
(International Organization for Standardization)

Financing, manufacturing, information
management, packaging, storage and
control of goods movement by different
types of vehicles

GRI

(Global Reporting Initiative)

Narrative reporting on the voluntary
use of reports on economic and environ-
mental areas of enterprise's activities, prod-
ucts and services

Stakeholder
management standards

Standard AA 1000 SES
(Stakeholder Engagement Standard) —
the Institute of Social and Ethical Reporting

Recommended regulatory framework
for the public use when planning, imple-
menting, evaluating, informing and non-fi-
nancial checking of stakeholder interaction
quality

Standard I1SO-26000 "Guide on Social Responsibility"
(International Organization for Standardization)

Guidelines on the principles, main topics
and problems that underlie social respon-
sibility, ways of integrating socially respon-
sible behavior in strategies, practices and
processes of a company

The awareness of both the authorities and the staff
about the internal environment of the organization, plays an
important role in ensuring economic security. One out of five
respondents did not know about the existence of formal ethics
and complains programs; most are mistaken about who owns
it, who is accountable. Almost half of serious incidents of eco-
nomic crime are committed within the organization. The main
causes are the morale of the employees (44 %) and reputa-
tional damage (32 %) [2]. So today there is an objective
necessity for organizations to perform security controls

embedded in the organizational culture and described in the
Code of Ethics "People and Culture: Your First Line of De-
fense" — as determined by PWC.

Primarily, this is due to the nature of all economic
crimes, all crimes and fraud are committed by people and
explained by their values, interests, and motives. The authors
of the book on corporate security noted that if someone is not
motivated to commit a violation of rules or law in relation to
corporate assets, then they won't do it, even if there are all
the opportunities and conditions for this [7].
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Any organization consists of people and it is their
culture, shared values, and morale that create a strong orga-
nization and form the protection system. In terms of impact on
economic crimes, according to PWC, the highest degree is
the morale of the staff, then reputation (power brand), busi-
ness relations, relations with the regulator, the prices [2]. In all
cases, the organization is perceived as a business both inside
and outside. This highlights the key role of values in suc-
cessful business strategy.

The gap between internal and external fraud has erased.
One out of five respondents does not assess the risk of fraud.

In Ukraine, in contrast to the findings of the global
survey, the majority of managers believe that external fraud is
the main threat to the organization while the world practice
considers internal threats as the main source of risks.

The main sources of external fraud are:

customers,

agents and brokers,

suppliers.

There is some dissonance of threat causes and se-
curity factors. So, on the one hand the development of the
Internet, information technology and software allows the use
of existing databases for financial monitoring and performing
business intelligence without the distraction of additional
resources and in a short period of time. However, the devel-
opment of e-commerce and the emergence of new forms of
business organization (using the Internet), lead to new threats
and challenges in the assessment of the supplier — a foreign
company, its reputation, business history, financial status, etc.

From the point of view of internal risks, the main source
of threats to Ukrainian organizations is the actions of members of
middle-level management. Internal risks are divided according
to the level of organization management (Fig. 3).

Shareholders are the most motivated peoples in ensuring
economic security. The main threats to the owners of the organ-
ization can be:

the transfer of ownership to third parties, a hostile
takeover;

disadvantage for the owner selling;

the transfer of ownership to the top management of
the organization;

the loss of control over the business, control trans-
ferred to third parties;

liquidation of the organization;

the functioning of the organization against the inter-
ests of the owners.

The level of owners

X

The top management level

Organization \ T <

The level of building
the business processes

<

The level of accounting,
control and analysis activities
J

A\

\

Fig. 3. The levels of economic activities of the organization
corresponding to the levels of economic security
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The most common ways of transfer of ownership to
the organization management are as follows:

significant material benefits through the organization
and as a result a ransom from the owners of the organization;

negative assessment of the economic and financial
condition of the organization in the eyes of the owner, as a re-
sult, the reduction of the owner's interest to the ownership of
the organization, and accordingly, the reduction of the orga-
nization price in sale;

the use of third-party entities to control accounts pay-
able or using the mechanism of bankruptcy.

In some cases, the group of managers do not risk to
change the folded-up position, and the company exists in the
ownership of one person, but actually being controlled and
bringing a portion of income to other people. Third parties
may be usually interested in the business of the organization,
in the following cases:

organization partners (suppliers or buyers) who wish
vertical integration;

contractors of competitors who also want vertical inte-
gration, but find the organization to be more suitable for
takeover for some reasons, rather than rival;

rivals of the organization, willing to take a stronger
position in the market by expanding the niches;

professional speculators' organizations;

other third-party organizations.

More than half of all economic crimes in Ukraine have
been identified through the risk management procedures,
formal channels of information about fraud or internal security
service, compared with the global overview, where this figure
is twice as low. And a quarter of cases of fraud in Ukraine
were discovered by accident.

The proportion of fraud detection in Ukraine with the
help of internal audit is not significant, confirming the early
stage of the development of this function in Ukraine, low
analytical support and underdeveloped financial systems and
economic security of organizations. Meanwhile worldwide
internal audit is considered a guarantee of economic security.
More than three quarters (76 %) of respondents said that they
rely on their internal audit subdivision for assessment of the
effectiveness of their compliance programs.

Cyber threats are growing, the majority of reported
economic crime affect 32 % of organizations in the world [2].
Organizations show their unwillingness to confront cybercrime.
Most companies realize that they risk to face cyber threats,
but only 37 % of organizations have a plan of cyber response
to such incidents. However, only half of the Board of Directors
are involved in the organization's cyber-readiness and ask for
this information. Therefore, experts argue that a cyber-res-
ponse plan to the threat is required.

A significant role in economic crimes is played by the
financial system and work of regulatory bodies. Thus, inter-
national experts speak about an ongoing fight against money
laundering [2]. According to the estimates, one out of five
banks experienced the enforcement action from the regulator.
Hence, the disability to fight against illegal business practices
that may result in personal liability. More than a quarter of
financial companies do not assess risk across their global
system, experiencing major technical problems. The lack of
experienced employees is a serious problem. Therefore, it is
important how the organization controls the internal processes
and interacts with external entities and regulatory agencies.
The value of compliance and lack of compliance continue to grow.

To sum up, the threats to economic security of organ-
izations expand and become more complex. The number
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of departments in the organization performing functions of
prevention and detection of economic crimes increase. However,
according to the international auditing company, the traditional
methods and control procedures are ineffective in fraud
detection, therefore, special measures and procedures are
required. In different organizations these functions are performed
by internal auditors, security services and several other units.
Obviously, the organization and management of economic
security should study the effectiveness of these services, and
if is necessary, they should be reorganized with clear specifi-
cation and coordination of their functions. Therefore, further
researches on economic security issues and solutions should
be aimed at: the improvement of the economic security system
of the organization and cooperation of its elements, the devel-
opment of analytical tools for economic crime prevention in
organizations, control procedures, formation of strategic and tactic-
al plans to ensure economic security, especially a cyber plan.
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