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Annomayus. Pabumue xpunmosoeuu 6 spy Bvicokux mexnosoeutl mecro cbasano ¢ gpopmupoBaniem HoBvix
100x0008 u Memo0oa02uil, 10360AAI0UUX OYEHUMDb CINOIKOCTb UCHOAbSYEMBIX DAOUHBIX CUMMEMPUUHBIX WUppPos
(BCII) x ocHoBHbiM Budam amak AuHeriH020 U OugpghepeHyUaALbHO20 KPUNTOAHAAU3A, YuumuiBas ocHOBHble
mpeboBanus no Ovicmpodeicmbuio  kpunmonpeobpazoBanuii U SHepeemuyeckue 3AMpanisvi HA  Peasu3ayUio.
IIpedaoxentas 6 2010 200y HoBas 10e0s02Us OYEHKU CIIOUKOCTHU BAOUHBIX CUMMEMPUUHLIX WUPpod Kk amaxam
Oudpgpepenyuarvroeo u Aunetinoeo anasusa yuenvimu ragpeopst BUT XHYPD nod pyxobodcmbBom npogpeccopa
Topbenxo M.II. opuenmupoBana Ha ucnoavsobamue oxudaemMvix nokasameneil crmoixocmu 004bwux uwiugpob Ha
ocHOBe aHaAu3a noxasamedeil YMeHvUIEHHbIX UX Bepcutl, ¢ 00HOU CHIOPOHbL, U pasbumyio Ha OcHOBe UsyHeHUus
cboticmb u nokasameaeil CAYHAUHBIX NOOCHMAHOBOK U YMEHbULEHHBIX Moledell wugpos, paccmampubaemvix Kax
noocmanobounsie npeobpasobanus, ¢ Opyeotl CIOpoHsL, KoHyenyuy onpedeserus nokasamesei cmouxocmu HCII «
amaxam OugppepeHyuaIbHo20 U AUHeH020 Kpunmoanaiusa. JIis npeodosenus mpyoHocmell aHaiusa NOAHOMAC-
wmabHblx Mmodesel (aseopummob) uiugppobanusn npedsaeaemcs paspabamvibams 1 ucciedobams nokasament
YMeHbUeHHbIX MoOedel npomomunob (ucnoassyiomea 16-mu dumobvie Munu-Bepcut), 0451 KOMOPbHIX UMEOUUXCA
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Boruucaumensuvix  Bosmoxnocmett  docmamouno. Oduaxo Bonpoc ucnosvsobanus munu-fepcuil 045 OUeHKU
KpUNMOCMOUKOCHY  NOAHBIX WihpoB noddepxubaemca we 6Bcemu yuenvimu. B amoi cmamve npubodsmcs
pesyavmamsl uccaedobanuii aseopummob Rijndael, Jlabupunm, Kasuna, Myxomop, ADE na ocrobe 16-mu u 32-x
oumnvix munu-Bepcuil. Iloxasano, umo 044 coxpamenus Bcex cboticmB npomomunof 6 ynpoujeHHsIX MOOEAAX
HeodX00uMbIM Ycaobuem ux adexBammnocmu abasemcs ucnoavsobanue mini-S-box ¢ OCHOBHBIMU NoOKA3AMEAAMU
appexmubrocmu HeaunenHvix Y3408 3amen (cOarancupobannocs, HeAuHenHOCb, aBmoKkoppessyus) Ha ypobue
0aHHbLX NoKA3AMeAeil NOAHOMACUMADHBIX Wugpob. [IAs oyenKu Ucnoab308anua YMeHbULeHHbIX MoOesell Ha ocHobe
npeoaoxeHHol Memodosoeut 8 cmamve npubodamcsa pesysvmams, uccie0oBanuii Ha ocHobe munu-Bepcutt (16-mu
oum u 32-x bum) aseopummob Rijndael, witigppoB Jlabupunm, Kaauna, Myxomop, ADE, ucnoavsyemsix 6 xauecm6e
IKCNEPUMEHNAAbHO20 100mBepioenus npaBuAHOCHIY  1PeOJ0KeHHOU  Memo00A0eUl U  KOHUENUUU OyeHKlU,

AHAAUSUPYIOMCS 0CHOBHble nokasameiu S-0.40k06 Munu-Bepcuil.

KaroueBoie croBa: b10uno-cummenmpuunsle uinugpol, ymervuenuvie mooeau bCII, kpunmocmotixocip.

BBegenne

PaspuTiie KpWITOJIOIMM TeCHO CBsI3aHO C
COBepIIIeHCTBOBaHVEM MeTOHOJIOTY OIeHKM OJI09YHBIX
¢ poB, MOIYIMBIINX IMUPOKOE paclpocTpaHeHVe B
IpoTOKOJIaX obecriedeHnst Oe3omacHOCTM OGaHKOBCKOV
vHOpPMaIMMT W APYIMX KOMMYHMKAIIMOHHBIX CHC-
TeMaX, WM CeTsx Oraromapsi BBICOKOV IIPOM3BOJV-
TeJTBHOCTV M HU3KOW CIIOKHOCTM pearmsanym. Kpome
obecrieueHst KOHMUIEHIVAIBHOCTY (3AIIUTHL JaHHBIX
IpM Iepefade OT IIACCVMBHBIX aTak), CYMMETPWUYHBIE
aJITOPUTMBI VICTIONTB3YIOTCS IIsT OOecTIeueH s IIeJIOCTHO-
CTM Ha OCHOBe KOJIOB ayTeHTWYHOCTM COOOIIeHMI
(MAC-xomoB) m xX3mI-dyHKIWY, KaK KOMITOHEHTEI
UTeKTPOHHOV  IMQPOBOM  TOANWCH,  TeHepaluu
IICEBIIOCITyYalHBIX II0C/Ie-IOBaTeIbHOCTENl B COCTaBe
IIPOTOKOJIOB TTOATBEPKIEHNS TIOTTMHHOCTY 7 T.IT.

IpenyioxeHHast 1 passuBaeMas B paboTax [1-15]
HOBasl METOHOJIOTMS OIEHKM CTOVKOCTM  OJTOYHO-
CUMMeTPUYHBIX IMQPoB K aTakaM auddepeH-
LMaJIbHOTO ¥ JIVIHEVIHOTO KPWUIITOAHaJIM3a CTPOUTCS Ha
yCTaHOBJIEHHOM (paKTe, UTO BCe COBpeMeHHbIe OII0UHBIe
mmmdpel  1OcjIe  HEeCKOJIBKMX — HadaJlbHBIX  IIMKJIOB
mmdpoBaHWs NPUOOpeTaloT CBOVICTBA  CJTyYamHBIX
TIOJICTAaHOBOK COOTBETCTBYIOIIEV CTeTleH ! [5, 7].

OcHoBOVI ~ pa3sBMBaeMOro IIOfIXOIa  SIBJISIETCS
TIOJIOKEeHMe, B COOTBETCTBUM C KOTOPBIM OOJIbBIIE
IIMdPbl  IOBTOPSIOT CBOVICTBA CBOVIX YMEHBIIIEHHBIX
Momertert. B pabGorax [3-10] ObUlo IIOKasaHO, dYTO
GospIiie Bepcuy MM@POB IIPU VCTIONB30BAHUN UX B
pexnme mmdpoBaHMs YKOpoueHHbIX (16-OuTHBIX 1 32-
OUTHBIX) OJIOKOB  ITaHHBIX  IIOBTOPSIOT  3aKOHBI
pacmpenernieHns BeposTHOCTel nepexonos XOR Tabry
M TabmuIl CMeIeHWUI JIMHEVHBIX aIlIpOKCHUMaIINLL,
CBOVICTBEHHBIE COOTBETCTBYIOIIMM 3aKOHaM pacIIpe-
JeJIeHMST BEPOSITHOCTEV CBOVMX YMEHBIIIEHHBIX BEpPCUIL.
ITocimegame, B CBOIO oOdYepenp, IIOCIIe HECKOJIBKVIX
Ha4aJIbHBIX IMKIIOB IIMPOBaHNS IIPUXOIAT K 3aKOHAM
pacripesiersieHs BeposTHoOcTev Ilepexoros XOR Tabmm
M CMelleHui TaliImiL aIpoKCUMAIUM  CJTyYaHbIX
MOJICTaHOBOK [5, 7].

Ananus CyImeCTBYIOIMMX Mcciea0BaHU

15t IpoBerieHMsl MCCIIe0OBaHUI VICTIOIb30BaHMs
MyEM-Bepenyt BCII (yMeHBITIeHHBIX MOJIesier:) K OIleHKe
CTOVIKOCTV IIOJIHBIX mmdpos BOCTIOJIB3yeMCsT
METOAMKOWM WCCIIeI0BaHN, MPEeIIOKeHHON B pa60Tax
Homrosa B.WM. u  Jlucumuxom WL.B. [2, 3, 5-7],
TIO3BOJISIONIEN  MICTIONIb30BaTh OoOJbIION mmdp Kak
Manbll I ImdpoBaHMA OJIOKOB  YMEHBIIIEHHOV

IUTMHBL  (3ammmdpoBaHHbIe OJIOKM — JaHHBIX  TOXe
yceKaloTcs IO HeoOXOmMMOro pasmepa), HpU 3TOM
COXPaHSIOTCS Bee IIpeoOpasoBaHVs Y BHyTPEHHVE CBSA3U
Gompmioro mmdpa. Kpome storo, mosiBirsercss BO3MOX-
HOCTb IPVMMEHWTh BeCcb HapabOTaHHBI —armapar
V3ydeHMs IIOKasaTeslell CIy4aliHOCTM MaJIbIX BEPCUVA
1 poB IS OTIpeferieH s TToKas3aTelIel CITyJalfHOCTI
Gonbrmix mmdpos [2, 5, 7]. g HonTBepKIeHMs
IIPaBOMEPHOCTV  VCIIOJIb30BAHMS HOBOWI  VIEOJIOTMV
onenky crovikoctr BCII, kak IpaBwIo, MCIIOJIB3yIOTCS
MMHWU-BepcuM  OOJbIIMX — IMMPOB B pexume
mmdpoBaHUs yKOpodeHHBIX (16-TM OWUTHEIX) 07TOKOB
ITaHHBIX, pe3yJIbTaThl CCIIEOBAHNMIT IIPENICTaBIeHbl B
paborax [3-15].

IMomoGHbIe VICCTIEOBAHIS MVHV-BEPCU
pOBOOWINCh ¥ 3apyOexHbiMM aBrOpamm. Tak, B
paborax F.-X. Standaert ¢ xowreramm [16-17]
VICCJIENOBAJIACh PasHUIIA MEXIy TEeOPeTMIeCKO WU
IIPaKTUYECKOV  CTOVMKOCTBIO LHT/ICl)pOB, BBEII€HHO
JI. Kayncenom [18], mpudem Oblla IonmTBepXieHa ee
CyIlleCTBEHHAsl 3aBUCMMOCTb OT pasMepa Osioka.
IlpoBepka THMITOTE3BI 3KBUBAJIEHTHOCTM KJIIOYE Ha
MuHN-Bepeusix  AES mokasasia, 4ro ee HeoOXomyMo
IIPOBOINTH Ha HOJHOPa3MepPHBIX KIIF0YaX, Il KOTOPBIX
maHHP mmdp M OBUI  CIIPOEKTMpOBaH. BeiBof,
KOTOPBIVI MOXHO CJIeJIaTh M3 aHaJIn3a YKa3aHHbIX padorT,
3aK/II0YAeTCSl B TOM, YTO HYXXHO C OCTOPOXKHOCTBIO
PacIIpoCTpaHsTh Ha IOJIHOPa3MepHble Bepcum mndpos
BBIBOJIbI, ClI@JIaHHBIE HAa OCHOBE 3KCIIEPUIMEHTOB C VIX
MVIHU-BEPCVISIMIAL.

Ieavto craTbu SIBJISETCS MCCIIEIOBaHWME MIIH-
Bepcuyi (16-tm Our m 32-x Out) anropurmos Rijndael,
umdpos Jlabupunt, Kammma, Myxomop, ADE. [Ina
9KCIIEPVIMEHTAIBHOTO IIOATBEPK/IEHMS [IPaBVIIBHOCTI
TIPEeUIOKEHHOVI MEeTOMOJIOTUM ¥ KOHIIEIIINY OILIeHKW
CTOVIKOCTM  HOJIHBIX mdpos, aHaJIVBUPYIOTCS
OCHOBHBI€ TI0Ka3aTeJn S-0JI0KOB MUH-BEPCHIA.

OcHoBHast 9acTh. DKcrepuMeHTaIbHbIe
MccIeOBaHMs WCIOJIB30BaHMA MUMHU-BEPCHUIt  IJIA
OIIeHKM CTOVIKOCTY IOJIHBIX N poB

Anamms myOormkarumt  [1-4] M mpoBeneHHBIE
VICCJIeOBaHMSA MUHV-BepCUY (YHPOIIEHHBIX BEPCHUWA)
paccmarpuBaembix  BCIIl  mis  oueHkM [gokasyemort
Ge30macHOCTVI MOITHOMACINTAOHBIX MOJIeNIert OJIOYHBIX
CMMMETPWYHBIX IMdPoB K aTakaM auddepeH-
OWaJbHOTO W JIMHEVHOTo KpuIToaHaymsa  [5-15]
MHOoKasajl¥, YTO IIpe[ylaraeMblll IIOAXOJ,  Y4YeHBIMU
Kadempsr BT XHYP2 ocHOBBEIBaeTcst Ha METOHOJIOTN
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M3ydYeHrs  CBOVICTB ¥  IIOKasaTeler  CJIyYavHBbIX
TIOJICTAaHOBOK YMEHBIIIEHHBIX MOfIesier Mm@ pos.

Takoe MacmrTabupoBaHMe XOPOIIO [IOIYCKAroOT
0OJIBIIIOE YMCIIO COBPEMEHHBIX aJITOPUTMOB. DTOT (PaKT
IIO3BOJIIeT  PeIlnTbh MHOIME 3aJauyy  aHajausa U
CpaBHEHMS IIO IIOKA3aTeJIsIM CTOVIKOCTM — OOJIBIIMX
Bepcuit MM@pPoB.

CxeMaTMYHO HOBasi METOMOJIOIMs IIpeficTaBieHa
Ha puc. 1.

OcHoBHasI wjesi, 3aJI0KEHHAsT B HOBBIV TTOIXOLT
OLIEHKM CTOVMKOCTM IIOJIHBIX IINQPOB, COCTOUT B TOM,

nmdpyomyx — mpeoOpasoBaHMit  TakXke, KaK U
MaKCHMMYMBI JIMHEVHBIX alIpOKCUMAaIIVOHHBIX Tabmvi
3TUX e IIpeobpa3oBaHWUI 3aBWUCAT TOJBKO OT YMCIA
IVKIIOB IMMdpyromero Ipeobpa3zoBaHMs U pasMepa
OouroBoro Bxoma [1]. Takum oOpasoMm, WIS KaXIOro
OnoyHOoro  cuMMmerpwuHoro Imidpa (M3 uUMOIa
m3BectHbIX BCII) cyImmecTByeT BIOHe oOIpeerleHHOE
YMCIO IVKIIOB, IIOCile KOToporo mmdp mnprobperaer
CBOVICTBA ~ CJIyY9aViHOVI ~ ITOACTaHOBKW. lanbHerimee
HapallyBaHIe Yicila IVKJIOB He BJIMsIeT Ha WUTOTOBBIE
nuddepeHIMaIbHbe 11 JIMHEHBIE CBOVICTBA IIMdpa.

YTO  WTOTOBBle  (acCMMIITOTWYECKWe)  ITOKa3aTesu DTO 3HavyeHWe SBJISIETCS OOHVIM ¥ TeM JXe JUTI BCex
CTOVIKOCTM (MaKCMMyMBI TIONHBIX IuddepeHIIaIos mudpyommx — Ipeodbpa3oBaHUII € OOMHAKOBBIM
tabmmy;  XOR  pasHocTem  IIOC/IeNOBaTeIBHOCTENL OMTOBBIM pa3MepOM BXOfa.

[ OLIEHKA KPUITTOCTOVMKOCTM ATTOPHUTMOB BCITT

N~ N~ SN~

TIrHeTHENT KPIUITTOAH AT

1 3ram.
Haxoxaesie map OTKPEITEIN TEKCT —
KPUNTOTpanMa

2 3Tamn.
[Towck Wwicaa COBIATe T MeK Iy THHETTHEIM
VpaBHEHIEM T CYMMOTI BEIXOIHEIX OUT OB

3 ’Tamn.
TTocTpoeHTE TAOTIITET TITHETIHEIX
ATIIIPOKCTMAITITL S-00Kca

4 3Tamn.
HaxoxmeHme OTITOB KTIO0Ua

5 sTam.
OnpeneneHiie CI0FHOCTH peaTi3aININ aTakiL

it Ik

N~ N~ N

IndpchepeHITaTBHENT KPTTITOAH AT

1 3Tam.
Haxosxmerme map OTKPBITEN TEKCT —
3AIrp POBAHHEIN TEKCT

2 3Tam.
PacueT pasHOCTH MidpdepeHITHATOR BXOTHEIX
¥ BEIXOTHEIX ITOCTIeIOBATETh HOCTEN

3 sTam.
TTocTpoeHe TAOTIIIEL PA3HOCTETT
midpepeHIIIaToB

4 3Tam.
AmMami3 COBIIATEHVIT 11 BEIUNICTIEHTI

5 3Tam.
OnpeneneHiie CTI0FHOCTH PeaTH3AINNIT ATAKIL

A /

S L

MIHI-BePCHN ATTOPHTMOE OIOUHOTO CHMMETPHUHOTO I dpoBaHisa

It 3r

1t =

SOPEKTMBHOCT ITOJIHBIX BEPCHIT ATITOPMTMOB BCIII

Puc. 1. CrpykTypHas cxeMa METOJIOTIOTVVI OI[eHKI CTOVIKOCTVI OJTOUHBIX CIMMETPUYHBIX I poB

Ha ocHOBe aHajm3a MeTOHIOJIOTUM  OIIEHKU
cronkoctr BCII, paccmorpeHHBIX B Ppaborax [1-7]
OIIperie/ieHbl OCHOBHBIE 3TaIlbl JIMHEVHOIO M Aud-
depeHITMAIEHOTO KPUIITOAHAJIV30B, B COOTBETCTBUN C
METOMIVIKOVI OIIeHKM CTOVIKOCTM TIOJIHBIX mmdpos [1, 3,

5, 6] (puc. 2).
s IIpOBEIEeHVI SKCITepVIMEHTaIIBHBIX
ViccTieioBaHMII ~ ObUIM  peaymi3oBaHBI — YMeHBIIIeHHbIe

Moper TIONHBIX 1dpoB Rijndael, wiugppod Jlabupunm,
Kaauna, Myxomop, ADE, y4acTHMKOB BCEYKpaMHCKOIO
KOHKYpca Ha CTaHAaPT CMMMeTpuU4HOro mmdposanyst. Ha
OCHOBe oOIVCaHMsI TOJMHBIX Immdpos [11-13] Obvm
peay3oBaHbl MUHV-BepcuM IIMGPOB C  pas/IMIHBIMU
koappurmenTamu  ymensmmeHvs  (koef). B Tabm 1
npvBeneHa WMHMOPMAIMA O peaM30BaHHBIX MIHW-
BepCUsIX aJITOPWUTMOB, KO3 MVIIMEHT yMeHBIIeHUs, ¥

KOJINYECTBO
aJITopuTMAa.

ITpv mocTpoeHMyI MHI-BEPCHI MCTIONB30BAJIVICH [1Ba
TIOFIXO/@ JIst TIOCTPOeHVEsT MVIHM-S-0710k0B. lepshIit rmopxor
OCHOBaH Ha paborax [lonrosa B.J., Kysneriopa A.A. [8, 11,
13], tme I TOCTpoeHMs yMeHBITIeHHOTo S-0r1oKa
IpeJyIaraeTcsl VICIIOIb30BaTh OT/IeIbHEIE CTPOKM S-box
mmdpa Xevica.

IIpm 3TOM yumMTHIBaeTCs OTHE/IbHBIE YacTHBIE
rokasares S-box. Bropowt moxon ocHoBaH Ha paborax
JIncvrxont VILB. [5, 6, 10, 22, 23], roe mis mocTpoeHMs
yMeHbIIIeHHOTro S-07I0Ka IIpeJjlaraeTcsl VCIIOIb30BaTh
CITy4JaviHyTo BEIOOPKY CTPOKM S-6710Ka mostHoro mmdpa,
KaK TIpaBwio, BblOuMpaercs 1 m/wm 2 crpoka. Ha
OCHOBaHWMVI IIPeJIOKEHHOVI MeToauku [3] Hupke
TIpeficTaBIIeHbl pe3yIIbTaThl CCTIeIOBAHIML.

orrepanumn IS COOTBETCTBYIOIIETO
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DHepreTuyecKye 3aTpaThl Ha IIPOrpaMMHYIO peasIi3ariyio

KPUIITOAJIFOPUTMOB Tabmva 1
ITponorxenne Tabsmrier 1
A Tlomuas | Munn- | Munan- Myxomop | Cymma 232 24 28
TLOPTIMG | o koef=4 264 24 28
koef TIepayist BepCus Bepcus | Bepcus oef= YMHOXeHVe
(16 6uT) | (32 OUT) AES Cymma 232 24 28
JTabupunt, | Cymma 264 24 28 koef=4 YMHOXeHME 232 24 28
koef=8 YMHOXeHME 264 24 28 ADE Cymma 232 24 28
Kammna CymmMma 232 24 28 koef=4 YMHOXeHMe 232 24 28
koef=8 YMHOXeHe 264 24 28
o OCHOBHBIE TAIBI i
JIVHEMHBIV KPUIITOAHAJIN3 OVNDPDPEPEHLIMAJIBHBIVI KPUIITOAHAJIN3
1 sram. Y =f(X):{0,1}" - {0,1}" 13Tam.
Haxox/ienve map e f - cyuarsas yHKI, HaxoxeHne map L X=X Xo oo Xn], Y = [YaYa ... Yo,
OTKPBITHIN TEKCT — :> X* X OTKPBITBIVI TEKCT — md rie X — Bxox, Y — BBIXOJL,
KpUITOTpaMMa e A - Macka. ’ 3aIdpoBaHHbIV TEKCT
2 3Tam. X=[X1, X ..], 2 ram Pasnuia Beoga: AX = X' @ X",
Towex UVICIIA COBTIATIEHMVE e X; IIpesicTaBIIseT i-i OuT Bxoa u Pacqm: pasHocTH j/ e "®" - mobuToBoe «MCKITIoYaoIee
MEeX]Ty JIMHeTHBIM Y=[Yy Y ..], T L — WJIV» n-6uTHOTO BEKTOpA.
ypaBHEHVEM VI CyMMOVI Y; rpeyicTaBisieT j-it GuT BHIXOMIA. P AY =Y'@® Y" — BbIXO[IHas pasHUIA
BBIXOJHBIX OUTOB
T xowemas weom =6 2 2K
3 3Tam. Xy D 2Ky @ azXs @ ageXs 3 3tam. e AXi=Xi{ ®@X{" cXiuX",
HOCTI?OEH'VIE TaGITIIIBL j> e a; € {0,1}, a; - 3HagAIWT OUT. TTocTpoenmne Tabmib j/ npencrasssorye i-i our X' u X"
JIVTHEVHBIX pacmperiesieHNs: pa3HOCTelt AY=[AY, AY; ... AYy],
aIIpoKcmMaruit S-Gokca Jlyisi KOMOVIHALIIV BBIXOHBIX OMTOB: e AY; =Yi® Y, .
b1Y1 @ byeY, @ byeY3 @ byeY,
e by € {0,1}, b; - 3Hauarm GuT. =X ®X =X"®X,
4 sTam. Tlie Iapa BXOIHBIX (VM BBIXOIHBIX)
[K1... Kz, Kp...Kip], A N N i X'
4 3ramn. HaJIU3 COBIAfIeHNU U [ )|3HadeHwI1 IpezcTasseTcs B Busie (X',
j‘> rie K - 3HaueHus [1J181 YaCTUYHOTO _ o
HaxoxzmeHne 61ToB Kiroua BBIUVICIIEHUTL X") mmeeT TO Xe 3HaUeHMe AX, KaK
LI€JIeBOTO TIOJIKITI0Ya " s
mapst (X", X')
1
s N ~— Ny =c/p,
aram. & 5 sram. I7Ie Po XapaKTepVICTVKA BEPOSITHOCTI
OnpezeneHue Clo)XHOCTH j> rre € - cMererve 1/2 BeposSTHOCTH, OmnpenereHme CII0XHOCTI j> jutst R—1 payriios R-payHiosoro
pealn3aLun aTaku N - 9MCII0 M3BECTHBIX OTKPBITBIX arakm mdpa
TEKCTOB, HEOOXOVIMBIX JISI !
¢ — HeBosIbIIIast KOHCTaHTa
arrpoKCcUMarum

Puc. 2. OcHOBHBIE 3Tallbl JIMHEVHOTO 1 [nddepeHITMaIbHOTO KPUIITOaHAJIVI30B

B Tabi1. 2 u Ha puc. 3 IIpefcTaBIIeHbl Pe3ysIbTaThl B tab1. 3 u Ha puc. 4 mpecTaBIeHbl Pe3yJIbTaThl
VICCTIEIOBaHUVI CTOVIKOCTM MUHU-Bepcyii (16-Tm 6uT u VCCIIEOBaHUVI CTOVIKOCTM MUHM-Bepcym (16-Tm 6uT 1
32-x Our) mmdpos K auddepeHINAIBHOMY KPUIITO- 32-x Our) MmmMdpPoB K IJIMHEVHOMY KpPWUIITOAHAJIVI3y
aHaM3y (KOJIMYIECTBO TeMeHTapHBIX OITepaliuiL). (KoJIVIecTBO 37IeMeHTapHBIX OTIePalliiL).

PesybTaTe! vicc/IeIOBaHNVI CTOVKOCTVI MMHM-Bepcuit (16-Tv 6mt m 32-x 6umT) mmdpos K amddepeHIaTsHOMY
KPUIITOAHAIN3Y (KOJIMUECTBO 3JIeMEeHTapHbIX OIlePaLIVIVL) TaGrnva 2
16-Tv1 GuTHAS MVHM- 16-Tv1 GvTHAS MVHM- 32-Tv1 OWTHAS MVHN- 32-T11 OMTHAS MUHU-
J— Bepcus (Teop) Bepcys (IIpaKT) Bepcus (Teop) Bepcys (HIpaKT)
P S-box Random S-box Random S-box Random S-box Random
Xerica S-box Xerica S-box Xerica S-box Xerica S-box
TTaGupuaT 240 229 238 229 243 235 242 234
Karmaa 233 223 230 222 237 230 237 229
Myxomop 228 222 227 221 233 230 233 230
AFES 244 232 243 230 248 237 D48 236
ADE 237 225 236 224 243 230 243 229
n N T IR o v TR 5 & Lt
Croifikocts K JuddepeHINIATBHOMY RPHIITOAHATIZY
0
30
40

6
S
13||I|||I| il [T

S-box Xeiica 3menmennii S-box Xefica 3menmenmii S-box Xeiica 3menmennii S-box Xeiica 3meHImIeHmi
S-box S-box S-box S-box

16-Tu GuTHAM MuHE-Bepens  16-TH OuTHAS MUHE-Bepens  32-TH OGUTHAS MUHA-Bepens 32-TH OHTHAS MIHH-BEpPCHT
(teop) (npaxr) (1eop) (npaxr)
® Jlaburnar ®Kammma ® Myxomop = AES mADE

Puc. 3. Pe3ysbTaThl OlI@HKM CTOVIKOCTYM MUHM-Bepcuil mmdpos K AnddepeHIMabHOMY aHaIN3y
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Wsyuenne

II0Ka3asiv,

YMeHbIIIEeHHbIX

Mojieien

BbCIII

uTO JIMHeVHBle W IOnddepeHIIaTbHBIE
CBOVICTBA IIM(MPOB HEIIOCPEICTBEHHO He CBS3aHBI CO

cBovicTBaMM ~ S-O710KOB, T.e. TOJIydaromIuecs IIpu
VICTIOJTB30BAHW IIOJIHOT'O Habopa IIVIKJIOBBIX
npeobpa3oBaHWUV IIOKa3aTeJl CTOMKOCTU  IIMPOB
OIpeNeNsAloTCs  IPAKTUYeCKM  TOJIBKO  pasMepoM

Ourosoro BXoma B IMMMP M MOTYT OBITH ITOJyYeHEBI

pacdeTHbIM IyTeM. [losiyueHHbIe pe3ysIbTaThl (MMHM-
Bepcuu  16-T  OuTHEBIE TIMPOB) COOTBETCTBYIOT
pesymnbraram B paborax [5, 6, 8, 10, 11, 13, 22, 23], uto
IIOZTBEPXXIAeT IIPABWIBHOCTE OCHOBHBIX ITOJIOXXEHWVI
mmpenjraraeMov MeTOIOJIOT AL

PesysibTaTel abCOJIIOTHBIX 3HAYEHWUV MaKCHMYMOB
JIVIHEVIHBIX CBOVICTB IIPMBEIeHbI B Ta0OI. 4 11 Ha puc. 5.

PesyrnpTaThl vicciieioBaHWMY CTOVMKOCTY MUHM-Bepcuia (16-Tv 6uT m 32-x 6UT) I poB K JIMHEMTHOMY KPUIITOaHAIV3Y

(KoyIIecTBO 37TeMeHTapHBIX OTIeParIivi)

Tabmia 3

16-Tv1 OuTHAsT MMHN- 16-Tv1 OmTHAst MMHN- 32-Ti1 OuTHAsT MUHN- 32-Tn OuTHas MUHU-
Anropur Bepcusi (Teop) Bepcus (ITPaKT) Bepcusi (Teop) Bepcyst (IPakKT)
M S-box Random S- S-box Random S- S-box Random S-box Random S-
Xerica box Xerica box Xerica S-box Xerica box
TTaGupuHT 43 232 D42 032 247 235 247 234
Kamvua 235 22 233 224 238 228 238 227
MyxoMop 231 225 230 024 235 227 235 226
AES 250 234 250 234 255 240 254 239
ADE 246 229 043 028 252 232 251 231
n CrofikocTh K JIHHeHHOMY KPHITOAHAIH3Y
60
50
40
30
20
10
0
S-box Xeiica 3menmennii S-box Xeiica 3menmennii S-box Xeiica 3menmennii S-box Xeiica 3MeHIeHHit
S-box S-box S-box S-box
16-Ti 6uTHag MIHI-Bepcnsa  16-TH GHTHag MIHH-Bepcusa  32-TH ONTHAA MIHH-Bepcua  32-TH OHTHAS MHHH-BEPCII
(eop) (npaxc) (reop) (npaxr)
® Jladupnar ™Kamma = Myxomop ©AES ®mADE
Puic. 4. Pe3ybTaThl OIIEHKV CTOVIKOCTY MUHM-BePCUTE IV POB K JIMHETHOMY aHaIN3Y
PesybTaTe! aGCOMOTHBIX 3HAYEHMIT MAKCVIMYMOB JIMHEVHBIX CBOVICTB I POB Tabmmia 4
ndp/r AES ADE JTabupwaT Kasnmza Myxomop
1 25722,88 25722,88 - 19292,16 19292,16
2 16076,8 19292,16 - 7033,6 15272,96
3 6832,64 6832,64 2267,08 1469,52 13181,72
4 1475,8 1463,24 1434,98 1431,84 13266,5
5 1413 1406,72 1416,14 1413 13607,19
6 1447,54 1381,6 1422,42 1431,84 13652,72
18000
16000
14000
42000 Mini-ADE
g0000
£8000 o . -
E 6000
g
24000
= 2000
g o : R B
é 1 2 3 4 5 6
) Payun
== \1ini-AES Mini-ADE MuHu-Nabvpuat
e \IMHW-KanuHa e MUHK-Myxomop

Puc. 5. Pe3ymbTaThl aGCOMOTHBIX 3HAYEHVIVI MaKCHMYyMOB JIVTHEVHBIX CBOVICTB
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MaremaTiueckoe — OXugaHWe —MaKCUMyMOB U
Ppe3yIbTaTel IpeAbIIyIerl TabIuIThl TIOATBEPXKIAIOT, YTO
BCIII nocste orpeiesieHHOTO YMCiIa IVIKJIOB IIproOpeTaeT

CBOVICTBO CJTy4YaVIHOVI ITOJICTaHOBKM. B Taby1. 5 v Ha puc. 6
MpUBeeHO MaTeMaTIIecKoe OXXVIaHVe MaKCUMyMOB.

MaremaTyaecKye OXMIaHMs MaKCUMYMOB I poB Tabrmra 5
ndp/r AES ADE JTabupuaT Kamaa Myxomop
1 16384 16384 - 9349,15+237,02 11602+5424,45
2 9164,8+120,75 9093,10+94,3 - 3545,8+83,93 8499,2+622,48
3 3658,2165,8 3509,8+62,37 1069,8+38,41 830,55+83,93 7928,7+6134,3
4 827,24+7,25 828,56+7,58 826,3616,6 820,1416,96 7605,416180,14
5 821,3416,16 820,52+548 820,8+5,44 823,28+4 7660,65+£6234,62
6 821,687 819,9245,81 822,88+7,25 825,0416,34 7738,65+6215,21
18000
16000
14000
@ 12000
s
Z 10000 Mini-ADE
=
% 2000 MuHK-/aBupuHT
; 6000 e \HW-KaMHa
I
MuHn-M
- MHK-Myxomop
[1+]
3
= 2000
& o =3 o=——20
8 1 2 3 4 5 6
< PayHg
Puc. 6. MatemaTideckoe oXvaHVe MaKCUMyM
IMonmxiioBele 3Ha4YeHMs MaKCUMYMOB —IIOJIHBIX aIIpoKCMalMyi ~ MUHU-IIUAPOB €O  3HAYEHWSIMU
nuddepenmanos TS 16-OuTHBIX CEerMeHTOB cpeiHeKBaJIpaTYecKX OTKJIIOHeHWUV IIpefcTaBeHbl B
npuseneHsl B Tabn. 6. IlomukiioBble  3HaYeHMS Tabi. 7.
MaKCMyMOB CMeIeHmI Tabsrr JITHEVTHBIX
IMoumxiIoBble 3HaYeHMsT MAKCUMYMOB IIOJIHBIX OuddepeHIaos mist 16-OUTHBIX CerMEeHTOB Tabsmria 6
Yuco nyKiios, r Muwawn-JTaGupusT Munn-Kaymna Munu-Myxomop Mwunn-AES Munn-ADE
1 37,5 3732,48 65536 16384 16384
2 19,04 3824 5770,24 8904,25 3353,6
3 19,24 19,36 1802,24 1911.47 307,2
4 19,04 19,14 125,53 19,24 20,54
5 19,14 19,2 29,7 20,31 19,08
6 19,24 19,36 18,88 18,83 19,24
7 19,33 18,93 18,67 19,21 18,87
8 18,67 19,27 19 194 19,27
9 19 18,93 18 18,33 19,20
10 18 18,87 18,67 19,17 18,73
INonmxioBble 3HaYeHVSE MaKCVIMYMOB CMeTIIeHVIVI TaOJIVIT JIMHEVHBIX aIllIpOKCHUMAIVIT MYHV-II(POB
CO 3HAYEHNSIMY CpeHEeKBa/IPaTIUeCKIIX OTKIIOHEHWIT TaGsmra 7
Yyicsto 1mKIIos, r Muynm-JTaGupuHT Munu-Kamza Munu-Myxomop Mymmn-AES Munn-ADE
1 3178777 9671,1+867 327680 16384 16384
2 980+193 3370,6+301 12839,3+1031 9284.27+657,454 9093,10+94,37
3 825,4+14 836,8+15 64001697 818.467+26,8809 3509,8462,37
4 825,623 832,2421 1797,6+347 815+28,204 828,56+7,58
5 817,2+11 838,6+21 837,8+47 818.5+18,536 820,52+5,48
6 824+21 835,5+33 815,6+24 815.967+20,18 819,9245,81
7 823,4+30 821,5+22 817,2420 832.1+33,1887 818,5545,35
8 833,635 827,318 815,8+15 823.133+23,5722 837,3445,91
9 824,8+24 813,3+21 815,5+15 829.9+33,5741 814,95+6,21
10 819+17 834428 810+17 827.4+25,2885 822,54+7,13

Pacuer momHEIX AMddepeHIaTos I03BOISIET
TEOPeTHYEeCKM OIIPeIeINTh KOJIMIeCTBO IIMKIIOB II0CIIe,

KOTOpEIX Idp IpmodpeTaeT
TIOZICTAaHOBKM.

CBOVICTBA CJTy4YamHOW
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OrmeHKa CIy49aliHOCTM BBIXOJHOW IIOCJIENO-
BaTeJIPHOCTH (KPWMIITOTPaMMBbI) C IIOMOIIBIO IIaKeTa
NIST STS-822

rpadudecknx NpUMUTVBOB. TakmM oOpa3soM, ITakeT
NIST STS c BbICOKOVI [10JIeVl BEPOATHOCTM II03BOJISIET

OLIEHUTb, HACKOJIbKO  CreHepupyemMas IIOCiIefioBa-
TMaker TecroB NIST STS st TectmpoBaHws TeJIBHOCTH CTATUCTIYeCKM Oe30IIacHa.
reHepaToOpOB CIIYYaliHbIX VIV TICEBIOCITYYaHBIX UMCer B T?6H’ 8  TpefcTaBeHbl  pesysIbTaThl
SIBJISIETCSL OHVIM M3 IIOAXO0B peaysaljui  3a/iaun VICCTIENOBAHVIV.
OLIEHKV  CTaTMCTUYEeCKOVW  0e30IacHOCTM  KPWMIITO-
O06m1ue pesynbraTsl TecToB nakera NIST STS-822 Tabsmmra 8
KosmuectBo TecToB, B KosmmuectBo TecToB, B KosmmuectBo TecTos, B
Asropum Bepcus anropuma KOTOPBIX TeCTVMPOBaHNe KOTOPBIX TECTMPOBaHe KOTOPBIX TECTUPOBaHMe
nporut Gortee 99% riporit Gortee 96 % rponu MeHee 96 %
ToCJIeI0BaTEeJIbHOCTEN TI0CJIeI0BATEeJIbHOCTEN ToCJIe10BaTeIIbHOCTEV
TTornHast Bepevst 145 (76,72%) 189 (100%) 0 (0%)
paszom (16-6ur) 124 (65,61%) 189 (100%) 0 (0%)
JIabupwHT | S-6710K Xervica (16 Gurt) 139 (73,54 %) 189 (100%) 0 (0%)
panzom (32-6ura) 133 (70,1%) 189 (100%) 0 (0%)
S-6i1ok Xevica (32 6ur) 143 (75,66 %) 189 (100%) 0 (0%)
TTomHast Bepcyst 122 (64,55%) 188 (99,45%) 1 (0,55%)
paupoM (16-6uT) 86 (45,5%) 185 (98%) 4 (2%)
ADE S-6rmok Xevica (16 Gur) 120 (63,49%) 187 (98,9%) 2 (1,1%)
panzoMm (32-6vra) 104 (55,02%) 187 (98,9%) 2(1,1%)
S-6rmok Xevica (32 6urt) 122 (64,55%) 188 (99,45%) 1 (0,55%)
TTonHag Bepcust 133 (70,37 %) 187 (98,9%) 2 (1,1%)
panzom (16-6ur) 101 (53,43%) 181 (95,76%) 8 (4,2%)
AES S-6i1ok Xevica (16 Gur) 132 (69,48%) 186 (98,35%) 3 (1,65%)
panzom (32-6wra) 114 (60,04 %) 187 (98,9%) 2 (1,1%)
S-6i1ok Xevica (32 Gur) 133 (70,37 %) 187 (98,9%) 2(1,1%)
TTomHast Bepcyst 135 (71,43%) 186 (98,4%) 3 (1,65%)
panzom (16-6ur) 107 (56,6%) 179 (94,7 %) 10 (5,3%)
Kaymmua | S-61ok Xerica (16 6ur) 130 (68,78 %) 186 (98,35%) 3 (1,65%)
panzoMm (32-6ura) 122 (64,55%) 182 (96,3%) 7 (3,7%)
S-6rmok Xevica (32 6urt) 136 (71,95%) 187 (98,9%) 2 (1,1%)
TTonHag Bepcust 123 (65,08 %) 185 (97,9%) 4(2,2%)
paxmoM (16-6mr) 87 (46,03%) 174 (92%) 15 (7,9%)
Myxomop | S-Gitok Xervica (16 6ur) 123 (65,08%) 174 (98,35%) 3 (1,65%)
pasmoM (32-6wra) 98 (51,85%) 183 (96,8%) 6(3,2%)
S-6i1ok Xevica (32 6ur) 126 (66,7 %) 188 (99,45%) 1(0,55%)

Pesynprarel aHaymsa Tabi1. 8 mokasaym IpsAMYIO

3aBUCHMOCTh ~ YPOBHSI  «CJIYYalHOCTV»  BBIXOIHOW
TIOCTIeIOBATEeJIBHOCTY IIPW VCIIOJIb30BaHMUM S-box-0B Ha
OCHOBE IpeBapuTeIbHON OLIeHKW OCHOBHBIX

KpuTepreB K (QPOPMUPYEMBIM HEJIMHEVHBIM y3J1aM
3aMeHBI YMeHbIIIEHHBIX MOJIeJIeV] IIOJTHBIX I POB.

C oromt mempl0o B paboTe IIperCcTaBIIeHBI
pesyspTaTel  MICCIIEIOBAHWMII ~ OCHOBHBIX — KpUTEpUEB
oneHkn [24, 25]: cOamaHcupoBaHHOCTM Scp, He-
JIMHEVHOCTY Sy, ajiredpandecKas CTelleHb Spec, CTelleHb
KOPPEeJISILMOHHOIO  MMMYHUTETa/KPUTEPUsL  pacipo-
CTpaHeHUs Scipc, 3Ha4YeHMe aBTOKOPPEISIMM Sac (CM.
Tab71. 9, 10). TakumM oOpasoM, B MaTeMaTIdecKom popme
OCHOBHBIE TpeOOoBaHWMS K HEJIMHEVHBIM y3JIaM 3aMeHbI

U1 CUMMETPUYHBIX KPUITOrpadpUUecKnx CpercTs
3aImThl MHQOPMAaIN 3aIIUIIEeTCS B BULE:
{Scp max(Sy ), max(Speg ) max (Sgpc ) min(S ¢ )},
{Scsmm”x(sNn)rm”x(smscn)r}
max(SC,PCﬂ),min(SAcﬂ)

IIpencraBieHHble  pe3ysIbTaThl  MCCIIENOBAHMIL
OCHOBHBIX IIOKa3aTejleyl HeJIMHEVIHBbIX Y3JIOB 3aMeH
BBIIBUTAIOT IIPENIIONIOKEeHEe O HeOOXOMVMOCTY IOIIO-
JIHUTEJIBHOVI OIIeHKNM BBIOpAaHHBIX CTPOK 13 S-OjIoKa
nonHoro mmdpa it GOPMUPOBAHNMS HEIMHETHOTO
y3/1a 3aMeHbl YMEeHBITIeHHOV MOJIeNN VICCIeyeMBIX
QITOPUTMOB CMMETPIYIHOTO I POBAHIIL.

S-box 16-0uTHBIE TOCIIETOBATEITLHOCTI Tabsia 9
Hassarme CbaancuposanHoCcTh | HermHertHOCTS Anrebpamiecias Kpurrepunn ABTOKOppeIAIs
aIropuTMa CTelleHb pacIpocTpaHeHvIs

AES(rand) Her 48 6 0 56
AES Her 32 6 0 24
ADE(rand) Her 28 5 0 16
ADE Her 32 6 0 22
JTabvpusT(rand) Her 49 7 0 50
JIabupusT Her 32 6 0 22
Kasmmaa(rand) Her 45 7 0 44
Kasmza Her 32 6 0 24
Myxomop(rand) Her 28 5 0 16
Myxomop Her 32 6 0 22
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S-box 32-6uTHbBIE ITOCIIENOBATEILHOCTI Tabsmma 10
Hassarme COastancuposanHocTs | HernmmueriHocTb Anrebpamiecias Kpurepun ABTOKOppeIsIs
aJIropuT™Ma CTelleHb pacIpocTpaHeHMs
AES(rand) Ja 105 8 0 92
AES Ia 64 7 0 40
ADE(rand) Ja 56 7 0 34
ADE Ia 64 7 0 42
JTabupwnT(rand) Ia 103 8 0 94
JIabupwHT na 64 7 0 40
Kasmna(rand) Ia 105 8 0 90
Kaymma na 64 7 0 40
Myxomop(rand) Ja 56 7 0 28
Myxomop J1a 64 7 0 42
Be1Boabr [5] WM. JTucvmikasi, «boreimme mmdper - caydan-

ITorrygeHHbIe pe3yIbTaTHI B XOe VICCITeTOBAHVISA
yrpomeHHbix Bepcuit BCII i oLleHKM [10Ka3yeMowt
Ge30macHOCTM MOJIHOMACIITAOHBIX MOfeser mudpoB K
aTtakaM IOndQepeHINaTbHOIO ¥ JIMHEHOIO KPWUIITO-
aHaJIM3a Ha OCHOBe YBeJIM4eHNs pasMepa Bxofa B mmdp
MIOATBEPXXIAIOT BO3MOXHOCTD WX  VICIIOJIB30BAHVISL.
AneKBaTHOCTb Pe3yJIbTaTOB OLIEHKNM CBOVICTB YIIPO-
menHov  Mopermn  BCIII  saBucur  oT  BeIOOpa
Koo durmeHTa MacIITabMpoBaHMs, KOTOPBI OIIpe-
ZleJIsieT CBOVICTBA CBOVIX IIPOTOTWUIIOB ITOJIHBIX IHIN(POB.
Beibop 3HaueHMs KoaddwilmeHTa [JODKEH OBITh
MIpOIOPLMOHAJIEH MaKCUMaJIbHOMY pPecypcy BBIUM-
CJIUTEJIBHBIX CPeJICTB, VCIIOJIb3yeMBIX IS IIPOBeHeHNs
vccnieqoBaumit. st Kakmoro  OGIOYHOTO  CMMMeET-
puwuHoro mmdpa (M3 UMCIa M3BECTHBIX UTEPATUBHBIX
BCII) cymiecTByeT BIIOJIHe OIIpefielieHHOe —YICIIO
LMKJIOB, IIOCJIe KOTOPOro IHmdp nprodpeTaeT CBOVICTBA
CJIy9YaviHOV ITOACTa-HOBKIAL. [anbHeriiee HapalllMBaHe
uycila LMKJIOB He BIMseT Ha WTOrOBble Imd-
depeHIMIaIbHBIE 1 JIMHEVHBIE CBOWCTBa IMMUdpa, UTO
JIaeT BO3MOXKHOCTb «COKPATUTBh» KOJIMYECTBO UTeparinit 1
YBEJIMUNUTh CKOPOCTh KPUIITOIIpeoOpasoBaHmit. Bmecte ¢
TeM, I COXpaHeHWs BCeX CBOVICTB IIPOTOTWMIIOB B
VIPOITIEHHBIX MOJIEISIX HEeOOXOMMMBIM  yCTTOBUEM  TIX
aIeKBaTHOCTV SBJIIETCI MCHOJIb30BaHMe mini-S-box ¢
OCHOBHBIMW TIOKa3aTeIsMy 3P PEKTUBHOCTI HEJIVHEVIHBIX
y3I0B  3aMeH (cOaJlaHCMPOBAHHOCTb, HEIVHEHOCTb,
aBTOKOPpEJLILVI) Ha YypOBHe [aHHBIX IIOKa3aTelleit
TIOJTHOMACIITaOHBIX I POB.
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€6ceeb C. I1.,, Ocmanob C.E., Kopoavo8 P.B. Bukopucmanna mini-6epciii 042 oyinku cmiitkocmi 640K080-cumempuinux
wugpib

Anomayia. Posbumox kpunmonoeii 8 epy Bucoxux mexuooeiil micro no’asanutl 3 popmyBarnnam nobux nidxodié i menodooeii,
o 0osbosatome oyiumu cmitikicms Buxopucmobybanux 0a0kobux cumempuunux wiugpi6 (BCILI) do ocrobHux Budif amax
ATHITIHO20 1 OUGbeperyiaIbH020 KpUnmoanaisy, 3 02420y Ha ocHOBHI Bumoel 14000 wibudKk00ii kpunmonepempbopens i eHepeemuuni
Bumpamu na pearisayiro. SanponoroBana 8 2010 poyi Hoba ideosoeisn oyinku cmitikocmi 040k06ux cumempuunux wugpib 0o amax
Oudpepenyiasvtoeo i AinitiHo20 anaaizy naykoBysmu xagpedpu BIT XHYPE nio xepibnuymbom mnpocpecopa Iopbenxa IJ1.
opienmoBana Ha Buxopucmanni ouikybanux nokasHukié cmitikocmi Besukux wiugpié na ocHobi anarisy NOKASHUKIE 3MEHULEHUX iX
Bepciti 3 00H020 boKY, 1 po3bureny Ha ocHobi Bubuenns baacmubBocmert i nokasHuxif Gunadkobux nidcmarnoBox i sMeHuLeHUX MoOeAell
wughpib, wjo posessdaromsca Ak nidcmanobui nepemBopenns, 3 inuioeo 60Ky, konyenyii Busnauenns nokasnukié cmiixocmi 5CIII do
amax  OucpepenyiasbHoeo ma AIHIIHO20 Kpunmoananisy. s nodosanms mpyoHowi6 auarisy noBromacuimadbHux moodeset
(areopummib) wugppybanna npononyemocs pospobasmu i 00cAiKyBamu NOKASHUKU 3MeHuieHuX Modeaeil npomomuni6
(BuxopucmoByiomocs mini-Bepcii 16-mu 6im), 042 Axux HAABHUX obuucatoBarbHux Moxaubocmert docmantvo. OOHAK NUMAHHA
Buropucmanma Mini-Bepciii 044 oyinku Kpunmocminikocmi nobHux wugpib niompumyemsca He 6cima Guenumu. Iaa oyinku
Bukopucmanma smeHuleHUx Moledell Ha 0CHOBI 3anponoHoBanoi Memodoaoeii 6 cmammi HABOOAMBCA pe3yAbmamu 00CAIOKeHb HA
ocHobBi mini-Bepciti  (16-mu  6im 1 32-x 0im) aseopummib Rijndael, wiugpi6 Jlabipunm, Karuna, Myxomop, ADE,
Buropucmobybanux 6 Axocmi excnepumeHmasbHoeo niombepoxenna npaBusvHocmi 3anponoHoBanoi memodosoeii i KoHyenyil
OUIHKU, AHANISYIOMbCS OCHOBHT nokasHuKu S-040xi6 Mini-Bepciil.

Katouo8i caoBa: 6.10x060-cumempuuni wiugppu, smenuieni modeai BCIL, kpunmocmiixicms.

Yevseiev S., Ostapov S., Korolev R. Use of mini-versions to evaluate the security of block-symmetric ciphers

Abstract. Development of cryptology in the era of high technologies is closely connected with the formation of new approaches and
methodologies that allow us to evaluate the security of the used block symmetric ciphers (BSC) to the main types of attacks of linear
and differential cryptanalysis, taking into account the basic requirements for the speed of crypto-transformations and energy costs for
implementation. Proposed in 2010 a new ideology of assessing the durability of block symmetric ciphers to attacks of differential and
linear analysis by the scientists of the Department of BIT KhNURE under the guidance of Professor 1. Gorbenka. Is oriented on the
use of expected indicators of the durability of large ciphers based on the analysis of the indicators of their reduced versions on the one
hand and developed on the basis of studying the properties and indicators of random substitutions and reduced models of ciphers
considered as substitution transformations, on the other hand, differential and linear cryptanalysis. To overcome the difficulties of
analyzing full-scale cryptographic models (algorithms), it is proposed to develop and study indicators of reduced prototype models
(16-bit mini versions are used), for which the available computing capabilities are sufficient. However, the issue of using mini-
versions to assess the cryptographic strength of full ciphers is not supported by all scientists. To assess the use of reduced models on
the basis of the proposed methodology, the article presents the results of studies based on the mini versions (16 bit and 32 bits) of the
Rijndael algorithms, Labirint, Kalina, Mukhomor cipher, ADE, used as experimental confirmation of the correctness of the proposed
methodology And evaluation concepts, the main indicators of S-blocks of mini versions.

Key words: block-symmetric ciphers, reduced BSC models, cryptographic security.
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