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RISK ASSESSMENT OF THE BANK'S INVOLVEMENT IN LEGALIZATION OF QUESTIONABLE
INCOME CONSIDERING THE INFLUENCE OF FINTECH INNOVATIONS IMPLEMENTATION

The article is devoted to the formation of a methodical approach to the risk assessment of bank services use to
legalize questionable income considering the influence the of FinTech innovations rapid development and their active
implementation by banks. Microeconomic factors groups, which influence the bank clients’ illegal incomes legalization
processes are proposed. In the context of it, there were formed the measurement indicators regarding microeconomic
interbank and microeconomic client factors. The assessment is proposed to be carried out in the following areas:
firstly, integral assessment using questionnaires and taxonomy methods of the bank’s system for prevention and
counteraction of the income legalization as an environment, where money laundering appears potentially; secondly,
statistic analysis regarding the dynamics of the existed indices of banking operations amounts, which have a higher
risk of implementation for legalization; and thirdly, an assessment of the banks' activity in terms of FinTech innovations
implementation. The results of the proposed methodological approach allow us to form a two-dimensional matrix
structure, which divides banks into groups with a maximum, minimum and moderate risk of their use for money
laundering. It was proved that the calculation regarding statistic features of cash turnovers dynamics and bank clients'
funds on the current accounts enables to analyze the degree of unsystematic factors’ influence, as one of the risk
indicators to use banking services with purpose to legalize the illegal incomes, that is a base to improve the internal
financial monitoring system in the Ukrainian banks. Next research will focus on the checking the hypothesis regarding
the fact that more active banks from the viewpoint of FinTech innovations introduction are less vulnerable in relation
to their involvement in the money laundering.

Keywords: the risk of questionable income legalization, money laundering, FinTech innovations, prevention and
counteraction of the money laundering.

Problem statement. The problem of illegal incomes legalization and assessment of risks, related to
this process, is very important for the monetary system stable functioning in any country in the world. The
counteraction of the money laundering and active prevention from the questionable income legalization is
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an important problem for Ukraine as a state, which requires financial support from international financial
organizations and cooperations, to strengthen financial discipline and to increase image.

A special place among all initial financial monitoring subjects is taken by banks, because during 2011-
2017 the specific weight of messages about risky and suspicious financial operations, sent by banks,
makes 96-99 % of the total number of messages. At the same time, banks by number make only 0.9 % of
the total number of initial financial monitoring subjects. Thus, the problem to assess the money laundering
risk through this or that bank is urgent and has an essential practical significance. Despite the importance
systematically to assess illegal incomes legalization risks through banks, which are key financial
mediators, nowadays as in the international practice, in particular such organizations as FATF, Eurasian
group of illegal incomes legalization counteraction and financial terrorism (EAG), Financial Crimes
Enforcement Network of the Ministry of Finances of the UAS (FINCEN), Department of the Interpol General
Secretary, which is engaged in the counteraction of the illegal income laundering. There is no officially
approved or recommended technique to assess the risk of the bank’s involvement in the money laundering
in Ukraine. As a result, the formation of the methodical approach to assessing the risk of banking services
implementation for the questionable income legalization taking into account the rapid development of the
FinTech industry becomes greatly an urgent task.

Analysis of the recent researches and publications. There are different techniques to assess the
risk of money laundering and terrorism financing at the banking institutions, in the scientific literature, but
despite a great number of the scientific investigations, one has to mention that most of them are based on
the data, that is the insider information for bank and is a banking secret for external users. In the article
[27] one points out the absence of appropriate approaches to assess money laundering risks in the
international practice and, respectively, a reliable evaluation of the system efficiency to counteract them.
Besides, M. Levy with collective of authors (M. Levy, P. Reuter, T. Halliday, 2018) made a conclusion that
“risks of money laundering and terrorism financing are hardly quantitatively measured” [27, p. 309], thus,
most methodic approaches is based on scoring and expert evaluation.

I. M. Chmutova, I. O. Tkachova in the article [20] propose to use the reserved index as an operational
risk and reliability rate to express operational and reputational risks, to assess money laundering and
terrorism financing risk. Therefore, the operational risk reserve depends on the level of bank incomes.
Thus, the relationship between the level of the bank’s income and risk of its services use for the illegal
money legalization, has not been proved.

In monograph [4] the authors propose to assess the risk of the banking services use for the illegal
income legalization or terrorism financing through Bayes analysis. As the outgoing information to calculate
the probability of risks to use banking operations for the questionable income legalization, authors suggest
the ratio between number of indicators with deviation from the norm and 20 indicators, defined by authors
for analysis of risk to use banking services for the illegal incomes legalization or terrorism financing,
assessed by the binary method (0 — within the norm, 1 — with deviation from the norm). Therefore, there
is a question regarding equivalency of the above indicators’ influence on the risk of banking services for
illegal incomes legalization, and adequacy of the normative’ evaluation by every indicator.

0. O. Hlushchenko and I.B. Semegen (O. O. Hluschenko, I. B. Semegen, 2014) propose an approach,
based on the statistic analysis of the messages, registered by banks as dubious ones with respect to the
money legalization (laundering) [3, p. 226-237], and a qualitative approach — an expert assessment of risk
by the bank worker through implementation of the legalization risks matrix [3, p. 281-283]. Therefore, the
impact of dubious operations number, registered by the bank, on the total level of risk to carry out such
operations, has not been defined.

0. V. Smahlo (0. V. Smahlo, 2015) [18] suggests an approach to assess the illegal incomes
legalization risk, based on the risks scoring, with the help of 15 indicators, which take into account some
aspects of the dubious financial operations and staff participation in the money laundering. However, the
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approach of O. V. Smahlo does not take into account such important factors of risk as an availability and
quality of the internal control, results of external audit inspections, the staff competence.

In'S. O. Dmytrov’s opinion (S. O. Dmytrov, 2010) the risk to involve the bank in the illegal money
laundering, has two main components [4, p. 51]: risk of dubious transactions; risk of the requirements
violation of the relevant legislation. Such risk factors as staff (conscious or unconscious participation),
bank administration, informational systems of the bank and their setup are not observed.

According to legislation [15-17], the risk level to use a bank with the purpose of money laundering is
defined individually by the bank. Besides, high risk to use banking services for the illegal incomes
legalization may be a reason to include the bank to the plan of on-site inspections by NBU, so that is why
banks may develop such methods of risk assessment, which will not give effective results, and, thus, will
not be enough adequate.

In the monograph [11, p. 194] one affirms that in Ukraine it is much easier and more beneficial to
launder money via small banks (with assets up to 5 billion UAH), than via large banks. In fact, according
to the NBU data [12], during December 2017 - July 2018 62.5% of remarks regarding violation of the
financing monitoring legislation relate to the small banks. Moreover, one should mention that 37.5% of
such remarks relate to large banks, 18.75% of them to banks with assets over 20 billion UAH, and thus,
operations of such banks may absolutely exceed operations of small banks.

Unsolved aspects of the general problem. Analysis of the recent practices shows that the current
methodic approaches to assess the risk of the bank’s involvement in the money laundering do not consider
such factors as the staff competence, setup and control of the informational systems, the role of corporate
governance bodies and the internal financial monitoring and reporting about operations. None of the
analyzed techniques distinguishes such factor as a rapid development of the financial technologies and
their influence on the counteraction processes to the illegal incomes legalization.

The aim of the article is to form the methodical approach to assess the risk of bank’s involvement in
its clients’ questionable incomes legalization taking into account the influence, caused by rapid
development of the financial technologies and their introduction activity by the bank.

In order to achieve this aim, it is necessary to solve the following tasks:

1. to distinguish factors, which greatly influence the risk to use banking services for illegal
incomes legalization;

2. to measure and to evaluate the above factors taking into account the specific nature of the
bank work;

3. to carry out retrospective statistic analysis of bank operations, which are potentially vulnerable
from the viewpoint of money laundering;

4. to group banks by the level of risk to involve them in the illegal incomes legalization processes.

The object of the study is the process to assess the risk of the bank’s involvement in the illegal
incomes legalization processes.

The subject of the study includes factors of the illegal incomes legalization, indicators, which measure
them, bank operations, which are potentially vulnerable from the viewpoint of legalization, the role and
impact of FinTech innovations on the processes to prevent and to counteract the money laundering.

The methodology of the research. In order to solve the set tasks, the following methods of the
research are used: generalization, logical analysis and structuring — to form a group of factors of bank
clients’ illegal incomes legalization; questionnaire, expert assessment, taxonomic analysis — to create the
integral indicator of intrabank factors influence on the incomes legalization processes; method of the time
series statistic features analysis to calculate risk indicators of the banking services use for the illegal
incomes legalization; matrix method — to group banks by the level of risk to involve in the money laundering
processes.

Main material. 1. Formation of the factors to legalize bank clients’ illegal incomes, their
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measurement and assessment.

The risk to be involved in the money laundering process is inherent for any bank. Factors, which
influence the bank's activity and the illegal money laundering processes should be subdivided into three
big groups: macroeconomic factors, which cannot be influenced by the bank; microeconomic intrabank
and microeconomic client factors. The macroeconomic factors are the same for the Ukrainian banks. They
are described in more detail in the work [2]. That is why it is not reasonable to take into account the
macroeconomic factors in the risk assessment process to involve the bank in the money laundering
process. More detail information regarding microeconomic intrabank and microeconomic client factors,
and also indicators and features, through which these factors may be measured, is shown in table 1.

Table 1— Microeconomic factors groups, which influence the bank clients’ illegal incomes
legalization processes (it is investigated by authors)

Title of

the Title of the
f factors | Title of the factor Measurement indicators
actors
subgroup
group
1 2 3 4
4 The qualitative indicator: legal entities, which work in the sphere of property
= Tvoe of activit privatization, state procurement, large-scale infrastructure projects, mining,
o yp Y lhealth care, assistance for the development of security sectors, defence and
> military operations
S Qualitative indicator: legal entities, owners of which consist of politicians,
€ » - officials, close relatives of the mentioned clients’ categories, their trustees
K] S Beneficiary owners . . ) X .
o S (representatives of interests, companies which manage wealth, relatives,
L who are residents of other countries)
5 @ o ) . e . . .
@ § Sphere of the main Qu_a_lltanve |_nd|cator. pulb||c.and political f|gufe_s, mcludmg fore|gn states,
SE L officials, their close relatives; the number of officials in the state; the number
S .= activity A . :
S B of bank clients with a special status
_.(Q
5]
S Order to identify |Qualitative indicators of the order to identify and to study clients, processes
% and to study the |of clients’ risks classification during the study of clients, monitoring of clients’
= client payments, fixing of the financial operations aim and character, in the bank.
=
o Monitoring and  |Qualitative indicators of requirements regarding the client's financial
o £ reporting about |operations monitoring, analysis of the client's behaviour as for suspicious
< g financial actions, requirements of the intensive monitoring of the clients’ financial
s 2 operations operations with high risk etc
= = Qualitative indicators of the risk management function in the internal
§ Risks documents on money laundering counteraction in the bank; the order to
s management  [analyze the illegal incomes legalization risk in the bank, the frequency of
such analysis conduct
= Qualitative indicator, which shows the complex of measures and a
» 8 mechanism to monitor changes in legislation regarding anti-money
:uc_? :‘g} Compliance  {laundering and terrorist financing standards and their introduction in the
= internal documents; the program on compliance-risk management on
g financial monitoring has been approved.
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Table 1
e o it of the
factors factors | Title of the factor Measurement indicators
subgroup
group
Frequency to carry out studies on the problem of money laundering, percentage
The staff . . . >
of the bank workers, who participate in the study, special education programs
< competence . . ) . o
5 regarding the counteraction of illegal incomes legalization etc
§ Corporate Internal documents on financial monitoring, which are approved in a proper
x ] management and [manner in the bank; frequency of internal documents review on the financial
ks S the role of the  [monitoring; availability and frequency to organize meetings by bank
% bank administration with proper workers or bank units whether programs of the illegal
= administration _|incomes legalization counteraction are effectively introduced
2 Internal control The frequency of the internal audit inspections regarding legislation demands
= . " [fulfilment in the bank; drawbacks, revealed by NBU in the work of the bank
[SS internaland |, . ] X D : .
£ ® . |internal audit subdivision during the last three years; the internal audit functions
S external audit L . .
o considering the existed risks
Savi Qualitative indicators of existence (or absence) of procedures regarding fixation
= aving of f ., ) . r
g of documents receiving and information saving; terms and forms to save
& documents and | e X : i
» . . information; the procedure to receive 5-years old information and/or documents
2 information f ;
33 as for the concrete client
§ o Control of Number of automated (built in the ABS of the bank) elements, which fix:
< = 2 . . situations, when the relationship with the client has not been established or has
5 £ £ informational ; ) A S
<= S5 ) . |been broken, inspection of clients by the database of the bank, determination
= @ |systems, including - . : ; MR
e y of situations when there is no information regarding identification and study of
£ the FinTech L
2 innovations the clients;
= . . The frequency of FinTech innovations introduction, expenses for FinTech
introduction |, T C
innovations introduction in the total sum of bank expenses

If one observes intrabank factors as some components (table 1), they together form the system to
prevent and counteract the bank clients’ questionable incomes legalization, assessed with the help of a
questionnaire, involving experts from active Ukrainian banks and taxonomic analysis of the questionnaire
results.

The banks for analysis are selected, based on the results of their grouping by the financial activity
features, which are described in more detail in [9]. The grouping results clearly define the group of banks,
the activity of which is oriented to the cash operations service and current accounts: PJSC “OTPBank”,
PJSC “Rayffayzen Bank Aval’, PJSC “Ukssibbank”, PJSC «MTB Bank» (PJSC “Marfin” Bank”), PJSC
“Praveks-Bank”. As of 01.07.2018 the share of money on the individuals’ and legal entities’ bank accounts
of the mentioned group of banks makes on average 72.5% of obligations [9]. Such a great amount of
money on the bank accounts additionally increases the risk of the bank financial state worsening as a
result of risk realization to use banking services for the illegal incomes legalization. Thus, the above banks
are chosen for the further research. Hereinafter in the article, the banks’ titles are hidden because the
information sources for assessment have banking secrecy, and the assessment results may indirectly hurt
the image and stability of the bank.

In order to assess the intrabank factors, which show the state of the system to prevent and to
counteract the illegal incomes legalization, there was a questionnaire among experts from the above
banks, the results are generalized. The total number of scores, received after questionnaire evaluation
regarding the system to prevent and counteract the bank clients’ illegal incomes by the constituents
(subgroups of factors, shown in table1) is demonstrated in table 2.
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Table 2 — Scores of banks answers to the questions regarding the system to prevent and to

counteract the bank clients’ illegal incomes legalization

Scores of answers to the questions by banks

Constituent Bank 1 Bank 2 Bank 3 Bank 4 Bank 5 Maximum value
1 26.8 254 275 29 22.4 32
2 6.1 25 6.1 52 52 7
3 7.3 54 7.2 6.4 55 10
4 7.3 7.9 6.8 6.4 6.9 10
5 4.1 2.2 4.1 4.1 3.2 6
6 53 74 34 6.8 5.6 10
7 52 4.1 2.3 7 4.2 8
8 10.6 9.6 9.8 9.3 8.9 12
9 4.6 1 3.7 3.1 3.2 7

In order to obtain the integral indicator by the questionnaire constituents and integral evaluation of the
system to prevent and to counteract the bank clients’ illegal incomes legalization, the formula 1 is used,
that is a result of previous studies with authors’ participation:

Iumls = 0,15 X F(id) + 0,15 X F(m) + 0,13 X F(r) + 0,12 X F(p) +

c

+0,105 X F(in) + 0,105 X F (a) +0,09 x F(c) +

+0,075 X F(is) + 0,075 X F(cm)

(1)

where lumls - integral evaluation of the system to prevent and to counteract the bank clients’ incomes

legalization;

F (id)- integral evaluation of the constituent “Identification and study of the client”;

F(m) - integral evaluation of the constituent “Monitoring and reporting of the financial operations”
F (r) — integral evaluation of the constituent “Risk management”

F (p) — integral evaluation of the constituent “The staff competence”

F (in) - integral evaluation of the constituent “Saving of documents and information”
F (2) — integral evaluation of the constituent “Internal control, internal and external audits”
F(c) - integral evaluation of the constituent “Compliance”

F (is) — integral evaluation of the constituent “Control of the informational systems”

F(cm) - integral evaluation of the constituent “Corporate management and role of the bank

administration”.

The generalized results of the integral evaluation are demonstrated in table 3.

The results, shown in table 3, demonstrate the condition of the system to prevent and to counteract
the legalization of each bank’s illegal incomes. The higher integral indicator, the more qualitatively financial
monitoring is carried out in the bank, the lower risk is to involve the bank in the money laundering
processes. However, the main drawback of this approach is the fact that the data are obtained on the
basis of bank workers’ questionnaire, i.e. data are given by insiders, who may consciously give
information, that differs from the real situation. In this regard, in order to increase the results objectivity, it
is necessary to use public data regarding banking operations and to measure their risk level regarding

involvement in the questionable incomes legalization.

Marketing and Management of Innovations, 2018, Issue 2
http://mmi.fem.sumdu.edu.ua/en

237



0. V. Lebid, I. M. Chmutova, O. V. Zuieva, O. I. Veits. Risk Assessment of the Bank’s Involvement in Legalization of
Questionable Income Considering the Influence of FinTech Innovations Implementation

Table 3 — Integral indicator of the system assessment to prevent and to counteract the clients’
illegal incomes legalization

Integral indicator by banks
Indicator Bank 1 Bank 2 Bank 3 Bank 4 Bank 5
F(id) 0.49 0.36 0.56 0.71 0.06
F(m) 0.81 0.03 0.81 0.61 0.61
F(r) 0.49 0.12 0.47 0.31 0.14
F(p) 0.32 0.47 0.19 0.09 0.22
F(in) 0.52 0.04 0.52 0.52 0.29
F(c/a) 0.33 0.63 0.07 0.55 0.38
F(c) 0.57 0.40 0.12 0.85 0.42
F(is) 0.60 0.31 0.37 0.23 0.1
F(cm) 0.62 0.04 0.47 0.38 0.39
lumls 0.53 0.26 0.42 0.48 0.29

2. Retrospective statistic analysis of banking operations, which are potentially vulnerable from
the viewpoint of money laundering. In order to assess the risk of the illegal incomes legalization, with
the banking services implementation, particularly operations related to cash, it is reasonable to analyze
volumes to credit and to withdraw cash in the Ukrainian banks. According to the data of Report to carry
out National assessment of risks in the sphere to prevent and to counteract illegal incomes legalization
(laundering), and terrorist financing [7, 8] in the total number of messages, registered by Ukrainian State
Service of Financial Monitoring from banks during the operation period of the Law Ne 2258 editor (from
21.08.2010 to 05.02.2015), the largest specific weight is made by the financial operations with cash (67
%), during the period of Law Ne 1702 operation editor (from 06.02.2015 to 31.12.2015) - financial
operations with cash (41 %) and financial operations, carried out by persons, regarding which high risk is
set (public figures) (41 %). The financial operations, related to the obtaining or providing the financial help
and cash transactions are the riskiest from the viewpoint of money laundering due to the Report. Thus,
analyzing the risk of money laundering through banks in Ukraine, it is reasonable to pay attention to the
cash operations.

The first stage to analyze the dynamics of the cash flows volumes and funds on the accounts upon
the request of the studied banks is the analysis of statistic features of some data. The National bank of
Ukraine gives extended data regarding the activity of banks only since August 2017, so the existed data
volume is limited. The standardized degree of risk is the variation coefficient of the random value. It is
considered that risk is low, if the variation coefficient does not exceed 0.1, medium - from 0.1 to 0.25 and
high — over 0.25 [14, p. 305]. Besides, one may judge the cash flows amounts prediction by the
correspondence of time series distinguish to the normal one. Itis thought that the normal distribution points
to the fact that the random value depends on the systematic acts of some factors, which may be revealed
and evaluated, also statistic procedures are mostly developed for normal distribution of the random value.

In order to check the data correspondence of cash flows and funds on the clients’ accounts to the
normal law, coefficients of excess, asymmetry and Shapiro-Wilk statistics value are analyzed. All
calculations are carried out in the program complex Statistica. The results of the above indicators are
shown in table 4.
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Table 4 — Statistic properties of dynamics regarding cash flows and money on accounts on
the request of the analyzed banks during 01.09.2017 - 01.07.2018

Values of statistic indicators of Bank 1 turnovers dynamics by directions

Indi Cash adding to the bank’s cash | Cash withdraw from the bank’s Admission of funds on the
ndicator . ”
desk cash desk request of economic entities
NC* FC* NC FC NC FC
L 36084255 7939656 36129163 7936817 128933574 37426589
Me 35869197 8124928 36112997 7735151 132343142 36510831
c 2075388 874896 2097499 900946 12925496 2662453
\ 0.06 0.11 0.06 0.11 0.10 0.07
Ex 1.92 0.56 1.56 1.31 -1.33 1.44
Se 1.28 1.28 1.28 1.28 1.28 1.28
7 1.08 0.25 1.00 0.32 -0.10 1.48
Sy 0.66 0.66 0.66 0.66 0.66 0.66
W 0.91 0.98 0.91 0.96 0.93 0.81
P 0.24 0.97 0.22 0.79 0.39 0.01
R 1.00 0.92
Money withdraw upon the | Money transfer on the request of | Money withdraw on the request
Indicator | request of the economic entities individuals of individuals
NC FC NC FC NC FC
u 128927983 37535558 8423217 1867689 8554724 1925314
Me 133167045 36612273 8148557 1958919 8432904 1907373
c 13487509 2749861 896370 250039 1055208 222639
\ 0.10 0.07 0.11 0,13 0,12 0,12
Ex -1.31 1.59 -1.39 -1.54 -1.68 -0.96
Se 1.28 1.28 1.28 1.28 1.28 1.28
il -0.20 1.61 0.11 -0.26 0.16 0.19
Sy 0.66 0.66 0.66 0.66 0.66 0.66
W 0.92 0.77 0.94 0.92 0.91 0.96
P 0.34 0.00 0.53 031 0.22 0.79
R 1.00 0.97 0.92 0.84
Values of the statistic indicators of the turnover dynamics of the Bank 2 by directions
Cash adding to the bank’s cash | Cash withdraw from the bank’s Admission of funds on the
Indicator desk cash desk request of economic entities
NC FC NC FC NC FC
u 2147319 1255848 2142854 1249707 7627542 1652845
Me 2121556 1235998 2120768 1204181 7430940 1705870
G 107006 174272 111822 170991 945798 234940
v 005 0.14 0.05 0.14 0.12 0.14
Ex -0.45 -1.27 0.14 -0.69 -0.45 0,29
Se 1.28 1.28 1.28 1.28 1.28 1,28
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Table 4
Value of statistic indicators of turnover dynamics of the Bank 2 by directions
Cash adding to the bank’s cash | Cash withdraw from the bank’s Admission of funds on the
Indicator desk cash desk request of economic entities
NC FC NC FC NC FC
71 0.28 0.33 0.55 0.44 0.10 -0.62
Sy 0.66 0.66 0.66 0.66 0.66 0.66
W 0.91 0.93 0.96 0.95 0.96 0.95
P 0.25 0.44 0.75 0.65 0.73 0.67
R 0.98 0.99
Cash withdraw upon the request| The credit of money upon the | Cash withdraw upon the request
Indicator of the economic entity request of the individual of the individuals
NC FC NC FC NC FC
u 7642020 1650758 501148 542164 510081 553912
Me 7576426 1665926 495312 516096 503076 533881
c 986257 233555 47251 80632 51981 81388
v 0.13 0.14 0.09 0.15 0.10 0.15
Ex 0.95 0.57 0.71 -1.25 -0.72 -0.96
Se 1.28 1.28 1.28 1.28 1.28 1.28
71 -0.02 -0.70 0.63 0.42 0.33 0.61
Sy 0.66 0.66 0.66 0.66 0.66 0.66
W 0.95 0.96 0.95 0.93 0.94 0.89
P 0.68 0.78 0.64 0.38 0.55 0.13
R 0.99 0.98 0.94 0.94
Value of statistic indicators of turnover dynamics of the Bank 3 by directions
Cash adding to the bank’s cash | Cash withdraw from the bank'’s Admission of funds on the
Indicator desk cash desk request of economic entities
NC FC NC FC NC FC
u 7372782 2337756 7359163 2342178 84095467 18515635
Me 7259690 2441867 7266488 2393531 82648986 18172320
c 432170 350565 474342 300328 8565664 1880545
v 0.06 0.15 0.06 0.13 0.10 0.10
Ex 1.32 0.10 0.72 1.31 -0.04 -0.64
Se 1.28 1.28 1.28 1.28 1.28 1.28
Y1 1.20 -0.02 0.94 0.1 0.72 0.66
Sy 0.66 0.66 0.66 0.66 0.66 0.66
Ul 0.90 0.93 0.92 0.96 0.94 0.92
P 0.20 0.43 0.33 0.80 0.57 0.35
R 0.99 0.97
Cash withdraw upon the request | The credit of money upon the | Cash withdraw upon the request
Indicator of the economic entity request of the individual of the individuals
NC FC NC FC NC FC
u 84030035 18587513 5170721 1348528 5257447 1407841
Me 82646228 18482954 5066792 1319858 5127021 1391568
G 8997669 1796460 564266 180211 669044 187387
v 0.11 0.10 0.11 0.13 0.13 0.13
Ex 0.16 -0.57 -0.58 0.27 -0.56 -1.28
240 Marketing and Management of Innovations, 2018, Issue 2

http://mmi.fem.sumdu.edu.ua/en



Table 4

Value of statistic indicators of turnover dynamics of the Bank 3 by directions

Cash withdraw upon the request

The credit of money upon the

Cash withdraw upon the request

Indicator of the economic entity request of the individual of the individuals
NC FC NC FC NC FC
Se 1.28 1.28 1.28 1.28 1.28 1.28
71 0.74 0.64 0.28 0.45 0.44 047
Sy 0.66 0.66 0.66 0.66 0.66 0.66
W 0.95 0.92 0.98 0.96 0.97 0.91
P 0.69 0.32 0.93 0.82 0.88 0.24
R 1.00 0.99 0.97 0.90
Value of statistic indicators of turnover dynamics of the Bank 4 by directions
Cash adding to the bank’s cash | Cash withdraw from the bank’s |  Admission of funds on the
Indicator desk cash desk request of economic entities
NC FC NC FC NC FC
u 63498195 12507793 63340166 12554295 187872361 22333394
Me 63188366 12974153 63102683 13186431 190090072 22088460
G 4513182 2230028 4297631 2153236 12731490 1628166
\Y 0.07 0.18 0.07 0.17 0.07 0.07
Ex -0.84 -1.39 -1.13 -1.31 -0.81 -0.99
SE 1.28 1.28 1.28 1.28 1.28 1.28
71 0.1 0.24 0.1 0.20 -0.44 -0.51
Sy 0.66 0.66 0.66 0.66 0.66 0.66
W 0.97 0.92 0.95 0.91 0.92 0.90
P 0.93 0.31 0.67 0.25 0.36 0.21
R 0.98 1.00
Cash withdraw upon the request | The credit of money upon the | Cash withdraw upon the request
Indicator of the economic entity request of the individual of the individuals
NC FC NC FC NC FC
n 187574441 22341465 14004826 1343611 14321532 1396779
Me 191002026 22178529 13426968 1270587 13611240 1269359
c 13348628 1759531 1379943 198919 1790597 265700
\ 0.07 0.08 0.10 0.15 0.13 0.19
Ex -0.64 -0.33 -1.39 091 -0.94 -0.36
Se 1.28 1.28 1.28 1.28 1.28 1.28
7 -0.43 -0.67 0.24 1.25 048 0.92
Sy 0.66 0.66 0.66 0.66 0.66 0.66
Ul 0.94 0.92 0.92 0.86 0.92 0.87
P 0.48 0.29 0.31 0.06 0.29 0.09
R 1.00 0.96 0.92 0.61
Value of statistic indicators of turnover dynamics of the Bank 5 by directions
Cash adding to the bank’s cash | Cash withdraw from the bank’s Admission of funds on the
Indicator desk cash desk request of economic entities
HB 1B HB HB 1B HB
u 63498195 12507793 63340166 12554295 187872361 22333394
Me 63188366 12974153 63102683 13186431 190090072 22088460
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Table 4

Value of statistic indicators of turnover dynamics of the Bank 5 by directions
Cash adding to the bank’s cash | Cash withdraw from the bank'’s Admission of funds on the

Indicator desk cash desk request of economic entities
NC FC NC FC NC FC

o 4513182 2230028 4297631 2153236 12731490 1628166
v 0.07 0.18 0.07 0.17 0.07 0.07
Ex -0.84 -1.39 -1.13 -1.31 -0.81 -0.99
Se 1.28 1.28 1.28 1.28 1.28 1.28
1 0.11 0.24 0.1 0.20 -0.44 -0.51
Sy 0.66 0.66 0.66 0.66 0.66 0.66
W 0.97 0.92 0.95 0.91 0.92 0.90
P 0.93 0.31 0.67 0.25 0.36 0.21
R 0.98 1.00

Cash withdraw upon the request

The credit of money upon the

Cash withdraw upon the request

Indicator of the economic entity request of the individual of the individuals
NC FC NC FC NC FC

n 3672006 607870 501964 178980 504947 182609
Me 3582667 582657 496463 174718 495670 187452
o 486335 127983 33424 26893 42488 29493
v 0.13 0.21 0.07 0.15 0.08 0.16
Ex 4.83 0.18 -0.64 2.70 0.22 -1.02
Se 1.28 1.28 1.28 1.28 1.28 1.28
7 1.82 047 0.50 0.81 0.05 0.00
Sy 0.66 0.66 0.66 0.66 0.66 0.66
W 0.83 0.97 0.96 0.91 0.96 0.97
P 0.02 0.92 0.75 0.23 0.81 0.83
R 0.97 0.98 0.87 0.57

*NC - national currency; ** FC - foreign currency

The variation coefficients are calculated to analyze the turnovers by operations of cash and clients’
funds withdraw and admission. The results of calculations show that for most banks fluctuations regarding
volumes of cash crediting and withdraw and funds on the current accounts of the legal entities are
absolutely correlated, i.e. it is reasonable to carry out the analysis only by one of the mentioned directions.
The coefficients of turnovers correlation on individuals’ funds crediting and withdraw upon the request are
lower, this index is 0.57 in the Bank 5 for funds in foreign currency on the individuals’ current accounts,
that indicates the difference in time of receipts and debits by these accounts.

According to the data of Bank 1, analysis of results in the calculation of the variation, excess,
asymmetry, Shapiro-Wilk criterion coefficients show small excess 10% of the variation coefficient, other
indicators point at inessential deviation from the normal distribution. Only by the legal entities’ accounts in
foreign currency, the Shapiro-Wilk criterion denotes inconsistency with the normal distribution law, and the
asymmetry coefficient shows the strong right-side asymmetry. One should mention that from the viewpoint
of risks analysis, «right tail» distribution analysis is significant, as features of the risk growth. Thus, despite
the small variation coefficient (0.7), high positive asymmetry coefficient may point at the unsystematic
factors’ influence on the bank’s turnovers amounts, among which there is a factor of the clients’ illegal

incomes legalization.
Statistic features, calculated due to the data of Bank 2 during 01.09.2017 - 01.07.2018 do not find
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great deviations of turnovers fluctuations from the normal distribution. The variation coefficients exceed
10% by turnovers on the economic entities” accounts, and by turnovers of funds in the foreign currency in
the cash desk and on the individuals’ current accounts. The asymmetry coefficient is positive by most
directions.

According to the data of Bank 3 and 4 calculations do not show essential deviations of the funds
turnover dynamics in cash desk and on the clients’ current accounts from the normal distribution law, that
proves the low risk of unsystematic factors’ influence on the bank’s work. The variation coefficient excess
of 10% in some directions is not essential.

Analysis of results from calculation of statistic features due to the data of Bank 5 demonstrates higher
turnover variation indicators than those in the other studied banks, particular in directions of cash withdraw
in foreign currency, credit and withdraw of funds in the foreign currency to the economic entities’ accounts,
the variation coefficient is 21%, that is close to the risk level. Besides, the Shapiro-Wilk criterion and
indicators of excess and asymmetry denote the great deviation from the normal distribution law of the
turnovers dynamics to credit and to withdraw legal entities’ funds upon the request, that claims attention
from the financial monitoring departments in the bank in this direction.

3. Banks’ grouping by the level of risk to use them for money laundering. In order to present
visually the results regarding the level of system quality to prevent and counteract the illegal income
legalization in banks and risk of unsystematic factors’ influence, the diagram is built (fig. 1). The risk of
unsystematic factors’ influence is calculated as a share of indicators number, which exceeds the normative
in a total number of the calculated indicators in the bank.

1

The high influence of unsystematic factors
Sufficient quality of the financial monitoring
system

The high influence of unsystematic factors
0,9 Insufficient quality of the financial monitoring
system

08
07
06
e

The low influence of unsystematic factors The low influence of unsystematic

The risk of unsystematic factors' influence on the bank

|
|
E 0.4 Insufficient quality of the financial monitoring } factors
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! I
Bank 3 | system
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Integral indicator of quality of the bank's system for prevention and
counteraction of the money laundering

Figure 1 - Dot diagram of the integral indicator of the system quality for prevention and
counteraction of the bank clients’ questionable incomes legalization and level of risk regarding
the unsystematic factors’ influence of the bank turnovers
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As it is shown in fig. 1 almost all studied banks are in the right lower quadrant with unsystematic
factors’ low-influence level on the cash turnovers and on the clients’ funds on the accounts upon the
request, but also with the low level of the system quality to prevent and to counteract the illegal incomes
legalization. Among the investigated banks, only Bank 1 is in the quadrant of the unsystematic factors’
low-risk influence and sufficient system quality to prevent and counteract the illegal incomes legalization.
Taking into account the bank’s size and its significance for the banking system in Ukraine on the whole, it
is necessary to improve the internal financial monitoring system in the bank by the defined directions. The
weakest position from the viewpoint of risk to use the bank’s service with purpose to legalize the illegal
incomes, according to data of fig. 1 is in Bank 5. The integral indicator of the system quality to prevent and
to counteract the illegal incomes legalization in this bank is only 29%, and at the same time, the indicator
of unsystematic factors’ influence risk on the bank’s activity is the highest among studied banks — 29%.

Thus, the calculation regarding statistic features of cash turnovers dynamics and bank clients' funds
on the current accounts enables to analyze the degree of unsystematic factors’ influence, as one of the
risk indicators to use banking services with purpose to legalize the illegal incomes, that is a base to improve
the internal financial monitoring system in the Ukrainian banks.

Conclusions and perspectives for further research. Formation of the qualitative system to prevent
and counteract the clients’ illegal incomes legalization is an important and difficult task for the financial
monitoring system development. The risk assessment to use banking services for illegal income
legalization takes a central place to provide the prevention and counteraction for money laundering. The
proposed methodic approach to determine the risk of the bank’s involvement in legalization has many
advantages, in particular:

— it considers external and internal microeconomic factors, which help or prevent the bank clients’
questionable incomes legalization;

— it has two main components — evaluation of the system to prevent and counteract the bank’s
legalization, which does not lose the subjective constituent, since the experts from banks are insiders and
answers the questions from questionnaires about their own activity and condition of the financial
monitoring, risks management etc. The second component is objective because it is based on the number
of bank’s operations and cash flows on its accounts;

— itis a convenient tool to identify banks, which are potentially engaged in the money laundering
processes, that provides economically grounded reasons, for example, to send National Bank of Ukraine
for inspection of these banks.

In future studies, authors will focus on the checking the hypothesis regarding the fact that more active
banks from the viewpoint of FinTech innovations introduction are less vulnerable in relation to their
involvement in the money laundering. For this reason, the technique of the bank’s innovative activity deep
assessment (in the context of technology) regarding the financial technologies introduction is being
developed.
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Ykpaika);

1. M. Ymymoea, 0.e.H., npochecop, Xapkiscbkuli HayioHanbHul exoHomidHul yHisepcumem imeHi CemeHa KysHeus (Xapkis,
YkpaiHa);
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OuiHka pu3nky 3anyyeHHs GaHKy A0 neranisauii CyMHIBHUX AOXOAIB 3 ypaxyBaHHAM BMNMBY BNPOBafRKEHHS
FinTech iHHOBaLil

Cmamms npucgsdeHa nNUmMaHHsM ¢hopmysanHs Memodu4Ho20 nidxody Ao OUiHIOBaHHS PUBLKY BUKOPUCMAHHS GaHKIBChKUX
nocnye 0ns nezanizayii cymHigHux 0oxodie 3 ypaxysaHHsM cmpimMkoeo po3gumky FinTech ivHogauili ma akmugHocmi ix
anposadxeHHs baHkamu. B cmammi npedcmasneHo epynu MikpOeKOHOMIYHUX chakmopig, siKi enfiusarome Ha npouecu nezanizauii
HesakoHHUX doxodig KnieHmig baHkis. Byno cgopmosaHo cucmemy iHOUKAMOPIG 3a KOXHOK 2PpYnok MIKPOEKOHOMIYHUX
8HYMpIWHb06aHKOBCLKUX Ma MiKPOEKOHOMIYHUX (KiieHmCbKuX) ¢hakmopig. 3anponoHosanull nidxid peaniayembcs 3a HaCmMynHUMU
HanpsMKamu: no-nepuie, iHmeapansHe OyiHIOB8aHHs Memodie onumyeaHHs ma makcoHomii cucmemu 3anobizaHHs ma npomuoii
nezanizauji doxodie baHKy sk cepedosuwia, 8 SIKOMy NOMEHUilHO Moxe 30ilicHiosamucsa eidmugaHHs Kowimig; no-opyee,
cmamucmuy4Hul aHani3 OuHamiKu hakmuyHUX nokasHuKis obcsizie onepayiti barKis, Wo Maomb nid8ULYEHUL PUUK BUKOPUCMAHHS
0na nezanisauii; no-mpeme, ouiHka akmusHocmi baHkie no enposadxeHHio FinTech iHHosauill. Pe3ynbmamu eukopucmaHHs
3anponoHo8aHo20 MemoOuYHo2o nidxody do3gonsoms cghopmysamu A8OMipHy MampUYHy Cmpykmypy, sika po3nodinse baHku Ha
2pynu 3 MakKcumasnbHUM, MiHiManbHUM ma cepeOHiM pu3ukom iX eukopucmanHsi Onsi 3HAmms Kowmis. byno dokasaHo, w0
PO3paxyHOK CmamuCmuyHUX xapakmepucmuk OuHamiku 2powosux 0bopomig ma Kowmig baHKigCbKUX KIlieHmig Ha NOMOYHUX
paxyHkax 00380/15€ npoaHanizysamu cmyniHb ennusy HecucmeMmamuyHux chakmopig, OCKinbKu e 0OUH 3 NOKa3HUKi8 Pu3uKy
8UKOpUCMaHHs BaHKIBCbKUX nociye 3 Memoto nezanizayii HesakoHHUx Ooxodis, Wo € 6a3ow 0511 8600CKOHANEHHs cucmemu
8HYMPIWHB020 (hiHaHCOB020 MOHIMOpPUHEY 8 yKpaiHCbKux baHkax. HacmynHi docnidxenHs 6ydymb cnpsMogaHi Ha nepesipky
2inomesu, wo binbw akmusHi 6aHKu 3 MOYKU 30py 8nposadxeHHs iHHogauill FinTech € meHw ypasnusumu wodo ix yyacmi y
8i0MuBaHHiI Kowmig.

KrtoyoBi criosa: puauk, neraniaavis, CyMHiBHuiA goxia, FinTech iHHoBai, npoTuais, BioMUBAHHS KOLLTIB.
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