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processes of organization and functioning of higher education institutions; 3) modernization 
of educational standards, taking into account the standardization of not only the forms of the 
educational process, but also intellectual and information tools and technologies that ensure 
the presentation of knowledge and effective communication between scientific and pedagogi-
cal personnel and students; 4) the results of experiments should be used as the basis for suc-
cessful education and training. 
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Yevseiev S., Polyakov A., Romashchenko N. 
 

CYBER THREATS CLASSIFIER OFAUTOMATED BANKING SYSTEMS 
INFORMATION RESOURCES 

  
In today's modern circumstances ofwidespread availability of computer systems and tele-

communications, an increase in the electronic documents circulation between banks and cus-
tomers, the transition to e-commerce, banking information resources (BIR) security issues due 
to natural and artificial factors become highly significant. The imperfection of strategic man-
agement of automatic banking system (ABS) IT security in Ukraine turns into a number of 
issues for the state banking sector, the main of which are unsystematic security, inconsistency 
of security mechanisms of ABS IT, especially in international bilateral and multilateral for-
mats, etc. 

An integral part of the security system development in the ABS is the formation of an In-
foSec management system based on the classification of not only BIR, but its modern threats. 
An integral part of BIR security problem is the problem of risk analysis. As a result of modern 
security metrics study, it has been determined that their effective implementation in the bank-
ing sector of Ukraine is constrained by a number of issues, in particular methodological  giv-
en the difficulty of obtaining harmonized quantitative and qualitative assessments. It is of sys-
tem-oriented key nature, and therefore requires a profound scientific and methodological 
elaboration and further research. 

The analysis of documents that have made a serious theoretical and practical contribution 
to the task solution of providing information security confirms the fact that in order to solve 
the tasks of providing the InfoSec, along with the formal methods of modeling processes and 
assessing the effectiveness of the functioning of security systems, it is necessary to use meth-
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ods of decomposition and structuring of systems and processes components, informal meth-
ods for assessing the efficiency of functioning and decision-making. This means that the sys-
tem analysis apparatus must be used at all stages of the information security systems life cy-
cle. 

The purpose of the work is to analyze modern approaches to the development of banking 
information resources security in the context of hybrid threats, development, taking into ac-
count the analysis of the advanced classifier, on the basis of synergistic approach and threat 
risk indicators assessment of intruders and the level of protective measures implementation. 

Today, two main groups of methods for assessing security risks can be clearly identified. 
The first group of methods allows you to determine the risk degree by assessing the level of 
compliance with a defined set of requirements for information security. The second group of 
BIR security risk assessment methods is based on determining the likelihood of attacks, as 
well as the level of losses. In this case, the risk value is calculated separately for each threat 
and in general is the product of the probability of the threat implementation to the magnitude 
of the potential losses from this threat. The value of losses is determined by the BIR owner, 
and the probability of threat implementation is defined by a group of experts who carry out 
the audit procedure. 

A distinctive feature of the first and second group methods is the use of various scales to 
determine the risk magnitude. In the first case, the risk and all its parameters are expressed in 
numerical, that is, quantitative values. In the second case, qualitative scales are used. 

Thus, the entire complex of issues related to the BIR security in Ukraine, namely, the In-
foSec, the CyberSec, the security of information (SI) in the ABS should be solved in a com-
plex and inseparable from each other way, coherently complementing and filling up each oth-
er, if necessary. 

Taking into account the interconnection of the hybridity of threats to the InfoSec, the Cy-
berSec, the SI to BIR, it is suggested to carry out the synthesis of BIR with typical threats in 
accordance with the synergistic model of threats to BIR. A distinctive feature of the proposed 
approach is to provide the necessary and sufficient conditions for the development of a new 
methodological basis aimed at achieving a synergistic effect in the field of providing security 
components (InfoSec, the CyberSec, the SI) of BIR in the conditions of hybrid threats not on-
ly in Ukraine but also in other developed countries. 

To draw up the metrics of threats on the basis of the synergistic approach proposed in the 
work of R. Hryshchuk and S. Yevseiev "Methodology of creating a system for providing in-
formation security of banking information in automated banking systems", use the approach 
of developing a threat classifier on the basis of the information-analytical model of the double 
ternary method proposed in works by S. Buchyk and O. Yudin's concerning the classification 
of threats to state information resources. 

Step 1. Formation of metric coefficients of threats by experts for security services. 
Step 2. Formation of threat identifiers by the components of the classifier. At this step, ex-

perts form the numerical value (code) of the threat ID for the relevant components of the clas-
sifier. 

Step 3. The choice of weight coefficients i, which determine the conditions for the emer-
gence of i-th threat. 

Step 4. Determining the implementation of each i-th threat, taking into account the proba-
bility of the attack emergence (its occurrence) is carried out in the expression: 

1

1
.

N
j j j j

i i i ik
k

w P P w
K

                              (1) 

Step 5. Determining the implementation of the occurrence of several threats to the selected 
service is calculated taking into account the expression (1). 

Step 6. Determining the total threat to the security components is calculated: 
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Step 7. Determining a generalized synergistic threat to the BIR.
, ,IB KB BI IB KB BI

synerg synerg synerg synergW W W W .                               (3)

Step 8. Determining the generalized synergistic threat taking into account its hybridity is 
calculated.

hybrid , , , I .synerg synerg synerg synerg synergW W W W W                   (4)

The results of the use of the classifier indicate that the modern cyber threats hybridity can 
increase the effectiveness of the synergistic approach almost three times and gain unauthor-
ized access to confidential information in the ABS. Therefore, the need to assess the indica-
tors of the intruder threat and the degree of implementation of security measures in organiza-
tions of the banking sector allows to obtain additional information about the current state of 
BIR security.

The advanced classification of threats to security of banking information resources is pro-
posed, which, unlike existing ones, is based on a synergistic model of threats, which allows to 
classify threats to security components, types of services and levels of automated banking sys-
tem infrastructure hierarchy, to assess the synergy and hybridity of threats to information se-
curity, cybersecurity, the security of information, the likelihood of their impact on the banking 
information resources security. A software tool that implements an advanced classifier is de-
veloped.

Gorodnov V., Lazebnyk S.

EVALUATION METHOD FOR THE RELATIVE AMOUNT OF IMPORTANT
STATE OBJECTS WHICH DEFEAT CAN BE PREVENTED WITH USE

OF THE COMPONENTS OF THE AIR DEFENSE SYSTEM

Within the evaluation method of the relative number of important state objects, the defeat 
of which in the conduct of hostilities can be prevented, the main components of the defeat 
process and the expected defeat types for such objects are taken into account. The presented 
practical results of calculations carried out according to the method testify in favor of the pos-
sibility of its use for evaluating functioning effectiveness of the anti-aircraft missile-artillery 
and air cover subsystems in the country's air defense system.

During the initial period of defensive military operations, the task of existing groups of 
troops and forces may include mobilization, deployment and creation within the main areas of 

country, and also seize the strategic initiative in the war. To counteract these tasks fulfillment, 
enemy can use massive air strikes against troops and objects and use manned and unmanned 
aerial assault weapons for these purposes.

In the air defense system, subsystems of anti-aircraft missile-artillery (ZRV) and fighter-
aviation cover (VA), as well as subsystems of radar reconnaissance and electronic warfare, 
are being created to destroy aerial assault weapons. Stated subsystems must ensure the protec-
tion of important state objects and the Armed Forces within the places of their location and 
deployment, as well as operational creation of groups of troops and forces in the main lines of 
action of the enemy.

Air defense system tasks execution reliability depends on its composition, organizational 
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