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«IHTepHeT-)KyPHATICTHKA TAa HOBITHi TEXHOJIOTII B Cy4YacHHX Mexia»

CEKIIIA 1.
ICTOPWYHI, TEOPETHYHI, TEXHIYHI ACTIEKTH IHTEPHET-
FKYPHAJICTAKH

Maxkcum JlyaueHko, 3000ysau nepuio2o
(bakanaspcvko2o) pieHs euwoi oceimu
Gaxynomemy MidCHAPOOHUX GIOHOCUH 1
cypHanicmuxu Xapkiecokoeo
HAYIOHANLHO20 eKOHOMIYHULU YHIgepcumemy
imeni C. Kyzneys.

Haykoeuit kepienuk — kanouoam
neoa2ociuHux HayK, 0OYyeHm

Kamepuna Apecovko

BUTOKHU IHOOPMALIT Y CYUACHOMY KYPHAJICTCHKOMY
PO3CJIAYBAHHI: AHAJII3 METOAIB 360PY, IIEPEBIPKA TA
BUKOPUCTAHHA

Cmamms  6ucimnioe GUKIUKU MA MONCIUBOCMI, AKI BUHUKAIOMb  OJA
JHCYPHANICMIB VY 38'A3KY 3 GUKOPUCMAHHAM 31AMAHUX OAHUX Y PO3CNIOYBAHHSX.
Obeosopiotouu  emuyHi ma WOPUOUYHI NUMAHHA, Y cmammi NiOKPecIoEmMbCsl
BAJCIUBICML  30ANIAHCOBAHO020 NIOX00Y 00 BUKOPUCMAHHA YUX IHOOPMAYIUHUX
pecypcie. Hagoossmuvcsi npukiaou peaibHux po3ciioyéans, 0e 31AMAHA IHpOpMayis
BUABUNACS YIHHOIO, A MAKO}C HA2ONIOULYEMbCS HA 3HAYEHHI (hakmueKiney ma oe3nexu
npu pobomi 3 XaKepCoKUMu UMOKAMU.

Kniowuosi cnosa: cypuanicmcoki  po3cnioysamms, 6umoxu, poooma 3
ooicepenamu, xakepu, pakmuexine, Kibepsilina.

CyuyacHuil CBIT TIEpENOBHEHUIN pPI3HOMAHITHOIO 1HOpMAIli€l0, SKa CTae
OCHOBOIO JJisi 0ararb0X >KYpHAJICTCHKUX pO3CIiAyBaHb. 30UIbLIEHHS OOCATY Ta
JOCTYITHOCTI 11i€i 1H(OpMAaIli BIIKpUBAE HOBI MOXJIMBOCTI JJIS >KYpHAJICTIB,
OHOYACHO CTaBJISIYM Tepell HUMM CKJIaJHI 3aBIaHHS 3 ii MepeBIpKH, aHAI3y Ta
BUKOPUCTAHHS.

s crarts mnpucBsyeHa BUBYCHHIO BUTOKIB 1HGoOpMalii Yy CydacHOMY

KYPHAIICTCBKOMY PO3CHiyBaHHI Ta aHalIizy METOAIB 1i 300py, MNepeBipkH Ta
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BUKOPUCTAaHHs. METO € BHUCBITJICHHS BaXJMBOCTI MPaBWIBHOTO TIiAXOMY M0
OTpUMaHHSI Ta 00pOoOKM 1HQOpMAIIil B MPOIECI PO3CTIAYBaHHS, @ TAKOXK BUSIBICHHS
KJIFOYOBHMX ACIEKTIB, SIK1 BIUIMBAIOTh HA MOT0 Pe3ylIbTaTUBHICTh Ta 00'€KTUBHICTD.

HamionaneHuii  mpoekT 3 MemiarpaMoTHOCTI  «®DiabTp», OpraHi3OBaHHI
MinicTepcTBOM KylIbTypu Ta iHQOpPMAaLIWHOT MOMITHUKKA YKpaiHW, BH3HA4Ya€ BUTIK
iHpopMmalll SK HEKOHTPOJIbOBaHE Ta HeOa)kaHe PO3MOBCIOKEHHA 1HQopmMaiii y
Mepexi [9, c. 2].

3rigno 3 knacudikamiero Criena ['ecca Bin 1984 poky, MOTHBU BUTOKY MOXKHA
KJIacu(iKyBaTd HACTyMHUM YHHOM: BHTIK «E€ro» CIpsSMOBAaHUM Ha HaJaHHSA
iH(dOopMalii 3 METO 3a0BOJICHHS MOYYTTS BJIACHOI 3HAYYIOCTI; BUTIK JOOPOi BOJII
B1IOYBAEThCA 3 METOI OTPUMAaHHA MailOyTHHOI MOCIYrd abo 3aBOIOBAHHS JOBIpH
KypHaJIicTa; BUTIK iHpOpMAIll Ipo MOJITUKY Ma€ HaMaraHHs BIUIMHYTH Ha TIEBHHI
IaH a00 TOJITHYHI PIIICHHS, BUTIK BOPOXXKHEYl BUKOPUCTOBYETHCS AJIs 3BEACHHS
paxyHKiB, pO3TOJIOLIYIOUH 1H()OPMALIiIO 3 METOIO0 TIOCTABUTH 1HILY 0CO0y B HE3pYUHE
CTaHOBHUIIE; BHUTIK MPOOHOI Kyl po3roiomye inaero, sika nepeOyBae Ha crafil
pO3MISALY, 3 METOI0 OLIHKH CHPUHHATTS i1 CYCHUIBCTBOM; BHUTIK «BUKpPUBauya»
3IIACHIOETHCS 3a3BMYall KaJIpOBUM IPALlIBHUKOM, SIKUH 3BEPTAETHCA A0 MPEcH SK 10
OCTAHHBOI'O 3aco0y JJIsi BUIIPABJICHHS HECIPABEMJIMBOCTI, 110 HOMY BlJIOMa uepe3
HEMOXXJIMBICTb JIOCATHEHHS I1iJ1eH Yepe3 ypsiioBi kaHanu [2, c. 77].

3Baxkarouu Ha Te, 0 y 1984 poiii peHoMeHy XakepChKHUX «3JIUBIB» HE 1ICHYBAJIO,
3 TMOSIBOK0 HOBUX TEXHOJIOTIA Ta 3pOCTAHHSAM POJII XaKepiB y JKUTTI CYCIUIbCTBA,
OCOOJIMBO TMiJI 4Yac POCIMCHKO-YKPAiHChKOI BIMHU, JKYpHAJICTH BCE YaCTIIIE
3BEPTAIOTHCA IO MarepiamiB, ski Oynu 3400yTi nuisixoM 3iamy. Ll TeHmeHiist crae
PE3YyABTAaTOM 3pPOCTAIOYOi JOCTYIMHOCTI N0 BEIMKHUX oOcATiB iHpOpMarii depes
Ki0epaTaky, BUTOKH JJaHUX Ta 1HII (OPMU XaKTHBI3MY.

«KibepBiitHa — sBuUIE BIJTHOCHO HOBE... MM CTOIMO Ha TIOpO31 MEpIIOi
YKpaiHCBKO-POCIMCHKOI  KIOEpBiiHM, — TMpo 1€ 3aiaBUB OQIUIHHUI  crikep
VYkpaincbkoro kioepanbsncy lllon Tayncenng y 2016 pori, — s KaTeropu4HHIA
npotuBHUK ctuimo WikiLeaks. Indopmarisi, ckumana y Beaude3Hy KyIly, BTpadae

IIHHICTh. BUHMKAIOTH CKaHAAIM Ta CBapKH, Yyepe3 Kl JyXKe JIETKO BIIBEPHYTH yBary
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myOJIiKM Ha 1IOCh 1HIIE... 3 1H(pOpMAIli€el0 MOXKHA 1 Tpeba mpalroBaTy, sK 1 3 Oy/b-
SIKAM 1HIIIUM MaTepiajoM — BUTUCKAIOUU HAacyXo [S]».

PoGota 31 3mamamu cTae Aisi KYpHAIICTIB BUKJIMKOM 3 TOYKH 30pYy €THKU Ta
3aKOHHOCTI, MPOTE€ BOJHOYAC MOXKE BIAKPHUBATH HOBI MOMJIHMBOCTI JUISI PO3KPHUTTS
npaBauBOi 1H(OpMAIIii Ta PO3CIiAyBaHHS CKIAJHUX CYCIUIbHUX MpoOJieM, a MiJ 4ac
BeICHHsI OOMOBHUX NI MOJAEKYIU MOXKYTh MaTH ¥ CTpaTeriuie 3HaueHHs Ui JepKaBu.

Konmumnit mMixkHapomuuii pemaktop bropo KypHamiCTCBKMX pO3CIiAyBaHb
Jlxeitmc bonn 3a3Havae, 110 PI3HUIS MDK 3JJaMOM 1 BUTOKOM HiKolu He OyBae
YITKOI0. «3aKOHU OLIBIIOCTI KpaiH BU3HAYAIOTh 371aM SIK JIOCTYI JI0 JAHMX, J0 SKUX
BU HE Mae€Te IpaBa JOCTYyMy, ad0 JOCTYI JO IiIed, A0 SKUX BU HE MOBHHHI MaTH
noctym» [4].

SIckpaBUM TPHUKIAZOM CYy4acCHOTO BHKOPHUCTaHHS 3J7amaHoi iHdopMmarii y
KYPHAITICTCHKUX PO3CIIAYyBaHHAX MOXE MOCTYKUTH Xakepcbkuit mpoekT KibOrg. V
CKJIaZli KOMaHIIA, CYASYH 3 CAWTy, € KYpPHATICTH, SIKi OOpOOJAIOTh BEIWKI MacHUBU
3maMaHoi iH(opmarlii, BUCBITIICHI Y 4yuciIeHHUX aomnucax [7]. Hampukman, y 2023
poui xakepceke yrpynoBaHHs KibOrg oTpumasio HOCTyN J0 MOLITOBOIO CEpBEPY
«aIMiHICTpaliif» OKymoBaHoi JlOHEYYMHH, SKUH MICTUB pPOOOYl JOKYMEHTHU
3arapOoHukiB 3 2016 poky. Xakepu BUKIAIW y MEpEXY IOHAJ MiBTOpa TepadaiTu
JAHUX, SIK1 [IUTKOM MOXKYTh MaTH MIPAKTUYHY KOPUCTH TSI )KYPHAJIICTIB PO3CIIiAyBayiB
y JOBTOCTPOKOBIHM MEPCIEeKTUBI [3].

3BaXkalouu Ha IOPUIUYHI, @ TAKOXK €TUYHI 3arpo3H, Ki MOXKYTh MICTUTH BEJIHKI
37laMUd HenerajnbHoi iHdopmarii, [obanpHa Mepexa >KypHAIICTIB pPO3CIITyBayiB
(GIJN) panuTe KOpUCTYBaTHCS JIMIIE TEPEBIPEHUMH apXiBamH, sKi (UIBTPYIOTH
Butoku [4]. IliBropa Tepabaiitu, 3700yTi xakepamu KibOrg, Oynu ampoboBaHi
HEKOMEPILIIHOI0 JKypHAJIICTChKOIO opranizaiiero DDoSecrets, sika cremnianizyerses
Ha myOmikaiii Ta apxiByBaHHI BUTOKIB iH(OpMaIlii, a Takok Ha OE3KOIITOBHIN
nepenadi JaHuxX y CyCcHuIbHUX 1HTepecax [1].

Kpim Toro, y mepexi Takok MOXKHA 3HAWTH HU3KY pO3CIiAyBaHb Ha TEMY
BUKpaJieHb Poci€ro yKpaiHChbKUX JITEH, sIKI OyJIM YaCTKOBO 3aCHOBaHI Ha XaKEPChKUX

JOKyMEHTax, oTpuMaHux Big xakepiB KibOrg. Taki po3ciigyBaHHS BUHIUIA Yy
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xKypHaimcTiB npoekty «Cxemu» (Pamio CBobGoma) Ta arentctBa Reuters [8] [6].
BuxopuctanHsi 37aMaHUX JOKYMEHTIB Yy TaKUX PO3CHIAYBAHHIX MIJIKPECIIOE
BaXIIMBICTh JIOCTYIY 10 KOH(]ieHIIHHOT iHdOopMaIliil 11 )KypHAJICTIB y 60poThOi 3a
mpaBa Ta Oe3MeKy HaWOUTBINI BPa3IMBHUX 4WiIEHIB cycmiibcTBa. OCOOIMBO B YMOBAX,
KoMy 37100y TH 1H(OPMAITit0 Y OUTBIN JETATbHUX IUIAX HE € MOKITUBHM.

VY 000x BUMaAKax pO3CIiyBaHb, XYPHAJIICTU MPOBEIU (PAKTUEKIHT «3ITUTOI»
1H(bOpMAIIii UIIXOM CIIBCTaBJICHHS PEeaJIbHUX MOJiH, 1110 OyIu BUCBITICHI y Meia, 3
orpuMaHoio 1Hpopmamiero. [lpodeciiinuii  ¢dakTyeKiHT J03BOJSE TMEPEBIPUTH
JIOCTOBIPHICTh Ta TOYHICTh OTPUMAHO1 1H(OpMaIlii, 100 YHUKHYTH PO3MOBCIOIKEHHS
HEJOCTOBIPHUX JJaHUX a00 MaHIMYJISAIIIH.

KypHanicTi BUKOPUCTOBYBAJIU SIK 3arajlbHONPUNHATI JiKepena iHdopmallii, Tak
1 1HII BIAOMOCTI, SIKI OyJM BXXKE€ BHUCBITJIIEHI B MeJia, JIJIsi TOPIBHSHHS 13 3J1aMaHOIO
iHpopmarmiero. Ileir migxim gormomarae BCTAHOBUTH aBTEHTHUYHICTH TPEACTABICHUX
JaHUX Ta BU3HAYUTH MOXKJIMBI aCIEKTH, SKi BUMAararoTh JOAATKOBOTO JOCIIIKEHHS
YH MEPEBIPKHU.

@DakTYEKIHT € BAXJIMBUM €TaoM Yy MPOLECi KYpPHATICTCHKOTO PO3CHiyBaHHS,
0COOJIMBO KONU JiKepeno iHdopMaili Moke OyTH CYMHIBHUM UM MAa€ TMOTEHIIHHI
MOTHBM BUKpHBaTH ab0 mpuxoByBaTu NeBHI (aktu. Lle crpusie miaTpumilii BUCOKOTO
CTaHJIapTy JOCTOBIPHOCTI Ta MpodeCioHaTI3MY Y )KYPHATICTHIII.

VYCBIIOMITIOIOUM  CKJIQJIHICTh ~aHaI3y BEJIMKUX MACHUBIB 3JIMTHX JaHUX,
KYPHAIICTH TPOJOBXKYIOTH PO3POOJISATH CHEllajibHI MpOorpaMu ISl TOJIETIICHHS
uporo npouecy. OJHUM 13 TAKUX IHCTPYMEHTIB € MporpaMa IHTEPAKTUBHOIO aHali3y
naaux OCCRP Aleph. IHcTpymMeHT m03BOJsi€ KypHaTiCTaM MIBHIKO 1 €(PEKTUBHO
aHaJli3yBaTH BeNHKI oOcsru iHpopMarlii, 3100yTi HUIAXOM PI3HUX BHUTOKIB JaHHX.
3aBmsikn MOKIHBOCTSAM Aleph cBiT mo6a4mB HE OfHE MacIITaOHE PO3CIHiTyBaHHS, a
KYPHAJICTCHKMM MaTepiajiaM, 3aCHOBaHMM Ha BHUTOKax Panama Papers, Paradise
Papers To1110, MpUCBAYEHO HE OIHE HAYKOBE JIOCIIII>KEHHSI.

Mu BBaxkaemMo, 1110 KYPHaJIICTA TTOBUHHI KOPUCTYBAaTUCS XaKePChKUMHU 3JIMBAMHU
y CBOIX pO3CHiAYBaHHSIX, OCKIIBKM BOHHM MOXYTh CTarH I[IHHUM J[KEpPEIoM

iHdopMmarii IS BUKPUTTSA CKJIAJHUX COLIaJbHUX TipodieM. OJHAK BaXXJIMBO
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JOTPUMYBATUCS TIpaBWJ Oe€3MeKr Ta eTUYHUX CTaHJapTiB, 1100 YHUKHYTH
MOPYIICHHS 3aKoHy. PEHOMEH XaKepChKUX «3JIMBIBY» MOTpeOye OUIbII HIMPOKOrO
HAYKOBOTO JIOCIIJIKEHHSI, 100 3p03yMITH iX BIUIMB Ha CYCHLUIBCTBO, KYPHATICTHKY Ta
MIPABOBY CHCTEMY, & TAKOX PO3POOUTH €(HEKTHUBHI MEXaHI3MH 3aXUCTY BiJ] MOKIIUBHX

HETAaTUBHUX HaCJ'IiI[KiB BUKOPUCTAHHA TAKHUX JAHUX.
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Ipuna IBaHIOK, 3000y8auka nepuioco
(baxanaspcvkoeo) pieus suwoi oceimu
Hasuanvno-nayrxosoeo incmumymy
NCUXONIO2IL MA COYIATbHUX HAYK
MixcpecionanvHnoi Akademii ynpageninHs
NepCOHALOM.

Haykoeuii kepisnuk — kanouoam
Qinonoziunux nayx, npoghecop xagheopu
aocypuanicmuxu I'anna Xonoo

MNOHATTSA «IMEPCUBHOI )KYPHAJICTHKW»

YV yiti cmammi pozensanymo NOHAMMA «IMepPCUBHOI dCypHanicmuku (abo
HCYPHANICMUKU 3AHYPEHHS)». BUCBIMIIEHO ICMOPUYHI 8I00MOCII NPO il 3APOONCEHHS
AK  pI3HOBUOY iHGoOpmayiuHoi OisinbHOCmi, chneyug)iKy, 6usueHO HAYKOGI npayi
0oCcnioHuKie, 30Kkpema  yKpaincvkux. Haeedeno npuknaou npucmpoie  0Jis
8IOMBOPEHHS IMEPCUBHO20 KOHMEHMY.

Kniouosi cnosa: imepcuena iCypHanicmuxa, JCYPHALICMUKA 3AHYPEHHS,
posuuperna peanvricme (XR), sipmyanvna peanvricme (AR), donoenena peanvricmeo
(AR), smiwana peanvricmo (MR), hopmam 360°.

TexHONMOriYHUN  PO3BUTOK  3yMOBHUB  (DYHKIIIOHYBaHHS  1H(OpMaIliitHOTO
CYCNUJIbCTBA, IO B CHJIy CBOrO TMPOrpecy, NoTpedye 3alydeHHs IHHOBAIIHUX
MiIXOMIB Uil 3aJI0BOJICHHS MOTped. BuUKOpUCTaHHS  IMEPCHUBHHMX TEXHOJOTII B

KYPHAIICTCBKIN JISUTBHOCTI BHJIO3MIHWJIO 3BHYHY (OpMY KOMYHIKaIli Meia 3
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