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MPOIIEC JEKJIAPYBAHHSI ITPO®LIIB BE3IEKHA IH®OPMAIIIL

Beryn

HoBi BUKIHKHN y cdepl 3axucTy iH(opmamii Ta KibepOe3mekn BHMararoTh BiJ Jep/KaBH Ta
BJIaCHHKIB 1H(GOpPMAIITHIX aKTHBIB 3aCTOCOBYBATH HOB1 TEXHOIIOT1] 3aXHCTY 3 METOO IiBUINEHHS
e(eKTUBHOCTI BIIPOBA/UKEHHS Ta BHKOPHCTaHHS 3aco0iB 3axmcty. ToMy Ha ChOTOIHI 3 SBHIACH
HaralbHa moTpeda y MojepHI3allli BITYN3HAHOI HOPMATHBHOI 0asnu y cdepi 3aXHCTy 1HQOpMaIIii.
MojepHizallis HOpMaTHBHOI 0a3l Mae MPOBOIUTHCS YV HAaIpSIMKY TapMOHI3allli 3 MIKHAPOIHIMHI
CTaHIapTaMH, a TAKOXK BPaXOBYBATH JOCBIJI CBITOBHX JIijiepiB y miii ramy3i — €C ta CIIIA.

ITo cyTi, maHa poboTa PO3TIILIaE MPOIleC peari3allii eKCIepHIMEHTaIbHOTO MPOEKTY 3 IeKIapy-
BaHHS BIAMOBIIHOCTI KOMIUIEKCHHX cHcTeM 3axucTy 1H(opmamii (KC3I) B iHbopMmariiianx (IC),
eIeKTPOHHUX KOMYHIKAIIHUX Ta 1H(QopMamiiiHo-koMyHIKamiitanx cucreMax (IKC), cTBopeHHX 3
BHKOPHCTaHHAM Tpodi1iB Oe3nekn iHopmarii. OcoOIHBICTIO ITOIaHHA MaTepialy € 3aCTOCYBaHHS
MIPOIIECHOTO IIIXOY IMOJ0 PO3KPHTTS HOPMATHBHO-TIPABOBHX JOKYMEHTIB, IO PEITTaMEHTYIOTh
MIPOBEICHHS eKCIIEPUMEHTAIBHOTO IPOEKTY 3 JeKIapyBaHHA BianoBiqHOCTI KC3I 3 BHKOpHCTaHHSIM
npodimip Oe3mexn iHGOpMAIIii.

BBakaemo, 10 akTyaIbHHMH Ta HEOOXITHHMH NHTAHHSIMH, SKI PO3TJISHYTI B CTAaTTi, OyIyTh
MMITaHHS HaJaHHA HaBYAIbHO-METOIIYHOI JOIOMOTH BIaCHHKAM (pO3IOpSIHHKAM) CHCTEM, SKI B
YMOBaxX BeJIeHHS BIITHH 3 pociiichbKoro (heaepaliie€lo ToToB1 B3ATH Ha ceOe BIIMOBITANBHICTE 3a ede-
KTHBHICTh peani3oBaHux 3axoiB 3axucty IC, IKC, mo 35ax0oaThes i IXHBOIO eKCILTyaTalll€ero.

1. AHaJi3 craHgapTiB, HA AKHAX MOOYI0BaHI cHCcTeMH 3axucTy iHGopmamii
B iHpopManiiiHIX, eJIeKTPOHHUX KOMYHIKANiHHHUX
Ta iHpopMaNiHHO-KOMYHIKAIHHUX CHCTEMAaX

Ha cporoani mig 3abesnedeHns Oesnekn iH(opMaIlii, o 00poOIIeThCS ¥ CHCTEMI, 3a3BHYall
3aCTOCOBYIOThCS KOMILIEKCHI cucTeMn 3axucty iH(opwmarii (KC3I), cucremn ympaBiiHHA 1HQOP-
MariitHoro 6e3nekoro (CYIB) [1] Ta cuctemn Oe3nekn iHpopMarii (CEI) [2]. Takoxk MoKHA BHKO-
PHCTOBYBaTH BHMOTT Ta peKOMEeHIaIlli J0 3abe3neueHHs Oe3nekn iH(opmarrii, o Hagae NIST SP
800-53 [3]. Takox po3poOIeHHIT IHIHIIT MIAX1T 0 3aXHCTY 1HMOpMaIlii, 0 3aCHOBYEThCA Ha BUKO-
puctanHi 6azoBux npoduriB 6e3neku (BIIB) [4].

be3yMoBHO, KOkeH 3 ITNX IMIIXOMIIB 10 3a0e3meueHHs Oe3mekH 1HGopMaIli Mae cBOI IepeBaru
Ta Hemomku. [IpoBeaeH1 aBTOpaMH CTaTTI JOCTIKEHHS JO3BOJILIH IIPOAHAII3yBaTH Ta 3pOOHTH
BHCHOBKH IIIOJI0 TI€peBar, HeJOMIKIB Ta MOKINBOCTEI 3aCTOCYBAHHS KOKHOTO 3 MIAXOIIB 10 3a0e3-
MeueHHs 0e3MeKku 1HpopMarii.

CtBoperns KC3I e BakIHBHM KpOKOM I 3a0e3ledeHHS Oe3leKH JaHHX Ta BIAMOBITHOCTI
3aKOHOJIaBCTBY, aje MoTpeOdye 3HAUHUX pecypciB Ta KBamidikaIii 11g eeKTHBHOTO BIPOBAIKSHHS
Ta MIATPUMKH.

CtBoperns KC3I mae cBoi IepeBaru Ta HeJIOMIKH, K1 BapTO BpaXOBYBATH IIiJT Yac IPHITHATTS
pIIIeHHS 1010 1X BIIPOBaKeHHA [S].

Jlo mepeBar MOHa BITHECTH HACTYITHE:

1. ITligummeHnii piBeHs Oe3nekn: KC3I 3abe3nedyroTs OaraTopiBHEBHIT 3aXHCT BiJl pI3HOMAHIT-
HHX 3arpo3, TaKNX K BIPYCH, aTaKH XaKepiB, BUTOKH 1H(OpMAIIii Ta 1HII KiOep3arposm.

2. BiamoB1IHICTh 3aKOHOIABCTBY: BIIpoBakeHHS KC3I qomoMarae oprasi3aliisiM BiIITOBIIATH
BIMOTaM HaIllOHAIBHOTO Ta MIKHAPOJHOTO 3aKOHOIaBCTBA 110,10 3aXUCTY 1H(hopMatii.
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3. 3axuct koH}p1eHiHIX qaHnX: KC3I 103Bonsa0Th 3a0e3neunTi KOHMIASHIIIHICTS 1 IUTiC-
HICTh KpHTHYHO Ba/KIHBOI 1H(OpMAITii, 110 3HIKYE PH3UKH BTpaTH ad0 BUKpaaeHHS JaHHX.

4. BesmepepBHICTh OI3Hecy: 3aBISKH 3axXHINeHI 1HQPacTpyKTypl 3MEHIIYIOTHCS PH3UKH
MPOCTOIB 1 BTPATH JaHHX, IO CIpHse Oe3MepepBHOCTI Ta CTaOLIFHOCTI O13HEC-TIPOIIECIB.

5. IligBUINEeHHS JOBIPH KJIIEHTIB 1 HMapTHEPIB: HASBHICTh CepTH(IKOBAHOI CHCTeMH 3aXHCTY
1HbOpMaIii IABUIYE J0BIPY KIIEHTIB 1 IMapTHEPIB, IO MOXkKe OYTH KOHKYPEHTHOIO IlepeBaror Ha
PHHKY.

JTo HeIOITIKIB MOJKHA BITHECTH:

1. Bucoky BapTiCTh BIOPOBAKEHHS Ta IMIATPHMKH: pO3poOKa, BIPOBAKEHHS Ta MIATPHMKA
KC3I MokyTh OYTH I0CHTh BUTPATHUMH, OCOOINBO LI MATNX Ta CePEeIHIX MIAMPHEMCTB.

2. CxnaaHicTh yrnpaBaiHHS: yrnpaBmiHHES KC3I BiMarae BHCOKOT0 piBHS KBamiQiKallli mepcoHa-
Ty, IO MOKe OYTH BHKJIHKOM JUIS KOMITaHIH, K1 He MalOTh BIATIOBIIHHX PECYpPCIB.

3. 3HIKeHHS MPOAYKTUBHOCTI: JesKl 3aCO0H 3aXHCTY MOKYTh BIUIMBATH Ha MPOIYKTHBHICTb
CHCTEM, YIIOBUIbHIOIOYH poOOTY KOPHCTYBA4iB 1 IPOLIECIB.

4. HeoOxiaHICTh peryaspHoro oHoBleHHSA: KC3I nmoTpeOyrOTh peryIsSpHOr0 OHOBICHHS JUIA
3aXHCTY B1J1 HOBUX 3arpo3, [0 BUMArae J0JaTKOBHX BHTPAT Ta 3yCHIIb.

5. ITotenmiiiHi mpoGiemn 3 iHTerpamiero: iHTerpamis KC3I 3 iCHYIOUHMH CHCTeMaMH MOjKe
OyTH CKJIaIHOIO 1 BUMaraTH 3HaYHHX 3yCHIIb I 3a0e3MedeHHs CYMICHOCTI Ta KOPEeKTHOI poOOTH.

CtBopenHs Ta 3actocyBaHHS CVYIb € BaxImMBHM UIsS 3a0e3neueHHS KOMIUIEKCHOTO 3aXHCTY
1HbOpMaIii Ta BIAMOBIIHOCTI HOpMAaTHBHIM BHMoraM. [IpoTe, mpoliec BIpoBaKeHHS Ta MITPHM-
KH TaKUX CHCTeM MoOke OyTH CKJIQJHHM Ta 3aTpaTHHM, IO BUMarae peTelbHOTO IUIAHYBaHHS Ta
HasBHOCTI BIAIIOBIIHUX pecypciB [1].

CVIb € Bax)IHBUMH IS 3aXHCTy JaHHX Ta 3a0e3ledeHHS Oe3meKH 1H(GOpMAIiiHIX aKTHBIB
oprasizariii. Po3risHeMo nepeBari Ta HeI0JIKH CTBOPEHHS Ta 3aCTOCYBaHHS TaKHX CHCTEM.

[IepeBaru:

1. Cuctemunii maxia go 6esnexu: CYIB 103BOMIAIOTH cHCTEMaTH3yBaTH Ta CTaHIapTH3yBaTH
MpollecH YIpPaBIIHHA Oe3lekor 1HQopMarii, o crprse OUThIl edeKTHBHOMY BHSBICHHIO Ta
pearyBaHHIO Ha 3arpo3I.

2. BiAMOBIOHICTh CTaHIapTaM Ta HOPMAaTHBHHUM JoKyMeHTaMm: BipoBamkeHHS CYIB momoma-
rae OpraHi3aIisM BIAMOBIIATH MUKHAPOJHHM CTaHAapTaM, HampHkiaa, TakuM sk ISO/IEC 27001,
Ta BIMOTaM MICIIEBOTO 3aKOHO/1aBCTBA, III0 MOXKe OYTH KPUTHYIHUM ISl OaraThOX raiyseii.

3. 3amkeHHs pu3nkiB: CYIB 103BOJISIOTE 11eHTH(DIKYBATH, OIIIHIOBATH Ta YIPABIATH pH3HKa-
MH, III0 3HIDKYE IIMOBIPHICTh BUHIKHEHHS 1HITIASHTIB 1H(QOpMAaIIIiTHOI Oe3MeKH.

4. TlokpamieHHS pemyTalii: HasBHICTh cepTHdikoBaHoi CVYIB miaBumIye 0BIpY KIIEHTIB,
MapTHepIB Ta aKIIOHEPIB J0 KOMIIaHii, MOKPANIYIOUH i IMIK Ha pHHKY.

5. IligBumieHHs eeKTHBHOCTI O13Hec-TponeciB: iHTerpamis CYIb Moxke COpHSATH ONTHMI3AMI]
O13Hec-TIpoIeciB Ta MOKPAIeHHIO YIIPaBIIHHS 1HQOPMAITIITHIIMA aKTHBaMI.

6. 3abe3neuenHs Oe3nepepBHOCTI O13Hecy: CYIb momomararoTh 3a0e3MeUnTH CTIHKICTh OpraHi-
3arii 10 1HIIISHTIB Ta aBaplitHIX CHTYaIIlil, 1110 cpHsie Oe3lepepBHOCTI O13HECY.

Henmomiku:

1. Bucoka BapTicTh BIPOBA/UKSHHS Ta MIATPHMKH: CTBOpeHHS Ta miaTpuMka CYIB MOXyTh
OyTH JOpPOTHMH, 1110 MOKe OYTH CYTTEBUM BHEKJIIKOM IS MAIHX Ta CEPeIHIX MIAMPHEMCTB.

2. CKJIaIHICTh BIPOBAKEHHS: Ipoliec BipoBakeHHS CYIb Moxke OyTH CKIIagHIM 1 BUMaraTH
3HAYHHUX 3yCIIb Ta Yacy JUIS aJanTaliii ICHYIUHX MPOIIECiB Ta HaBUaHHS epPCOHAIY.

3. HeoOX1IHICTh TOCTIITHOTO MOHITOPHHTY Ta oHOBJIeHHA: CYIB moTpedyroTh peryaspHOro
MOHITOPUHTY, ayIUTy Ta OHOBJICHHS UIA 3a0e3MeueHHs akTyalbHOCTI Ta e()eKTHBHOCTI, M0 MOTpe-
Oye I0MaTKOBHX pecypciB.

4. CxiagHICTh YHpaBIIHHS 3MIHAMH: BIPOBAUKCHHS HOBHX IOJMITHK Ta IPOIEIYpP MOKE
3yCTpITH omip 3 OOKYy IepCcoHaly, 10 MOTpeOye M0JaTKOBHX 3YCHIIb /I YIPaBIIHHA 3MIHAMH Ta
HaBYaHHS.
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5. 3HMKEHHS THYYKOCTI: JIesKl KOMIIaH1i MOKYTh BHSIBUTH, 1110 CYBOpe JOTPUMaHHS HOJITHK Ta
npouenyp CVYIB 3HIKYe THYUKICTB 1 IIBUAKICTh pearyBaHHS Ha HOB1 013HEC-MOKIIHBOCTI.

6. Biucoki Bumorn 110 kBamdikarii nepconany: epekrubHe yrnpapaiaaI CYIb BiMarae BHCOKO-
ro piBHSA KBamiiKaIli Ta cIeliaTi30BaHNX 3HaHb, 0 MOXKe OyTH BHKIHKOM IS JIeIKHX OpraHi3a-
.

CtBopenns Ta 3actocyBanHsA CBI BimnmosimHo g0 HJT T3I 3.6-004-21 € BakIuBHM /I 3a0e3-
MeYeHHs 3axICTy iHpopMarii Ta BIAIOBLIHOCTI 3akoHojaBunM BHMoraM. CBI mependadae koM-
IIEKC OpraHi3aliiiHiX, TeXHIYHNX, IPOrpaMHNX Ta 1HIIHX 3aX0JIIB UIA 3aXHCTy 1H(opmarii. ITpo-
I1eC BIPOBALKEHHS Ta MIATPHUMKH TaKHX CHCTEM MOXke OYTH CKJIaTHHM Ta 3aTpaTHHM, M0 MOTpedye
peTeNbHOTO IUTaHYBaHHS Ta HaSBHOCTI BIAMIOBIIHHIX pecypcis [2].

Po3risHeMo mepeBaru Ta HeI0JIKH CTBOPEHHS Ta 3aCTOCYBaHHS TaKOi CHCTEMH.

[IepeBaru:

1. BiamoBiIHICTh 3aKOHOAaBUHM BHMoOraM: BiipoBakeHHS CBI 103BoIIsI€ opraHizaiisM BIIIIO-
BIJIaTH BHMOTaM HAIllOHAJbHOTO 3aKOHOJABCTBA IIOJ0 3axHCTy iH(opmarii, 1mo € 000B’SI3KOBHM
JUTSL IepsKaBHUX Ta JIeSKNX MPUBATHHX CTPYKTYP.

2. KommmtekcHmit miaxia go Oesmekn: HJ[ T3I 3.6-004-21 ommcye KOMILIEKC 3aXOiB, IO
BKJIIOUAIOTh OpTaHI3allliiHi, TeXHITHI, IPOrpaMHIl Ta IHIII acleKTH Oe3neku, 3a0e3nedyrodn Beedld-
HHIT 3aXHUCT 1H(opMarii.

3. Cucremaruzamis mporeciB Oesnekn: BropoBamkeHHS CBI mo3Bolge crcTeMaTH3yBaTH IIpo-
necu Oe3nekn 1HGOpMAIIi, M0 cupHse OUTBII e)eKTHBHOMY YIIPABIIHHIO pH3UKAaMH Ta pearyBaHHIO
Ha 3arpo3m.

4. ITigBuIIeHHS JOBIpH KIIEHTIB Ta MapTHepiB: HasgBHICTH cepTHdikoBanoi CBI migpumrye
JIOBIPY JI0 OpraHi3aiii 3 00Ky KIII€HTIB, TapTHEPIB Ta IHIIHX 3aIliKaBIeHNX CTOPIH.

5. 3axuct Bin pisHOMaHITHHX 3arpo3: HJ[ T3I 3.6-004-21 BKiIrodae 3aXoaH AT 3aXUCTY BiJ
PI3HOMaHITHHUX 3arpo3, BKIIOYar0TH KidepaTakn, BHTOKH 1H(OpMaIIii Ta iH.

6. ITiIBUIIIEHHS 3arajJbHOTO pIBHA O€3MeKH: BIIPOBAKEHHS 3aXOJIB, OIMHCAHUX Y JIOKYMEHTI,
JoTIoMarae MiIBUINTH 3arajbHHUIl piBeHb 1H(OpMaIliiiHO1 Oe3leKn B OpraHi3allii, 3HIKYOUH PH3H-
KH BTpaT 1HpopMaIii.

Henmomiku:

1. Bucoka BapTiCTh BIIPOBAKEHHS: KOMIUIEKCHHIN MIAX1A 0 Oe3MeKn MOjKe BUMaraTH 3Had-
HUX (PIHAHCOBUX BHTPAT Ha 3aKYIIBIIO 00JaJHaHHS, MPOTPaMHOTO 3a0e3ledeHHs Ta HaBUYaHHS
MepCoHaNYy.

2. CkiIajmHICTh BOpOBayKeHHS: BHpoBakeHHA CBI Moke OyTH CKIagHHM IIpPOIECOM, IO
BIMarae 3HagHOTO Yacy Ta pecypciB, 0COOINBO IS BETHKIX OpraHi3alliii.

3. HeoOX1qHICTh MOCTIITHOTO MOHITOPHHTY Ta oHOBJIeHHS: CBI moTpedye peryispHOro MoHi-
TOPUHTY, ayJUTy Ta OHOBIEHHS JUIS 3a0e3MeueHHs aKTyaJbHOCTI Ta BIAMOBIIHOCTI HOBHM 3arpo-
3aM, 110 BUMAarae J10laTKOBHX PECYypCiB.

4. 3HIDKEHHS THYYKOCT1 Ol3Hec-IIpOIeCiB: BIIPOBAKEHHS CYBOPHX 3aX0/iB Oe3NleKH MOoxke
3HIDKYBAaTH THYUKICTh Ol3HeC-IIPOIECiB, YIOBUIHHIOIOUH peakIlilo Ha 3MIHH PHHKOBHX YMOB abo
HOBI1 013HEC-MOKIIHBOCTI.

5. Bucoki BHUMOra A0 KBamiikarii mepcoHalTy: yrnpaBmiHHS Ta miaTpuMka CBI BummaramoTh
BHCOKOT'O piBHS KBamiikarii Ta clreliaai3oBaHIX 3HaHb, III0 MOKe OyTH HpoOIeMOI0 IS JeSKHX
oprasi3artiii.

6. IloTeHmiitHl mpodIeMHu 3 IHTeTrpalli€o: 1HTerpallis HOBHX CHCTeM Oe3leKH 3 ICHYIOUHMH
1HbOpMaMITHIMH cHCTeMaMH MO:ke OYTH CKJIaJHOIO 1 BUMaraTH J0JaTKOBHX 3YCIIIb IS 3a0e3Ie-
YeHHS CYMICHOCTI Ta KOPEKTHOI poOOTH.

3acrocyBaHHS Ta peanizailisg Bumor NIST SP 800-53 rev. 5 MOKyTh 3HAUHO IIABHIINTH PiBeHb
Oe3nekn 1HGOpPMAIIITHIX CHCTEM 1 yIpaBIiHHS pr3nkamu B opradizamii. NIST SP 800-53 rev. 5
€ BaJKJIMBIM JOKYMEHTOM JUIs 3a0e3MeueHHs Oe3MneKkn 1HQopMaIiiiHuX CICTEM 1 Mepeik. BiH onncye
KOHTpOJBHI 3aX0JH Ta MpOLEeaypH JUIS OINHKH e(eKTHBHOCTI CHCTEM YIIpaBIIHHA Oe3MeKOro
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1HdopMatii. Ane fforo mpoiec BIpOBaKEeHHS MOKe OYTH CKJIaJHHM 1 BHTpaTHHM, IO MOTpelye
peTeNbHOTO IUTaHYBaHHS, HaIBHOCTI KBaTi(hiKOBAaHOTO IepCOHATY Ta IOCTaTHIX pecypcis [3].

Po3rasHeMO mepeBarn Ta HEIOJMIKH 3aCTOCYBaHHS Ta peaii3allii BHMOT IIbOTO JIOKYMEHTa
Ha IPaKTHIIL.

[IepeBaru:

1. KommnekcHHil miaxiq 10 Oe3leku: JOKYMEHT OXOIUTIOE NIHPOKHil CIEeKTp KOHTPOJIbHHX
3aXO0JIB 1 IpoIeayp IIA 3abe3neueHHs BCeOITHOro 3aXHCTy IH(OPMAIIHAX CHCTEM, BKIIOUAIOUN
TeXHIYHI, OpraHi3alliiiHi, aAMIHICTPAaTHBHI Ta (13UIHI aCTIEKTH.

2. BianoBigHIcTs MikHapoaHuM ctagmapTam: NIST SP 800-53 rev. 5 6azyeThcs Ha MIKHAPO/I-
HO BH3HAHHX MPAKTHKAX 1 CTaHJapTax, IO JI0TIOMAarae OpraHi3allisiM BiAMOBIAATH BUMOTaM MIKHa-
POIHOTO PUHKY Ta PEryIsSTOPIB.

3. 'EyuKicTh 1 aJaNTHBHICTD: JOKYMEHT MPOIOHYE THYUKHIT MIX11 10 BIPOBAKEHHS KOHT-
POJBHUX 3aX0IIB, IO JO3BOJISE aJalTyBaTH iX 10 creln(IYHIX MOoTped 1 YMOB KOXKHOI OpraHi3aliii.

4. IlinBumieHHs piBHA Oesnekn: BukoHanHs BUMOr NIST SP 800-53 rev. 5 mijBuIiye 3arajib-
HHIT piBeHb Oe3lekn 1HGOpMAIITHIX cHCTeM, 3HIDKYIOUH PH3UKH 1HIHIEHTIB O€3MeKH Ta BHTOKY
JTaHHX.

5. ITokpamnieHHS MpoIeciB YIPaBIiHHSI PH3UKAMI: JTOKYMEHT J0IIOMarae OpraHi3allisM Kpaiie
IIeHTH(IKYBATH, OIIHIOBAaTH Ta YHPAaBIATH pH3HKAaMH, IO CHpHsS€e OB e)eKTHBHOMY 3aXHCTY
1HhOpMaIIifHIX aKTHBIB.

6. IligBuIeHHS JOBIpH KIIEHTIB 1 mapTHepiB: noTpuMaHHS BuMor NIST SP 800-53 rev. 5
MIIBUIYE JOBIPY KJIIEHTIB 1 IApTHEPIB J0 OpraHi3aIlli, MOKPaIIyrUH ii permyTalliio Ta KOHKYPeHTO-
CIIPOMO’KHICTh Ha PHHKY.

Henmomiku:

1. Bucoki BUTpaTH Ha BOPOBAKCHHS: peasli3allii BHMOT JOKYMEHTa MoOke OYTH IOpOTrHM
MPOIIECOM, IO BKJIIOUAE 3aKYIIBIIO 00IaHAHHSA, IPOrPaMHOTO 3a0e3NeueHHs Ta HaBUaHHS IIepCco-
Hay.

2. CKiIaJHICTh BIPOBALKSHHS: BIPOBAKEHHS KOHTPOJIbHHX 3axo/iB NIST SP 800-53 rev. 5
MOsKe OYTH CKIaJHUM IpPOIecOoM, IO BHMarae 3HAUHHX 3YCHIIb 1 pecypciB, 0COOIMBO IS OpraHi-
3al1iil 3 00MEKEHNMH MOAITHBOCTSIMI.

3. Bucoki BuMorn a0 KBamidikarii mepcoHamny: edeKTHBHe BIIPOBAKEHHA Ta IIATPHMKA
BHMOT JIOKYMEHTa BHMararoTh BICOKOTO pIBHS KBali(ikaIlli Ta cIeIiaTi30BaHHX 3HaHb BI IIepco-
Hay.

4. YacoBi BUTpaTH: mpotec BrpoBakeHHS BUMor NIST SP 800-53 rev. 5 moxe 3aitHaTH Oara-
TO Hacy, 110 MOXKe BIUTHBATH Ha 3arajlbHy IPOAYKTHBHICTb OpraHi3allli.

5. IToTeHmiiiHa OMOPOKpaTH3AIlSA IPOIeCiB: BUKOHAHHS JeTaJbHHX BHMOT 1 IPOIEAYp MOKe
MpH3BECTH 10 30UIBIIEHHS OIOPOKPAaTHYHHX IIPOIECIB B OpraHisaiii, IO MOXe YIOBUIBHHTH
MIPUITHATTS pIIIeHb 1 peasi3alliio MPOEKTIB.

6. HeoOX1IHICTh TOCTIITHOTO MOHITOPHHTY Ta OHOBJIEHHS: BHMOTH JOKYMEHTa IOTpeOyIOTh
PETYISIPHOTO MOHITOPHHTY Ta OHOBIIEHHS JUI 3a0e3MedeHHs aKTyaIbHOCTI Ta BIAMOBIAHOCTI HOBHUM
3arpo3aMm, 1o BUMarae J0JaTKOBHX PECYpCIB.

2. HopMaTHBHO-IIPABOBi aKTH 1010 JeK/JIaPYBaHHS BiANOBITHOCTI KOMILIeKCHUX CHCTeM
3axucTy ingopmanii B indopManiiiHuX, eIeKTPOHHHX KOMYHiKamiiiHIX
Ta iHpopMaLiHHO-KOMYHIKANIHHUX CHCTEeMAX, CTBOPEHHX 3 BHKOPHCTAHHIM
npodiiis de3nmexn inpopmamii

HopmatusHi nokymentu (HJI) cuctemn TexHigHOro 3axucty iHbopMmaiii (T3I), Ha IKHX IpyH-
TyeThes KC31, BU3HA9ar0Th MpoIlec CTBOPEHHS IIEBHOTO MIATPYHTS JUIA BIacHHUKIB IC, eTeKTpOHHHUX
komyHikaniiianx Ta IKC. Taka cuctema 3abe3nedye BracHHKIB IC, eTeKTPOHHHX KOMYHIKAIIIITHUX
Ta IKC 4iTKHM MeXaHi3MOM Ta JoloMarae B iforo peamisamii. BUXiTHUM JTOKyMEHTOM, IO periia-
MEHTYE TOPSI0K BIIPOBAKEHHS EKCIIepHMEHTAIbHOTO MPOEKTY 3 JekinapyBaHHS € IlocTanoBa
Kabinety MinictpiB Ykpainu Big 30.05.2024 Ne 627 (puc. 1) [4].
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HJ T312.3-025-21

Puc. 1. HopMaTHBHO-TIPaBOBI aKTH LIOJO pealizallii mpoeKTy 3 AeKIapyBaHHS BiamoBimHOCTI KC3I
B iH(OpMAMIITHIX, eTeKTPOHHNX KOMYHIKAITIITHIX Ta iHQopMaIliiTHO-KOMYHIKAIIITHIX CHCTEMaXx,
CTBOPEHIIX 3 BHKOPHCTAaHHAM IpoditiB Oe3mexn indopmaii

MeTor0 eKcIepHMeHTATbHOTO IIPOEKTY € MIIBUINEHHS PIBHSA 3aXUCTY JAepKaBHUX 1HOopMaIriii-
HHX pecypciB (JIIP) Ta iHdopmarii, BUMOra I1o/10 3aXHCTY K01 BCTAHOBIIEHA 3aKOHOM, OIITHMI3AITis
Tporecy JepkKaBHOI eKCIIepTH3H Ta IMiATBEPKEHHS BIIIIOBIIHOCTI KOMIUIEKCHHX CHCTEM 3aXHCTY
1HbOpMaIii B CHCTeMaX.

HoBuil IPOEKT I03BOJINTS JICMEHTPATI3YBaTH Ta CIIPOCTHTH TIPOIECH OIIIHKH Ta BIIPOBaKEHHS
KC3I, miaBUIINTH BIAMOBINATBHICTh BIacHHKA (pO3MOpSAHHKA) cHcTeMH. HopMaTHBHO-TIpaBOBI
aKTH, 10 pOo3po0IeH] B paMKaX IIPOEKTY, BPaXOBYIOTh IOJIOKEHHS:

-ToCc1IOHNKA 13 3aX0iB Oe3meKH Ta MPHUBATHOCTI IS 1HGOpMAIUITHIX CHCTeM 1 OpraHI3alliil
(NIST SP 800-53 rev. 5: Security and Privacy Controls for Information Systems and Organizations
[3]), Bumanoro HamioHaIbHHM IHCTHTYTOM CTaHIapTIB Ta TexHojorii CrorydeHux IlltatiB Amepu-
ku (NIST);

- MeTO/I0JIOTi Ta HabOopy MpoIeayp IS IIPOBeIeHHS OIIIHKHI 3ac001B 3aXHUCTY Ta KOH(I1ISHIT -
HOCTI, SIKI 3aCTOCOBYIOTECS B CHCTeMax 1 OpraHi3alliIX y paMKax e(eKTHBHOTO YIIPaBIIHHS pH3H-
kamu (NIST SP 800-53A rev. 5: Assessing Security and Privacy Controls in Information Systems
and Organizations [6]);

-TIoC1I0HHKa 13 3aXHCTY KOHTPOJIhOBaHOI HecekpeTHOi 1HdopMaliii B HedeepaaIbHIX CHCTeMax
1 oprauizamisgx (NIST SP 800-171 rev. 3. Protecting Controlled Unclassified Information in
Nonfederal Systems and Organizations [7]);

-TIpOTIEAYPH OIIHKH Ta METOIOJIOTIi, SKi MOKHa BHKOPHCTOBYBATH JUIS TIPOBEICHHS OITIHKH
BHMOT Oe3mekn B crermanbHiil myomkarii NIST 800-171 (NIST SP 800-171A rev. 3. Assessing
Security Requirements for Controlled Unclassified Information [8]);

- IOPSIIKY BHOOPY 3aX0/IiB 3aXHCTy iH(pOpMAIlii, BHMOTa MO0 3aXHCTy AKOI BCTAHOBICHA 3a-
KOHOM Ta He CTaHOBHTH JIep:KaBHOI TaeMHHII, I 1Hpopmariitaux cucreM (HJ[ T3I 3.6-006-24

[9D);
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- METOJHMKH OIIHIOBAHHS 3aX0/I1B 3aXUCTY 1H(pOopMaIlii, BUMOTa 1010 3aXUCTY SKOi BCTaHOBIIE-
Ha 3aKOHOM Ta He CTAaHOBHTH Jep:KaBHOI TaeMHHIIL, IS 1Hopmariitanx cucteM (HJI T3I 2.3-025-
24 [10]).

OCHOBHIM TIOHATTSIM, Ha SKOMY IOOYJ0BaHI BKa3aHI HOPMATHBHO-TIPABOBI JOKYMEHTH €
moHATTS mpodimro 6esnekn. IIpodits 6e3nekn (I16) — HabIp 3ax0/1IB 3aXNUCTY, AKI 3aCTOCOBYIOTHCS
1o 1HopMarrii ado IC g 3a70BOIeHHS BHMOT YHHHOT HOpMaTHBHOI 0a3MH, a TaK0oXk CIpsAMOBaH1 Ha
3aXHCT NOTPed 3 METO0 YIPABIIHHS PH3NKaMH Oe3mekH [2].

CTBOpEeHHS KOMIUIEKCHHX CHCTEM 3aXHCTy 1H(oOpMallii B ccTeMaX 3 BUKOPHUCTaHHSAM 0a30BHX
Ta MUILOBHX MPOoGLUIIB Ta JeKIapyBaHHS BIAMOBIIHOCTI TAKHX KOMILTEKCHHX CHCTEM 3IIHCHIOETHCS
3a paXyHOK HaJalTyBaHHA 0a3zoBoro npoduto oesmnexn (BIIE).

bazoBuM npodireM Oesnexn iHdopMmalii € BUMOTH 3 Oe3mekn 1H(opMarlii Ta B3a€EMOIIOB’ I13aHa
CYKYITHICTh 3aXOMIB 3 TI 3aXHCTy, BH3HauUeHI AJIMIHICTpami€ro JIepiKCIemn3B a3Ky IS BIIKPHUTOL
1HbopMatii Ta iHGopMaIIi 3 0OMeKeHHM JTOCTYIIOM, SIka 00pOOISeThCs ¥ CHCTEMaX.

BazoBuii npodiip Oe3nekn € IPOCTHM 1 JOCTYITHHM BapiaHTOM JUIs OpraHi3aliil 3 00OMeKeHH-
MH pecypcaMH Ta HeBUCOKHMH BHMOTaMH 110 Oe3nekn. BiH 3a0e3nedye MiHIMaIbHUI pIBeHb 3aXHC-
Ty Ta MOke OyTH MIBHAKO BIpoBaKeHH. OHAK IS OpraHi3alliil 3 BUCOKHMH BHMOTaMH 10 0e3-
ek abo cuenmu@IIHUMHI 3arpo3aMH, OUTHII KoMIUTeKcHI cucteMH, Taki sk KC3I, CVIb abo CBI,
MOKYTh OyTH OUTBII BIATIOBLIHHMH, X04a 1 MOTpeOyIOTh 3HAUHHUX PECYpCIB IS BIIPOBAKCHHS Ta
MIITPHMKH.

[{itpoBHit mpodiuts 6e3nexn (I[I16) — npencTapise co000 B3a€EMOIOB 3aHY CYKYITHICTh 3aX0-
JUB 13 3aXUCTY 1H(opMaIlii Ta X HaJTamMTyBaHHS, BH3HAYCHHX U1 CHCTEMH ii BIaCHHKOM (pOo3Iopsi-
JHHKOM) BIJTIOBLIHO 0 0a30BOT0 MPOQLIO 3 ypaXyBaHHAM BHMOT 3aKOHO/IaBCTBa Ta CTaHAApTIB Y
cepi 3axucty 1HbopMarii B IC, ereKTpoHHHX KoMyHIKamiitHux Ta IKC, HOpMaTHBHIX JOKYMEHTIB
CHCTeMH TEeXHIYHOTO 3axHCTy 1HdopMallii, raay3eBHX BHMOT, IOIITHK Oe3lekH B cHCTeMax,
a TaKOXK MPU3HAUYEHHS CHCTeMH, ii XapaKTepHCTHK Ta 0COOMHBOCTelH (DYHKIIIOHYBAaHHS, pe3yIbTaTiB
MpOBeIeHO1 OIIHKH PH3HUKIB [4].

BIIb € KopHCHIM IHCTPYMEHTOM /I BCTAHOBJICHHS MIHIMAJIbHIX CTaHIAPTIB 3aXUCTY 1HQOP-
Marlii B oprasizaiii. Bin 3a0e3neuye IBHIKE BIPOBAKEHHS Ta 3HIDKEHHS PH3HKIB BiJl HAHITOIIN-
PEHIIINX 3arpo3, MIpoTe I MOBHOTO 3aXHCTY 1H(GOpMAIIITHHX aKTHBIB MOXKE BIMAaraTi MOJIaIbII0-
T'0 MTOCHIICHHS Ta aJanTallii 0 crenndIIHIX IoTped opraHi3alrii.

OCHOBHI XapaKTepHCTHKH 0a30BOT0 MpodiIro Oe3meKH:

1. MiHIMaapHI BUMOTH 70 Oe3leKH: BU3HAaYae MIHIMaIbHUI Hallp 3aX0iB, SKI IOBHHHI OYTH
BIIPOBAaJIKeHI JUIA 3a0e3meueHHs 0a30BOT0 pIBHS O€3MeKH.

2. CTaHIapTHI KOHTPOJIBHI 3aXO/H: BKIIOYA€ CTaHIapTHI KOHTPOJIBbHI 3aX0/MH, Takl K YIpaB-
JIIHHSA JOCTYyIIOM, I pyBaHHS JaHHX, Oe3leKa MepeKl, MOHITOPHHT Ta ayJIuT, 3aXHCT B1JT IIKITH-
BOT'0 IIPOTPaMHOT0 3a0e3MeueHHs.

3. YHIBepcalbHICTh: MOXKEe OYTH 3aCTOCOBAHMHII JI0 PI3HHX THINB OpraHi3alliil Ta iHpopMaIiii-
HHX CHCTeM, 3a0e3Ieuyrodn 0a30BHIl piBeHb 3aXHCTy He3aleKHO BiJl CTIIIIH(IKH.

4. CrporieHe BIpoBaKeHHA: 0a30BHil MpoduTb Oe3nekn po3poOaeHHil TaKHM YHHOM, 100
OyTH JIeTKHM IS BIIPOBAKSHHS, HaBITh JIJI OpraHi3alliii 3 oOMeKeHHMH pecypcaMi Ta TeXHITHHU-
MH MOZATHBOCTSIMI.

[IepeBaru:

1. IlIBuake BIpoBaKeHHS: HaO1p MIHIMaJIbHHX BHMOT J03BOJIS€ IIBHIKO PO3TOPHYTH 0a30B1
3axo/u Oe3mnekn, 3a0e3neuyroun NOYaTKOBUIT pIBEHb 3aXHCTY.

2. 3HmKeHHd pH3HKiB: peam3arigd BIIB 3HIKye pH3HMKH Bl HaHIOIMpPEHINIHX 3arpo3 Ta
Bpa3IHBOCTell, 3a0e3meuyroun GyHaaMeHTaIbHIIT pIBEHb 3aXHCTY 1H(GOpMAITii.

3. ITigBumIeHHS 00I13HAHOCTI: J0TIOMarae MiABHINUTH 0013HAHICTh OpraHizalliil moa0 HeoOX11-
HOCTI 3a0e3neueHHs 1HpopMaIliiiHoi 0e3MeKH Ta BCTAHOBIEHHS OCHOBHHX CTaHIAapTIB 3aXHCTY.

Henomiku:

1. ObMmexenuii piBeHb 3axmcty. BIIb 3abesmeuye mumie MiHIMAIbHHI pIBEHb 3aXHCTY, IO
MoOjKe OyTH HeJOCTaTHIM JUIS OpraHi3alliil 3 BHCOKHMH BUIMOTaMH J10 Oe3MeKH.
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2. HeoOX1IHICTh MOJAIBIIOIO PO3MIHPEHHS: OpraHizaiii, aki BupoBamiu BIIB, MoxyTh moT-
peOyBaTH MOJaJIBIIIOTO PONIMPEHHS Ta OCIUICHHS 3aX0/1iB Oe3meKH /U1 3a0e3eueHHs 3aXICTy Bij
OLTBIN CKJIaHUX Ta CIeNH(IYHIX 3arpo3.

[Tix yvac BH3HAYeHHS IILUILOBOTO MPO(LII0 BIACHHK (PO3MOPSIHHK) CHCTEMH CaMOCTIIHO
obupae ctangapTi y chepi 3axucty iHpopMmarii B IC, enekTpoHHNX KoMmyHiKamiitHuX Ta IKC, sxi
BHKOPHCTOBYIOTBCS 111 Yac 3/1iICHEHHS 3aXO0iB 13 3aXHCTy 1H(OpMaIlii, IUISXH 1 crmocodn 3iiic-
HEHHS TaKHX 3aXO0jI1B BUIMOBIIHO JO IUIROBOTO Mpo(ilo, a TaKOK BH3HAUAE HASBHICTD Y HHOMY
1HbOopMaIii 3 oOMeXeHHM JOCTYIOM Ta 3a0esleduye AOTPHMAaHHS BCTAHOBJICHHX MPaBII poOOTH
3 TOKYMEHTaMH, SIK1 MICTSATh 1H(GOPMAITII0 3 00MeKEHHM JOCTYIIOM (pHcC. 2).

AamiHictpauia Jep#cneu3s asky OpraHizauia

Bumomm 3 Beanexu iHopmauii basoel npodini De3nekun
(NIST 800-171)

KaTanor 3axofie 3axucty
(HO T31 3.6-006-24)

Hanawrtyeanxa BMNB
HanawTyeanua B

HopmatueHo-

Ouitroeanna LINB < npaeosi AoKyMEeHTH

OujiHea puankie

|:>$[

) - ) MeToauKa OLiHIBaHHA
[Nepenik ouiHIOBaYIB on Y

3BIT OLiHKK Heknapayia

Prc. 2. 3acTtocyBaHHS mpodiniB Oe3nex indopmarrii

[TependaueHi y IUILOBOMY MPOodLTi 3aX0IH 13 3aXUCTY 1H(OpMaIrii, 00paHi CTaHIapTH, NUIAXH 1
CITOCOOM 3IIICHEHHS TaKHX 3aXO0/I1B IOBHHHI BK/TFOYATH BIATIOBIIHI BHMOTH Ta 3aXO/H, BU3HAYeHI
0a30BHM MpodiIeM.

[TepeBaru Ta HeJOMIKH 3aCTOCYBaHHS 0a30Boro mpodutro Oe3nekn y nmopiBHAHHI 3 KC3I, CVIb
Ta CBI:

[IepeBaru:

1. IIpocToTa BIpOBaKEHHS: JIeTIe BIIPOBAINTH, OCKUIBKH BiH Iepen0adae MiHIMAIbHI BHIMO-
TH Ta KOHTPOJIbHI 3aXOJIH.

2. Hu3bka BapTiCcTh: 3a3BHUail BUMarae MeHIIe (piHaHCOBUX Ta PECYPCHHX BHUTpAT MOPIBHSHO 3
OLTBII KOMILTEKCHHMH CHCTeMaMH.

3. IIIBuAKICT peanizallii: Moxe OyTH IIBHIKO pO3TOpPHYTHIl, 3a0e3medyroun 0a30BHil piBeHb
3axXHCTY 3a KOPOTKHUIT gac.

4. 3HIKEHHS pU3HKIB: 3a0e3edye 3aXiCT Bl HAMMOMHUPEHININX 3arpo3, o € KOPUCHUM IS
oprasi3airiii 3 00MeKeHIMH pecypcaMH.

Henomiku:

1. OOMelxeHHI1 piBeHb 3aXHCTY: 3a0e3ledye JIHINe MiHIMAIbHHII piBeHb Oe3IeKH, IO MOXKe
OyTH HeIOCTAaTHIM JUIS OpraHi3alliii 3 BHCOKHMH BUMOTaMH JI0 Oe3MeKH.

2. HeoOX1IHICTh MOJAIBIIOrO PO3IIHPEHHS: I IOBHOTO 3aXHCTy 1HQOpMAIIITHIX aKTHBIB
MO3Ke 3HAJI00UTHCS BIIPOBAKEHHS I0JJaTKOBHX 3aX0/11B O€3MeKH.
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3. MeHMa THYYKICTh: MEHIIIe aJallTOBaHMil 0 CHenudITHHX MoTped opraHizalii HOPIBHIHO 3
OLTBII KOMIUIEKCHHMH CHCTEMaMI.

3. IIponec crBoperHsi KC3I B cucTeMax 3 BHKOPHCTAHHAM 0a30BHX
Ta HLIbOBHX NPOPijIiB Ta JeKJIAPYBAHHSA BillIOBIIHOCTI TAKHX KOMILIEKCHHX CHCTEM

3aranpHa cxema cTBopeHHS KC3I B ccTeMax 3 BHKOPHCTaHHAM 0a30BHX Ta ILILOBHX Hpodi-
JIB Ta JeKJIapyBaHHS BIAMOBIIHOCTI TaKNX KOMIUIEKCHHX CHCTEM 3/1IICHIOEThCS 3a TaKHMH eTara-
Mmu (puc. 3) [4]:

1. Po3po0ka mpodiaiB Oe3meKH.

2. BripoBaiikeHHS BUMOT O€3IeKH.

3. OniHOBaHHS JOCTaTHOCTI.

4. NexnapyBanas BiamoBigHocTi KC3I B crucTeMax, CTBOPeHHX 3 BHKOPHCTAHHAM IIpodiiiB
Oe3meKH.

|
Erams |
Creopenns Jepmeneins sy | BnzcHisk (posiop aHit) cicTemm Punok
K31 - RMF
|
EOpICATASIRMRCRREY | Bunaaaae Uiteosi Hpodia
Banomux Tpodpiin Benexn | Bewnexn (LNE) sinosimo 10
Popodisn (BIE) ] BIE Hame nocayri 3 pospodin LINE
Mpodiscii
bewnexn
Hame perounosl 3 BAGCHNK CHETEMM BLINOBLIE T

en LITE
pospodin LI sianosiamicts LB a0 BB

Boposagacsns

L+

|
}
Binaor l CTBOpEHEA KOMILIEKCHIX CHETEM JAXICTY Brachi yerasoen
R - o I [ Hanse nocayru
Benesn Hape saransai pexoscaanii 3 indopuanii B cucTemax Bianosiane J0 ¥ ~
lNe b BGaSOBNX T4 I3AROBIK Npodi i . Ilr!x'»-'_l_\namu HIXHIICHOT CHETEMH
WRPOBAPRSEIN oD | *  Pospoben saxnuenol cueresm;
Ty S —" S o BOposaiscuis SXHUCHOT CHETEMH,
I Jaxumena IKC
I ! ; ;
. — . X
Hliacii yerasoss ¥aosa: TiUcHIA B NPABO Ui
| UIprafisosye Ta DPoBOANTE OUMEY | | ¥wuoea: foasin Ha nposcacHEs pobit 3 J"‘“"""“’”L"
) ) _ i J  nocrammocti saxoain sty s IKC Tl 3 wisenies noTped e nOCHYTH 5
O HEOBAHHE Hanae pexossernanmi mono »  [lponeacnns excneprin;
AOCTATHOCT OUIHEN JOCTATHOCT | *  Hemnesuol ouimkn saxsmme ol 1KC;
l. Ay saxmuenci IKC 1 i
|
i
T
« Bene obaik cre
. :i]u-c. B I - o Bianoms mansicTs 5 synospicTs
Tiexnapysams yBaikye indopuntiiso npo - Had ks i
Aextioputa na anacuonsy |1 Ao T8 IART AEKIAPRLG G P LUITE 0 BITE mece maacuns IKC
I Beb-caliti inosiaicTs KC31 B cncresi, creopenoi 3 *  BumosjansHicTs 1 J0cTa™HICTE
’ | BHKCPHCTRAN G30HHX Ta HLTAOBIK SO WAHCTY T8 BORHOTY
Tpuiisae gexaapanii | npoianis Geme s inopuaaii EHEOHI HHA BIMOT BECE RIACHHK
(Moxanno m eacsTpoimomy | CHCTEMH

Puc. 3. Tlopagok peamizamii eKCIIepHIMEeHTATBHOTO TIPOEKTY

[Tpomiec ctBoperns KC3I B cucTemax 3 BHKOPHCTaHHSAM 0a30BHX Ta IIUIROBHX MPOQLIIB Ta
NeKTapyBaHHS BUIMOBIIHOCTI TaKHX KOMIUIEKCHHX CHCTeM Iependadae BHAUICHHS TPhOX pOIEil:
JlepsKcIien3B 13Ky, BIaCHHUKA (pO3MOpSIHIKA) CHCTEMH Ta pUHKY. B SIKOCTI OCTaHHBOI POl MAKOTh-
Cs Ha yBa3l JiepiKaBHI Ta MPHBATHI MMIPHEMCTBA, K1 HAaTalOTh CBOi mMocayrHu 31 ctBopeHHS KC3I,
Hanpukian, IT Engineering [11], JlepxaHa IT-kommania "ITHOOTEX" [12], AT "IIT" [13], H-X
Technologies [14] Ta 6araTo 1HIIHX.

[Tepmmii etanm — po3poOka mpodiaip Oesmekn. Ha nbomy eTami nependadaeTbess GopMyBaHHS
BHMOT O€3MeKH 0 CHCTeMH BIATOBIIHO J0 MEeBHOTO BHAY 1H(opMarii (BIIKpHTa, CIy:kO0oBa ado
1HbOpMaIlid, 0 CTAaHOBHTH JepiKaBHY TAEMHHIIIO) Y BUTIIAAI 6a30Boro nmpoduro. Sk mokasaHo Ha
puc. 1, B mepmmii pemakmii AmMiHicTpamis JlepiKCIen3B 3Ky TaKy MICIF0 BHKOHaIa Yy BHIJISIL
BIIIOBIIHOTO Hakasy Big 26.06.2024 Ne 317 [15]. BaxHBo TakoX BIIMITHTH YHIBepCaIbHICTb, IKa
3akitaneHa B BIIb mporo Hakasy. BakimiBo Takox 3a3HadnTH, 110 1eii BIIb € yHIBepcaabHHM Ta y
HbOMY He Oyne moainry Ha AC kmacy 1, 2, 3. Po3poOnennii BIIb HagaeThCsS BIACHHKY CHCTEMU.
V zamexHocTi BiA BHAy 1HQopMmarii, BIIB MIcTHTP 3axoaH 3axHCTy BIINOBIAHO 10
HJT T3I 3.6-006-24 [9]. Ilix wac BH3HAUSHHS 3aXOMIB 3aXHCTy TaKOXk BpPaxOBYIOTHCSA MPOQLIl
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Oe3mekn 3aco01B 3aXICTy, BHMOTH MIKHApOJIHNIX Ta Taly3eBHUX CTaHIapTiB. Tak, B Haka31l AJMiHicC-
Tpamii Jepskcmer3B 3Ky Bi 26.06.2024 Ne 317 [15] HagaeThes MOCIIIaHHS Ha 127 3aX0/11B 3aXUCTY
(TMOCHJIeHHX 3aXOojIB 3aXHCTY) IS BIOKpHTOI 1HpopMari Ta 153 3axoiB 3axHUCTy (IIOCHIEHHX
3aXO0MIB 3axXHCTy) I cIy:k00Boi iHpopmarii. TakimM YHHOM, BIACHHK (PO3MOPSIHHK) CHCTEMH
otpumye po3pobiennii BIIb. ITicas 11p0ro, BIacHUK (PO3NOPSIHNK) CHCTEMH, BPaXxOBYOUN BUMOTH
HOPMATHBHO-TIPAaBOBIX aKTIB IIE€BHOI ramxy3i Ta ocobimBocTeii camoi IC, eneKTpoHHOI KOMYHIKa-
miitHoi cuctemu Ta IKC npoBoauts HanamrtyBaHHS [[I16 Ha ocHoB1 BIIb (K moka3aHo Ha puc. 2).
BrnacHHK (po3mopsaHUK) cucTeMu Uit HamamrTyBaHHS [[I1b Mozke 3BepHyTHCS J0 MOCIYT TPEThOI
CTOPOHH, ajie BIJMOBLIATBHICTh IIOKJIaIa€Thcs BUKIIOUHO Ha Hhoro. CIIiT 3a3HAaYNTH, 10 AJIMiHIC-
Tpamis Jlepxcnen3B’s3ky npn HamamrtyBaHHI [[IIB 3aiiicHioe mmmre QyHKII KOHCYIbTAIlIIHOTO
XapakTepy Ta HIIKOTO BIUIHBY Ha BIAaCHHKA (PO3MOPSIHIKA) CUCTEMH HE IPOBOINTH. ToMy, pO3po-
Omennit Ha mepmioMy etami I[IIB 3aTBep/KyeThcS KepIBHHKOM OpraHi3allii, 10 SKOi HaleKHTb
cuctema. Came Ha KepIBHHKA MMOKJIAJa€ThCS FOPHINTHA B1IMOBIIATbHICTS 32 MPAaBIIBHICTh HaJAII-
tyBaHHs [{I1b Ta BIpoBa/ZKeHHS 3aX0/11B 3aXHCTY IH(GOpMaIii IEBHOTO BUIY.

Jlpyruii etan — BOpoBaIKeHHsS BUMOT Oe3mekn. [efi eTanm mae cyTTeBe MpaKTHUHE 3HAUEHHS
s ctBoperHs KC31 Ha ocHoBI HanamToBaroro I{I16. Ciix 3a3HaunTH, 110 HAKa30M BH3HAYAETHCS
MIHIMaJIBHO JIOMYCTHMHII HaOlp 3axXoiB 3aXHcTy, BIpoBakeHHS Skux B KC3I € 000B’I3KOBHM.
AJte BIacHHUK (PO3MOPSIHNUK) CHCTEMH CaMOCTIHHO MOke BH3HAUHUTH JOJaTKOBI BUMOTH 3 Oe3MeKn
Ta 3aX0JIN 3aXNCTY JII CHCTeMH, BpaXoByrouH ii crrenndiky. Takum giHOM, IIIIE Oyae MicTUTH yei
BHMOTH JI0 TIEBHOTO BHIY 1H(opMaIrii, mo npomucadi B BIIb, a Takoxk 10/1aTKOBI BHMOTH, 00YMOB-
JIeH1 crenndiKoo BHKOPHCTaHHS cHCTeMH. Takok Ha IIbOMY €Talll pHHOK MOKe IpHIIMAaTH y4acTh
B IIPOEKTYBaHHI (po3po01Ii) caMoi 3aXUIIeHOI CHCTeMH Ta BIIPOBAKEHHI BHMOT Oe3MeKH. 3HOB CIijI
3a3HA4YNTH, M0 AjMiHIcTpamis Jlepxcner3s’ s3ky npu ctBoperHl KC3I 6e3nocepennboi yaacTi He
MpHiiMae, JUIIe, 3a NoTpeOH, MOXkKe Ha/JlaBaTH KOHCYJbTAIlIITHI Opaal i HISIKOTO BIUIHBY Ha Blac-
HUKa (pO3MOPSITHIKA) CHCTEMH He IPOBOINTh.

Tpertiil eTan — olIHIOBaHHS J0CTaTHOCTI. Ile Ay:ke BaKIMBHIl eTal JJIS BIACHHKA (pO3MOpPS-
HHKa) CHCTeMH TOMY, III0 caMe TI0 pe3ybTaTax Horo MpoBeleHHs BIH rapaHTyBaTHMe oMy BIIEB-
HEHICTh B peaji3allii BCIX HaJalITOBAaHUX (YTOUHEHHX) 3aX0/IIB 3aXIHCTY, K1 mpomicyioThes B [{I16
Ha cHcTeMy. 3T1IHO 3 Haka3oM AamiHicTpaiii J{epxcnen3s’s3ky Bia 10.07.2024 Ne 354 [16] omiaka
JIOCTAaTHOCTI 3aXOJIB 3aXHCTy 1HQOpMaIii KOMIUIEKCHHX CHCTEM 3aXHCTy 1HdopMaIlli BKIOUAE
OIIHKY:

- BH3HauYeHHS NUILOBOTO MpodiTio Oe3MeKH;

- peami3arii 6a3oBoro mpoduIro Oe3meKu;

- peaizalii IUILOBOTO IPOLII0 Oe3MeKH.

OCHOBHHM pPe3yIbTaTOM Ha TPETbOMY €Talll € OTPUMaHHS 3BITY OIIHIOBaHHS [UISI IeKIapyBaH-
HS III0JI0 BIMOBIAHOCTI peanbHoro crany KC3I BuMoram 3 Oe3mekn, Aki Bu3HadaroThes ftoro II16.
Oprani3oBye Ta MPOBOJUTH OIIHKY JOCTaTHOCTI BIACHHK (PO3MOPSIHIK) CHCTEMH 3a JOTIOMOTO0
BIacHHX (DaxiBIIiB, K1 MAIOTh JO3BLI Ha mpoBedeHHS pooiT 3 T3I ado 13 3amydeHHAM cepTH(IKOBa-
HHX KOMIIaHIi, K1 MalOTh JIIEH310 Ha IpaBo IpoBeaeHHs ekcreptn3n KC3I 3 omiHkowo Ta ayan-
toMm 3axumeHoi IC, IKC. 3HoB ¢ 3a3HAYUTH, 10 AJMIHICTpamis JepKCIeI3B 13Ky IpH OIIHIO-
BaHHI JIOCTaTHOCTI Oe3MocepeIHboi yuacTl He MpHiiMae, JInIe, 3a moTpedu, Moke HaJaBaTH KOHCY-
JIBTAITIITHI TIOpaIn il HISKOTO BIUTHBY Ha BJIaCHHKA (PO3IOPAIHIKA) CHCTEMH He 3I1ICHIOE.

YerBepTuii (ocTaHHII) eTanm — JekiapyBaHHA. [le 3amoBHEHHS BIaCHHKOM JeKIaparlii, ska it
ctaHe rapaHTtoM peanizarii BIIb. 3rigHo 3 [4], aexmaparisa mpo BiamoBinHIcTh KC3I, cTBOpeHoi 3
BukopuctanHaM BIIb Ta I{I1b, momgaeTsea 1o AamiHicTparii JepKcnen3B’ 13Ky BIaCHHKOM (po3IIo-
PSAIHHUKOM) CHCTEMH B €JIeKTPOHHIN (OpMi 3 BHKOPHCTAHHSIM CHCTEMH €IeKTPOHHOI B3a€MOJIi
OpraHiB BUKOHABUO{ BJIaJ 3 HAKJIaJeHHAM €JIeKTPOHHOTO IIIIMNCY, 10 0a3yeThcs Ha KBali(iKoBa-
HOMY cepTH(}IKaTl eIeKTPOHHOTO MIAMHCY BIATOBIIHO J0 BHMOT 3aKOHOIABCTBa y cdepax eleKT-
POHHOI 1AeHTH(IKAIII Ta IeKTPOHHHX JOBIPYHX ITOCIYT, a y pasl HAasBHOCTI B HUX IH(OpMaIi 3
O0OMEKEHNM JIOCTYIIOM IOJIaHHS TaKHX JOKYMEHTIB 3/1IICHIOETHCS 3 JOTPHMAHHSAM BCTaHOBIEHHX
IpaBILT POOOTH 3 JOKYMEHTaMH, SIK1 MICTSTh 1HQOpMAIIifo 3 00MEKEeHHM JOCTYIIOM.
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[lepioamyHiCTh MOJAHHS JeKTapalliii CTAHOBUTh TPH POKH 3 JaTH TIOJaHHS JeKiIaparii 10
AnmiHicTpamii Jlepsxcenern3s’s3ky. Ha AnminicTparito JlepiKCIel3B 3Ky MOKIATaeTbes QYHKIIST
BeZieHHS 00Ky 3aaekiaapoBaHnx KC3I Ta myOmikamii 1HQopmalii mpo JekiIapaHTa Ha CBOEMY
BeO-caiiTi, KpiM MaTepialiB, 10 MICTSTh 1HPOPMAITIFO 3 0OMEKEHIM JOCTYIIOM.

OTmxe, B maHOMy Tporeci AnMiHicTpariis JlepKcIemnss’ s3Ky 30cepe/pKeHa JIHIe Ha eTarax
po3poOKH mpodiTiB Oe3MeKH Ta po3poOKH peKOoMeHaIliil o/10 iX OIIHKH Ta HaJaHHS KOHCYJIbTa-
11t (puc. 4).

1 I
Pospo6ka Po3spobka I | Po3spobka I
6asoeux || pexomenpauin | I [ uinbosux || Pospobka KC3I. ||~ . I
S naf iHIOBaHHSA ;
npocinis Loa0 1 npodinis BnposapreHHn ,chJlCTaTHDCTi' Hexnapauis
Besnekn OL|iHIOBAHHA I Besnekn Bumor Besneku I
OOCTATHOCTI | 1
gl%
- . ! I
AnmiHicTpauis 1 BriacHuk (po3nopsinHuK) cuctemu |
Oep:xcnelss’asky 1
I g
1 I
1 PuHok |

Puc. 4. Etami, B gKHX 0epyTh yJacTh YIaCHIIKH €KCIEPIMEHTAIBHOTO IPOEKTY

Takum gmHOM, micisa obmupanHa BIIb mig BiAKpHTOI Ta ciay:k00Boi 1HQoOpMaii, BIacHHK
(pO3MOPSAIHUK) CHCTEMH TIPOBOJNTH iforo HantamTyBaHHS. [licas 3atBepukenns 1116, ne BiH caMo-
CTIiTHO 00Hpae CTaHIapTH, SKI BHKOPHCTOBYIOThCS I Yac peasi3allii 3aX0/iB 3aXHCTY, METOIH Ta
TOPSIIOK BIPOBA/KEHHS 3aXO0/IIB 3aXMCTY, MOYHHAEThCS €KCIUTyaTalllsl SIK caMoi CHCTeMH, Tak It
KC3I, noOymoBanoi m1s Hei. ['onoBHe mpaBmiao — HaOip 3axomiB 3axucTy LI[IIb He Moxke OyTH
MeHIIle, HiK BcTaHoBIeHO BIIB.

4. Oco0.1uBi MexXaHi3MH HAJTAMITYBAHHS HJILOBOro Mpo@iTio de3nekn

Jng manamryBagHs [{I16 Kpok 3a KpokoM 00HparThes BIATOBIIHI, JUIS IEBHOTO BIAY 1H(OP-
Mariii (BiIKpHTa, cayx0oBa Tomo), BuMoru 3 BIIB, gxi B [15] m1s BiAKpHUTOI iHGOpMAITii BITHOCATh-
cs 1o 15 KimaciB 3aX0iB 3aXHCTY, a JUIS CIy:k00Boi 1H(opMaIli — 10 17 Ki1aciB 3aX0/IB 3aXHCTY
(Tabm. 1).

Tabmms 1
Iepenik kmaciB 3axX0/1iB 3aXHCTY, BUKopHcTaHNX B BIIb 114 BinkpHTOi Ta cayk00Boi iHpopMarii
Kinbkicts Bimor B BITb
Ne 3/m|ID kmacy Ha3pa kmacy VIS BIOKPHTOI IUTS CITy#00BOI
iHopMarrii irhopmarii
1 AC  |YnopaBniHHS IOCTYIIOM 16 16
2 AT |O06i3HaHICTh | HABYAHHA 2 2
3 AU  |Ayanr i OiI3BITHICTE 8 8
4 CA  |OuiHrOBaHHS, aKpeIUTallid Ta MOHITOPHHT Oe3MeKH 4 4
5 CM |VmpapiiHHE KOH(IrypaIiew 6 10
6 IA  |ImenTndikamia Ta aBTeHTHDIKALIA 8 8
7 IR  |PearyBaHH4 Ha iHIMICHTH 4 4
8 MA |TexHiuHe 00CTYTOBYBaHHS 3 3
9 MP  |3axmcT HOCiiB iH(poOpMaIii 6 7
10 PE | ®i3nuHINI 3aXHUCT i 3aXICT poOOYOro cepeJoBHINA 5 5
11 PL |IImanyBaHHS Oe3meKn 2 3
12 PS |Kazgposa Oe3mexka 2 2
13 RA  |OminKa pH3HKy 2 2
14 SA  |IIpnadaHHA CHCTEMIH Ta IOCIYT - 3
15 SC  |CHcTeMHHII i KOMYHIKAITIITHHIT 3aXICT 10 10
16 SI  |IlimicHiCTh CHCTEMIH Ta iHhopMaIrii 4 5
17 SR |VmpapBmiHHS PH3NKAMIH JIAaHITFOTa IIOCTABOK - 3
Beporo: 82 95
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SIKIo B AKOCTI MPHKIALY po3rISHYTH BuMory "1.12 Bignamennii moctyn" (puc. 5) [9], To mis
ii peami3ariii BIacHUK (PO3MOPSIHUK) CHCTEMH IOBHHEH BIPOBAINTH 3aX0H 3aXHCTY, SK1 BUIUICHI
HaMiBXHPHIM TpSIMOKYTHHKOM (Tmo3HaueH1 mig Homepom 1). Ile 3axonm 3axmery AC-17,
AC-17(03), AC-17(04) 3 karamory HJT T3I 3.6-006-24 [9].

e Hasea mumorn Fnarcr pmorn Janoan saxmcry AC-17 BULTATEHAR TOCTYTI
3 Geanexn inpopsaris
urdopaean piznosizmo ao HIT ; -
- daxoIm JaxmeTy:
- . LT3 3.6.006.24
LI2. Bunnanennfl aoeyn | B GAEAE A TdA, BTl » Berano , -
a0 xowdurypami Ta makaodenms i sosmorofl AC-17(3), @ GTANODMTH TA  IAI0KY TYDaTH wa DHAOTH 30
THEY JGOTYCTHMOTO BURIATeROTe  ocTyiry Aol AC-17(4) ] KORGITYpAIii MARMOMCHAA  Ta  pekoueH7Amii moan anificHeEER  komHoro THTY|
encTesm: BLIIATCHOIC TJOCTYIY.
KOmEH THR BLLIANEROTO ZOCTY Y A0)
T A b. .-\ar(q)nwnaﬂ( BULTATCHHN TOCTYT 0 CHCTEME. TEPIN Him GYIYTE T03EOTCHL TARi
Besoro ' ' '
AOCTYNY [0 CHCTEMM Wepel  ARTOpMIORaEi  Ta)
KEPOBANI TOWKS KONTPOMIO VOPARTIINM 30CTYROM] peamizanl: BITIanesmt J00TyT — e JOCTYT A0 CHOTEM OPTamizall (a0
0 MEpEAL npouecm IO TEOTE BIT DMEHI KOPHCTYBSHIE). SKHH BIIOYBACTECA Heped J0OBHINHI MEPEEL
AETOPITYMTE “""""-’:‘"""" ‘:::‘::,":: raki Ak Twreprer, Meroan SLOAIEHOIO J0CTYNY MOEYTh  MICTHTH  KOMYTOBAHHI,
ARIELX K i - )
oA, BARTIBGH T8 HETERIL mmpoRocMyToRNH | Se3gpoTosnit TocTyn. [1a mitemmensa voaditennifizocti Ta niTicHocTi

MO#VTIL DHECPHETODYDATHEA Jamudponam VPN 1" caname,
Top' azapi saxoan: AC-2, AC-3, AC-4, At’" 18, AC-19, AC-20, CA-3 CM-10, TA-2, TA-3. [A-
PE-17.PL-2. PL-4 SC-10. SC-12. SC-13. 5I-4

3. lonaBaHHSA 3aX0[iB 3aXHCTY b

BUUIATEHHI JOCTYII - ABTOMATH3IOBAHUII MOHITOPHHI TA

[ el
MA4 BUUTAIEHE OBC.IVTOBYBAHHHA VIIPABIITHHA
(2), BILTATEHHIT JOCTYII - 3AXHCT KOHSIIEHIIITHOCTI TA UUIICHOCTI
. P 3A TOTIOMOT OO TINTEGPVBAHH A

4. BRPOBAITH TA MACTERyRATH BLAINTEH] 30T 1 OBCIYTORYBANNA Th AINTHOCTHAL
. (3)  BLITAMEHHI JOCTYII - KEPOBAHI TOUKH KOHTPOIIO TOCTYITY

[ r— sncodis Ter o ofcryrosysamix T
AAFHOCTHKH THINE BUNOBIAKG 30 Oprapissuifivei NomTHEN T4 B pasi, SEOO O Bug N N . . .
IRy MEETATMED 3aECTBARG B INaR] FIRIR CHETEME ROHYBATH MAPIIPYTHIANES BCBOTE BLITATCHOT IOCTYTY Tepes ABTOPHIORAHL Ta

Keponam TOUKH KOUTPOIC YIPALTINTA J0STYIIOMN 10 Mepe#l.

¢, Bakopuctonysats HaZifiy AsTenTdikALise NPI BCTANRORTENIE BLLIATSNID: TeXHiuRI

T JOTHOCTINTHIR CEnNein, PerponMendanii 3 peamizanmii: O MepeTiEy TofoE EOHTPOTR IOCTYOY T18
) . o . N ., ) BLLIATENOrS J0STYIY SMSHIIYT KUIMKICTE DPasIHbHX 10 ATAK TOY0K,
d. Hectn o6k niagamerns Al 3 0GCTYTORYIANNIA TA TIATHOCTEN.
e Tipunmmenen cecii Tn Mepeweni 3’ canamus, xome i odey Ilos asani saxomr: SC-

Puc. 5 @opmynaHHs[ IIIIb 3 mociieHHIM MA 4

Bi1moBiAHO 10 HOpMaTHBHO-IIPABOBHX aKTIB OpraHi3alliil 1 IpoBeIeHHS OIIHKH PH3HKIB YMOB
dyuKIIoRYBaHHS crcTeMu GopmyeThes 1116, B axomy BIIE Oyie mocmmroBaTics abo JT0MOBHIOBA-
THCA JOJAaTKOBHMH 3axojaaMu 3axucTy. Ilix Homepom 2 (puc. 5) 300pakeHo 3axin 3axucty AC-17
HJT T3I 3.6-006-24 [9], axuit moTpiOHO peanizyBaTH 3rigHO 3 Bumoramu BIIb. HamiBxupHHM mps-
MOKYTHHKOM ITi1 HOMepoM 2 TaKo:k BHAUIeHO mociieHHs AC-17(3) 3axo/11B 3aXHCTY, K1 HOTPIOHO
BHKOHATH Ta BpaxyBaTu Ipu HajamTyBaHH1 LIIb. OgHak mia HomMepoM 3 HaBeIeHHIT 3aX1]1 3aXHUCTY
MA-4, sxuii He BXoauTh 10 ckiaany BIIb, aine moxe OyTH BUKOpHCTaHMIT ITpH HanamTyBanH1 [II16.

TakuM YHHOM, aHATI3YIOUH BCl BUMOTH (Tadll. 1) IpoBOAHTHCSA IX CIIBCTaBIECHHS 13 3aX0JaMH
3aXUCTY, 9KI HajmarThesa KaTamorom HJI T3I 3.6-006-24 [9]. Ciix TakoK 3a3HAYUTH, IO el KaTa-
JIOT € HaIllOHAJIbHHM TapMOHI30BaHHM cTaHAapToM, mo Bimmopimae NIST 800-53 rev.5S [3], axuii
Mep10MIHO 3MIHIOETHCS, BUXOISUN 3 pealiil ICHYI0UYO0ro CTaHy IPOTrpaMHUX Ta alapaTHHX MOKIIH-
BOCTeil 3]I0BMICHHUKIB.

S. Mope/n npoBeieHHsI OLIHIOBAHHS J10CTATHOCTI

3ara;ibpHMHIT TIpoliec OlliHIOBaHHA J1ocToBIpHOCTI I{IT6 mpoBoanThCS 3 MeTorO [16]:

- MITBEpIKEHHS BUIMOBLIHOCTI BHOOpPY 0azoBoro mpodiro Oe3mekn s hopMyBaHHS
[LIHOBOTO IPOodLTIO Oe3meKH;

- MITBepKeHHS HAagBHOCTI y IIUILOBOMY IIpodiiai Oe3mekn BCiX BHMOT Ta 3aXO/iB 3aXH-
cTy 6a3oBoro npodiurro Oe3mneKu;

- MITBEPIKEHHS BIIMOBIAHOCTI ILIHOBOTO MpoduI0 Oe3mekH (CYKyIMHOCT1 3aXOjiB 13
3axXHCTy 1H(opMamii Ta 1X HaJamTyBaHb) BHMOTaM 3aKOHOJaBCTBAa Ta CTAaHIApTIB Yy
cdepi 3axucTy 1HGOpMaIi, HOPMAaTHBHUX JOKYMEHTIB CHCTEMH TEXHIYHOTO 3aXHCTYy
1HhopMmaIlii, ramy3eBHX BIMOT, IIOJITHK Oe3MeKH TOIO IS BH3HAUEHOI CHCTEMH.

Y HoTamii CHCTeMH YMOBHHX IIO3HaueHb IS MOJeTIOBaHHA Oi3Hec-TiporeciB (Business
Process Model and Notation, BPMN) [17] mpoliec olliHIOBaHHS HaBeJeHO Ha pic. 6.

[Tporienypa omiHKH 0azoBoro mpodiro Oe3meKH CKIaJaeThes 3 MeTH 3aXOAy 3 OIIHKH Ta
Ha0opy MOTeHIIIHHX MeTOIIB 1 00 €KTIB OIIHKH, SIKI MOKYTh OyTH BHKOPHCTaHI IS IPOBEICHHS
ominkn. KokHa MOTeHITIITHA MeTa 3aXO0y 3 OIHKH Iependadac TBepIKSHHS IMPO BH3HAYCHHSI,
MOB’SI3aHe 3 BHMOTOK0 Oe3leKH, BH3HaUeHOI 0a30BHM IpodiaeMm. SKIo y BHMO31 3 Oe3lekn €
nmapameTp, BH3HaueHHil opranizamiero (Organization-Defined Parameter, ODP), To mera 3axoxmy
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3 OINIHKHU MOYHHAEThCA 3 (POpMyTIOBaHHS, OB’ sI3aHOTO 3 BH3HaueHHsSM ODP. BusHauanbHI TBep-
JUKeHHS TIOB’S[3aH1 13 3MICTOM BHMOT 3 Oe3IeKH, 100 JOIMOMOITH 3a0e3IeunTH MPOCTeKYBaHICTh
pe3yIbTaTIB OIHKH JIO BIMOT.

O

Jn3sin Ha NPOBEAEHHA OUIHIOBAHHA CyG'exT rocrofapiosaHKs, Akl mae

3AXMIEHOCT iHchopMalil y [anysi NiLEH3II0 HA NPARD HANAHHA NOCAVT Y
KDHNTOr I4HOMO 3aXWCTY iHopMaLi WWM
(KpiM ENeKTPOHHWX A0BIDYUX NOCAYT Ta To L —— indopmani (kpim ENEKTPOHHIX AO0BIPUITX

eNexTPoHHOI ineHTHdgikaLi) Ta NOCAYT Ta ENEKTPOHHOT igeHTUEbikawii) Ta
TEXHIMHOTO 3aXMCTY IH(opMaLi TEXHIUHOMD 3axXUCTY IHOPMALLT B YaCTHHI

OUIHIOBAHHA 38XMLLEHOCTI IHhopMmaLil

MPOBEAEHHA OLIHKIBEHHA
camocTiiHo?

MigroToeka go

YYYy

Ly saxogis -
Uinwoswil npodine JAXNCTY
BGeanexu (LNE) .
¥
Pekomengauia AnmisicTpaui

JepHCneUss Asky Woao )
OUIHKN 3EX0/IB 3AXACTY Ouyinka DOPMYBAHHA
. pesynsraty
_b IAXOQIB IAXNCTY OUIHIOBAHHR

PeaynsTaTH OLiHKM
7 j

MeToan OIIHKH BH3HAUAIOTh XapakTep 1 oOCAT Jiif OIIHIOBada 1 BHKOPHCTOBYIOTHCS IS
MIOJIETTIIEHHS. PO3YMIHHS, JOCATHEHHS PO3’SCHeHb ad0 OTpHMMaHHS 0Ka3iB. [loTeHInitHI MeToan
OIIHKH TIepea0avdaroTh JOCTIIKEeHHS, ONMNTYBAaHHA Ta BHIIpoOyBaHHS [16]:

- MeTOJA JOCIIUKEHHS — TIpolleC OISy, BHUBUSHHS, IHCIIEKTYBaHHS, CIIOCTEpekKEeHHS abo
aHali3y 00’ €KTIB OIIHKH;

- METOJ ONWTYBaHHS — MpoIlec MPOBEIeHHS MHCKYClil 3 OKpeMHMH ocobOamu abo TrpymaMu
IIOJ0 00’ €KTIB OIIIHKH;

- MeToj] BHIIPOOYBAaHHA — IIpollec BUKOHAHHS 00’€KTaMH OILIHKH (TOOTO JISIMH, MeXaHI3MaMH)
MeBHHX JI1if Y BU3HAU€HHX YMOBAaX 3 METOI0 IOPIBHAHHA (aKTHIHOI ITOBEIIHKH 3 0TIKYBaHOIO.

MeToan OIUHKH MICTSTh aTpHOYTH TJIHOHMHH Ta OXOILTIEHHS, SIKI BH3HA4YalOTh PeTeIbHICTE,
00cHr 1 piBE€Hb 3yCIIb IS MIPOBEICHHS OIIHKI, a TaK0XK CTYIIIHb BIEBHEHOCTI B TOMY, IO BHMOTH
3 Oe3nexn Oy BUKOHaHI.

Po3poGiiena pexoMeHaamis o0 omiHoBaHHA peam3arii BITb Ta I[IIb HagaeThes 3 METOMO
YHEMOJKJIHBICHHS Cy0 €KTHBHOTO OIIIHIOBaHHS, 00 KOKEH eKCIepT He3aleKHO OJIHH BiJl OJJHOTO
OTpPHMYBaB OJJHAKOBI pe3yJIbTaTH. 3acTOCYBaHHS MPOIIEAYpH OIIIHIOBAHHS /10 BUMOT Oe3MeKn Jae€
pe3yabTaTH OIlIHIOBaHHS a00 BHCHOBKH. I[1 BHCHOBKH y3arajJbHIOIOTHCS 1 BHKOPHCTOBYIOTBCS SIK
JIOKa3H TOTO, III0 YH Ma€ BHMora Oe3meKH 3HadeHHS "mo3uTHBHe" a00 "HeraTuBHE'".

"TTosutnBHe" (II) BKa3ye Ha Te, IO MeTa OIIHIOBaHHA Oyia JOCATHYTA I OTPHMaHO MOBHICTIO
MPUITHATHHIT pe3yJIbTarT.

"Heratusne" (H) — o3Hadae, 10 eKCHepT He 3MII OTPHMATH JOCTATHBO 1H(GOpMAIli I IpH-
HHSTTS PIIICHHS, SKE BHMAraeThCs Y 3BITI IIPO Pe3yIbTaTH OIIHIOBAHHS.

VY T1abi. 2 HaBeIeHO MPHUKIAL 3BITY 3 OIIHKH BHMOrH 3 Oe3nekn 1.8 «Hepaami cripodu BXOay B
CHCTeMY» 0a30BOr0 MpodLIkO.

Puc. 6. Monens omiHoBaHHS mocTaTtHOCTI LII16
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Tabmmmg 2

@dparMeHT OIiHIOBaHHSA JOCTOBIpHOCTI A1 BUMorn Oe3nekn 1.8 «HeBaami cmpoOn BXOAY B CHCTEMY»

Ominka
Homep Mera 3axo011y BIICHOBOK JTokasn, pKepea OTPUMAaHHS BiOMOCTe,
BuMorn | I03HAYeHHA 3 OIIHKII 3 OIIHKH KOMEHTapi OIliHIoBada
3aX0[y 3 OIIHKHI .
BH3HAYMTIH 1I10:
1.8 HeBmani cripodn BXOIY B CHCTEMY

A.1.8.0DP[01]

IBI3HAUEHA KiTbKIiCT
TIOCITiTOBHIIX
HEeBIAINX CIpod

X0y KOpHCTYBada
g CIICTEMY,
ITO3BOJIEHIIX IIPOTATOM
MEBHOTO MEPIOIY
Tacy;

[ocniooceHHA:

1. B momitnmi Oe3mekn opraHizallii, gKa 3aTBepIKeHa
Haka3oM mgmpekTtopa Nelll Bim 26.06.2024 poky, V|
po3nimi «ITomiTHKa BHKOPHCTaHHS MTapOoJliBy» BI3HATCHO
[KUTBKICTh TIOCIHIZOBHIX HEMIIICHHX CHpod BXOmY [0
CIICTEMH — 5 cIipo0;

2. B mokymeHTi «TexHIUHHIT mpoekT. IlosSCHIOBaIbHA
samicka» (peectp. Ne 123 Big 26.06.2024 poky) V]
BIIIOBITHOCTI 0 MNYHKTY 4 po3niny 3 MOJiTHKA
BHKOPICTAHHSA [ApOJiB peani3yeTbcd 3acobamm OC
Windows 10 (mapaMmeTp HamamTyBaHHI «Account
lockout threshold»).

3. V mHamamTyBamHaX OC Windows 10 cuctemn
mapameTp «Account lockout threshold» BcTaHOBITEHO
«S».

Onumyeanta.
1. AnminicTpaTtop Oe3meKH — 3OIIICHIB HaTalITyBaHH]
CIICTEeMH  y  BIOMOBimHOCTI 10 «[HCTPYKIIi]
lamminicTpaTopa Oe3mekm» (peectp. Ne 121  Bin
26.06.2024 poky) Ta DOKyMeHTY «TeXHIJHIIT IPOEKT,
[TogcHrOBanbHA 3amicka» (peectp. Ne 123 Bif
26.06.2024 poky).

Bunpo6yveaHHs.
1. ITicng 5 cupo® BBeJCHHA HEIPABILUTEHOTO IApPOIIO 10
OC Windows 10 crctema OI0KYeTBCA.

A.1.8.0DP[02]

[BI3HAYEHO Iepio
gacy, SKIM 0OMeKeHO
[KITBKICTB
TIOCITiTOBHIIX
HEeBIAINX CIpod
[BXOy KOPHCTYBaua;

[ocniooceHHA:

1. V momitmmi Oe3mekn oprasizaiii, Ska 3aTBepIKeHA
Haka3oM mgmpekTtopa Nelll Bim 26.06.2024 poky, V|
po3nimi «ITomiTHKa BHKOPHCTAHHS MApOJiB» BH3HATCHO
Mepio Jacy, SKHM 0OMEKEeHO KLTBKICTh HOCIiTOBHIIX|
HEB/IAIIX CIIPO0 BXO/Y KOPHCTYBada — 5 XBILTHH.

2. MexaHi3MII peami3aIlii BHIMOTH He BA3HAYEHI.

3. Croci0 HamamTyBaHHA MEXaHi3MiB He BH3HAYEHO.
Onumyeanta.

1. AnminicTpaTop Oe3meKn — BiIMOBIIHI HATAITYBaHHS]
CIICTEMH He NPOBOJHB.

Bunpo6yveaHHs.

1. B mpogoB:x 7 XBIIHH 31ilICHEHO 4 CIIpoOH BBEICHHS
HempaBIIbHOTO mapoito 7o OC Windows 10 cucTeMm —|
cricTeMa He DJI0KY€EThCH.

AlS8

BII3HAYEHO KIIBKICTh
MOCILIOBHIIX
HEBIPHHX CIIPoO
[BXOIY KOPHCTYBada
MPOTATOM
<A.1.8.0DP[02]:
mepiod gacy>
loOMesKEeHO 10
<A.1.8.0DP[01]:
[KLTBKICTE™.

Komenmapi:
1. Bumora He Mmoxe Oyt omiHeHa — A.1.8.0DP[02]
[omiHeHA HETATHBHO.

3araibHa OITIHKA peanizalii BiuMor 1.8

He peanizoBano
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VY T1adn. 2 «Homep BHMOTH» BIIMOBITaE HOMepPY BUMOTH 3 Oe3mekn 0a30BOro HMpoQLIO UIA
cHCTeM, Je 00po0IseThes BIAMOBIIHA 1HQOPMAIIi 3a BHIOM JOCTYITY.

[To3HauyeHHs 3aX0jIB 3 OMIHKH MaioTh OykBeHO-IM(poBi imeHTH(]IKaTOpH. KokHNil 3axig 3
OIIIHKH TOYMHAETHCS 3 JITEPH «A», sIKa BKa3ye Ha Te, 110 BOHO € YaCTHHOKO MPOIEAYPH OIIHKH.
Hactynna nocnigoBHICTh Iudp Ta/ado mitep (Hanpukiag, 1.8.0DP[01]) Bka3ye Ha igeHTHDIKATOP
BHMoOTH Oe3mekn 3 6azoBoro npoduto a1 IKC, 1e 00podiseThes BIAMOBIIHA 1HGOpPMAITIT 32 BHIOM
JIOCTYTY (Ta KOHKPETHHI eIeMEHT KOHTPOJIIO, SIKIIO I1e 0araTOKOMIOHEHTHA BUMOTa), SIKa € METO0
3axody 3 omiHKH. ITapameTpH, BI3HAUeHI OpraHi3aIi€ro, Mo3HadaroThes JiTepamMu «ODPy. SIkimo B
3asB1 Mpo BH3HaUeHHA € aekuibka ODP, Homep ODP Bka3yeThcsd B KBaJpaTHHX JY/KKax (HampH-
kiman, A.1.8.0DP[01]). KBagpaTH1 Ay/KKH TaK0K BHKOPHCTOBYIOTHCS IS MO3HAUEHHSI TOTO, KOJH
MpolleIypa OIHKN Jall po30HBae BUMOTY Ha OLIBIN JeTalbHI 3asBH PO BU3HAUECHHS (HaIpHUKIA],
A.1.8.0DP[01], A.1.8.0DP[02]).

[Topsinox omuHkn KC3I Ha ocHoBi IIIIb BH3HAUa€ThCS BIACHHKOM CHCTEMH CaMOCTIIHO Ta
3MIIICHIOETBCS Cy0 €KTaMi T'OCIO/IapIOBaHHS, SKI MAarwTh JIIEH3II0 Ha IIpaBO HaJaHHS IIOCIYT B
rany3i KpunrorpagidHoro 3axucTty iHopmamii (KpiM HaJaHHS eIeKTPOHHHX JOBIPYHX IHOCIYT Ta
eIeKTPOHHOI 1JIeHTH]IKAIT) Ta TEXHITHOTO 3aXUCTY 1H(OpMaIIii B YacTHHI OIIHIOBAHHS 3aXHIIEHO-
cTi iHdopMmartii abo yJacHIKaMH eKCIIepIMEeHTAaIbHOTO MPOEKTY, K1 MAIOTh J03BLT Ha IMPOBEACHHA
po0it 3 T3I 114 BIacHHKIB B UaCTHHI 3aXHINEHOCTI 1H(opMarii.

6. Mopgeap nexkjapyBaHHS BianmoBigHocTi

Pesynprar omiakn KC3I Ha ocHoBi I{I1B, 1o maroToBIeHo B paMKax IbOTO eKCIIepHMEHTaIb-
HOTO IPOEKTY, IPHIIMAETHCS K pe3yIbTaT JAep:KaBHOI eKCIIepTH3H. 32 YMOB BHKOHAHHS BCIX €TalliB
Ta BHMOT, BJIaCHHK CHCTEMH JeKIapye, 1Mo Hallp 3aXoiiB 3axucTy, BuzHadeHux LIIIb, BiamoBigae
MIHIMaJIbHOMY Ha0opy 3axX0IiB 3aXHCTy, BcTaHOBIeHOMY B BIIB 114 BiAMOBIIHOTO BHIY 1H(GOpMa-
mii. B HoTtamii BPMN mnpornec aekitapariii moka3aHuii Ha puc. 7.

O

Linsoeni npodine
Geznexn (LINE)

Y

3BIT OLHKKA
- MNigroToeka BHeceHHA
. o nexknapaui feknapanTa o
oniky

MNepegada gexnapadyil . I'Iy&nmaiLruq
A0 AgmiHicTpaLyi iHthopmaly I'Ipon ) -
JlEpHCne|3a'A3ky AeknapaHTa Ha canm

fogarok go
Aernapayii

JepReneyas'saky

Puc. 7. Mojens IeKkIapyBaHHS BiIMOBLIHOCTI

Hexmaparis npo BianoBiaHicTe KC3I momgaeTbes 10 AaMiHicTpalii Jlepskcen3B’ 13Ky BIacHHU-
KOM CHCTeMH B eJIeKTpOHHIH (opMi 3 HaKIaJaHHAM KBali(hiKOBaHOTO eIeKTPOHHOIO IIJIIHCY, a
JUTA TOKYMEHTIB 3 OOMEKEHHM JIOCTYIIOM — B YCTAaHOBICHOMY 3aKOHOJABCTBOM MOpAKy. OOk
cucteM, ki MaroTh KC3I, modynoBaHHX 3 BHKOPUCTaHHIM MpodLIiB Oe3meKn, 0y e 3a1iicCHIOBaTHCS
AnmMiHIcTpamiero J[epKCenen3B’ a3Ky.
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JlaTa Ha BIACIUIaHHSA JIeKIapallii Ipo BUAMOBIIHICTE 10 AMiHICTparii JlepiKcnen3s 3Ky Oyae
BBaKaTHCS JaTOIO MIITBEp KeHHS BiAmoBiHOCTI i€l KC3I B cucreMax, moOy10BaHIX 3 BHKOPIHC-
TaHHAM IpoLIiB Oe3meKn Ta He moTpedye BIAMOBIII B AIMIHICTparii JlepiKCIeI3B s3Ky.

AnMiHicTpamis JlepikcIel3B’ s3ky Oyae myOmKyBaTH 1HGOpMAIIIO Mpo JeKIapaHTIB Ha CaiiTi
Jepxcnen3s’s3ky. [I{omo mepeBipku KC3I B cuctemax, moOyI0BaHIX 3 BUKOPHCTAHHAM IPOQLIIB
Oe3mexn, To BOHa Oyze 3/I1IICHIOBAaTHCS B paMKaX JIep/KaBHOTO KOHTPOIO 3a CTAHOM TEXHIYHOTO
3axXucTy 1H(opMaIii JepKaBHHX 1HQOpMAIIITHIX pecypciB Ta 1HGOpMaIlii, BAMOTH J0 3aXUCTY SKHX
BCTAHOBJICH] 3aKOHOM.

AnMiHicTparis JlepsKcIen3B’ 13Ky, 3 METOI BH3HAaUeHHS e()eKTHBHOCTI peali3alii eKcIiepumMe-
HTaJbHOTO TMPOEKTY, 3A1IICHIOE MOHITOPHHT CHCTEMH 3aXHCTy 1H(popMaIlli B cucTeMax, mooymoBa-
HUX 3 BUKOPHCTAHHAM JaHHUX Mpo@i1iB. MOHITOPUHT TIPOBOINUTHCS 3 METOK HaJaHHS METOIMIHOI
KOHCYIbTaTHBHOI maTpuMKH. CTpoK il AeKmapallii CTaHOBUTh TPH POKH 3 JHS MIATBEpIKEHHS il
BIITIOBIIHOCTI [4].

VY pas3i 3aKiHU€HHs TepMiHy /i JeKiIapanii mpo BianoBigHICTh ad0 3Miny I{I1B, 1ekmaparis mpo
BianoBiaHIcTh KC3I BBaskaTnMeThes HemilicHOO. J[omaTkoBe mekimapyBaHHS KC3I B cucTeMmax,
moOyI0BaHHX 3 BHKOPHCTaHHSIM IMpoduiliB Oe3mekH, BiAOYBaeThCA 3a HACTYNHHX IIIJCTaB: 3aKiH-
YeHHS TepMIHY Jii JeKmapallii mpo BIAMOBIAHICTH, ado B pa3i 3MiHH II1B, abo micig ycyHeHHS
HEJIOMIKIB, BUSBICHHX 3a pe3y/IbTaTaMH IPOBECHHS JePKaBHOTO KOHTPOJIIO.

BucHoBKH

1. PosrnsHyTHil MiAX1A JeKIapyBaHHS [I03BOJINTH IMOEJHATH CyYacHI HOPMAaTHBHO-IIPaBOBI
JIOKYMEHTH, SIKI YTBOPIOIOTH CHCTeMY BHKOpPHCTaHHS MpodiliB Oe3mekn 1HGOpMAIlli IpH po3rop-
tanH1 KC3I, Ta crnpomieHHs OTpHMaHHS IIJACTaB eKCILTyaTyBaTH 1H(QOpMaIliiiHi, eJIeKTpOHHI KOMY-
HIKaIiiTH1 Ta 1HpOpMaIiitHO-KOMYHIKAIliTHI cHCcTeMH 3 00poOKOI0 BIIKPHTOI Ta CIy:KO00BOI 1HGOP-
Marmi.

2. Po3rnsHyTHIT OIAX1 T03BOJIHTH HIABHIINTH piBeHb 0013HAHOCTI IPOEKTYBAJIBHUKIB Ta PO3-
pobrukip KC3I, HajaBmIi MIATOTOBIEHHIT 3a3/daneriap Oa3oBuil mpoduth Oe3mekH Ta BKa3aBIIHN
NIUIAX HOTO 3aCTOCYBaHHS.

3. [ToOymoBaHO JOTIYHY CYKYIHICTH HOPMAaTHBHO-IIPABOBHX aKTIB, SKa JI03BOJIUTH OPIEHTYBa-
THCS B CyJacHHX ITIJX0/1aX, K1 IpYHTYIOThCA Ha cTaHnapTax NIST CIIIA.

4. OcHOBHa yBara y po0oTI MpHLIeHa Mpolecy po3poOkn mpodiIiB Oe3mekn, BIpoBaKeHHIO
BHMOT Oe3IeKH, MeXaHi3MaM OITIHIOBaHHS JIOCTaTHOCTI Ta MOJAJBINOr0 JeKIapyBaHHS BIAIOBIIHO-
cti KC3I B crucTeMax, CTBOPEHNX 3 BHKOPHCTaHHAM PO 1LITiB Oe3MMeK.

CHoHCOK JiTepaTypH:

1. ISO/IEC 27000 family. Information security management. URL: https://www.iso.org/standard/iso-iec-27000-
family

2. HI T3I 3.6-004-21. Tlopggok BIpPOBaKEHHA CHCTEMH Oe3mekn iHdopmarii B [epKaBHHX OpraHax,
Ha IINPHEMCTBAaX, OpraHizalifaXx., B IH(MOPMAITHO-KOMYHIKAIIIMHIX CHCTeMaX SKHX 00poOngeTbes iHdopmaris,
BHMOTa MO0  3aXHCTy KOl  BCTAHOBIEHAa 3aKOHOM Ta He  CTAHOBHTh  JIep/KaBHOI  TaeMHHIIL
URL: https://cip.gov.ua/services/cm/api/attachment/download?id=53375

3. NIST SP 800-53 rev. 5 Security and Privacy Controls for Information Systems and Organizations,
2020. URL: https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf

4. TloctanoBa Kabimery MiHicTpie Vkpainn Bim 30.05.2024 Ne 627 "IIpo peamizamiio eKCIIepHMEHTAILHOTO
MPOEKTY 3 AeKIapyBaHHS BiINOBITHOCTI KOMIUIEKCHHX CHCTEM 3aXHCTY iHGMopMmamii B iH(MOpPMAINHIX, eIeKTPOHHIX
KOMYHIKAIiTHAX Ta iH(hOpMAaIiiHO-KOMYHIKAIIITHIX CHCTEMaX, CTBOPEHIIX 3 BHKOPHCTAHHAM IpoditiB Oe3mekn iH(oO-
pmanii". URL: https://zakon.rada.gov.ua/laws/show/627-2024-11.

5. HI 1.4-001-2000. Tumore HOI0KEHHA PO CIYKOY 3aXHCTy iHpOpMaIii B aBTOMaTH30BaHiil cucteMi, 2000.
URL.: https://tzi.com.ua/downloads/1.4-001-2000.pdf

6. NIST SP 800-53A rev. 5 Assessing Security and Privacy Controls in Information Systems and Organizations,
2022. URL: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar5.pdf

7. NIST SP 800-171 rev. 3. Protecting Controlled Unclassified Information in Nonfederal Systems and Organi-
zations, 2024. URL: hitps://nvilpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r3.pdf

8. NIST SP 800-171A rev. 3. Assessing Security Requirements for Controlled Unclassified Information,
2024. URL: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171Ar3.pdf.

ISSN 0485-8972  Radiotekhnika No. 217 (2024) 21
elSSN 2786-5525



9. HJ T3I 3.6-006-24. ITopaaok BIOOPY 3aX0/IiB 3aXHCTY iH(hOpMaIIii, BHMOTra 010 3aXHCTY K01 BCTAHOBIICHA
3aKOHOM Ta HE CTAaHOBHTh JEpiKaBHOI TaeMHHIN, Jiag  iHQopMmamifiamx  cmcteM, 2024, URL:
https://cip.gov.ua/services/cm/api/attachment/download?id=64620

10. HJI T3I 2.3-025-21. MeToamka OIIHIOBAaHHA 3aXOJiB 3axIICTy iH(opMarmii, BIMOTa IMOI0 3aXHCTY IKOi
BCTAHOBICHAa 3aKOHOM Ta HE CTAHOBHTh JepKaBHOI TaeMHHIL, ig iHGopMmamifianx cmcrem, 2021. URL:
https://cip.gov.ua/services/cm/api/attachment/download?id=53377

11. IT Engineering. URL: https://it-engineering.com.ua

12. [epsxasHa IT-kommanig "TH®OTEX" URL: https://infotech.gov.ua.

13. AT "IIT" URL: https://infotech.gov.ua

14. H-X Technologies URL: https://www.h-x.technology.

15. Haxka3 AmMinicTparmii JepKcmen3s a3ky Bim 26.06.2024 "IIpo Bm3HaueHHS ba3oporo mpodimo Oe3mexn
imdopmamii”. URL: https://www.cip.gov.ua/ua/news/nakaz-administraciyi-derzhspeczv-yazku-vid-24-06-2024-317-pro-
viznachennya-bazovogo-profilyu-bezpeki-informacivi

16. Haka3z Anminictpamii [lepscnen3s’s3ky Big 10.07.2024 "TIIpo 3aTBep/ukeHHS PexoMeHIamiil 3 OIHKH
IOCTATHOCTI 3aXOJiB 3aXICTY iH(pOpMaIlii KOMIUTEKCHIX CICTEM 3aXICTy iHGopMaii B iHQopMaIliTHIX, eIeKTPOHHNIX
KOMVHIKAImINHNX Ta iHQOpMAaIiiiHO-KOMYHIKAIIMHIIX CHCTeMaX, CTBOPEHHX 3 BHKOPHCTAHHAM MpoQiliB Oe3meKn
imbopmamii”. URL:  https://cip.gov.ua/ua/news/nakaz-administracivi-derzhspeczv-yazku-vid-10-07-2024-354-pro-
zatverdzhennya-rekomendacii-z-ocinki-dostatnosti-zakhodiv-zakhistu-informaciyi-kompleksnikh-sistem-zakhistu-
informaciyi-v-informaciinikh-elektronnikh-komunikaciinikh-ta-informaciino-komunikaciinikh-sistemakh-stvorenikh-z-
vikoristannyam-profiliv-bezpeki-informaciyi

17. CmcreMa YMOBHHX IIO3HaUeHb (HOTaIg) IId MOIENIOBaHHA Oi3Hec-mpomeciB Bepcii 2.0. URL:
https:/uk.wikipedia.org/wiki/BPMN

Haoitiuwa oo peoxonezii 10.06.2024

Bioomocmi npo aemopie:

Iotiii Onexcanap BoaogaMHpOBHY — I-p TeXH. Hayk, npodecop, 3acTymHnk 'omoBm JlepiaBHOI cyxOH
CHEliaTbHOTO 3B’S3KYy Ta  3axmHcTy iHdopmamii  Vkpaimm; e-mail: Potavl971@gmail.com4 ORCID:
https://orcid.org/0009-0004-9332-4414

Tonyormumii JImuatpo HOpifioBHY — KaHI. TeXH. HayK, JONEHT, XapKIBCBKHI HAITiOHAIBHHII €KOHOMITHHIT
yHiBepcuTeT iMeHi Cemena Ky3Hens, moueHT Kadeapn iHGopMaIiiiHIX cucteM, QaKyIbTeT iHGOPMAIIITHIX TeXHOIO-
rifi,. AT “Tacturyr Indopmamifiamx TexHONOTINI”, HaYadIbHHK BIIIUTY HAyYKOBHX JIOCIiKeHb; VYKpaiHa;
e-mail: dmytro.holubnychyi@hneu.net, ORCID: https://orcid.org/0000-0002-6873-7004

Bacuawses HOpiii KoctaaTurOBHY — [lepikaBHa ciyx0a CIIeliadbHOTO 3B’SI3Ky Ta 3axmcTy iHbopMarii Ykpainm,
e-mail: y.vasyliev(@cip.gov.ua

€cina Mapmraa BiramiiBHa — KaHI. TeXH. HayK, JOIEHT, XapKIBCHKHII HaIiOHANBHHII VHIBEPCHTET IMEHIi
B. H. Kapasiza, jgoneHT Kadenpn Oe3mekn iH(MOPMAIIHIIK CIHCTEM i TEXHOIOTIH, (aKyIsTeT KOMII ITEPHIX HaVK,
AT “Tacturyr  Indopmamiitannx  TeXHONOTIH’, HAYKOBHI  CHOiBPOOITHHK-KOHCYIBTAHT; VYEKpaiHa: e-mail:
m.v.yesina@karazin.ua; ORCID: https://orcid.org/0000-0002-1252-7606

22 ISSN 0485-8972  Radiotekhnika No. 217 (2024)
elSSN 2786-5525



	1
	2
	Голубничий. Радіотехніка 217 2024

