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NORIK Larisa, 

Associate Professor, Associate Professor 
of the Department of Economic and Mathematical Modeling, 

2.2. DIGITAL TRANSFORMATION OF EXPORT-IMPORT 
ACTIVITIES THROUGH DISTRIBUTED TRACING

Introduction.
development of international trade, and the increasing complexity 
of supply chains, implementing digital technologies that enhance 

become critical. Among such innovative solutions, particular attention 
is drawn to distributed tracing, a digital system for tracking goods 
and operations based on distributed ledger technologies, primarily 
blockchain. Blockchain is a key tool for ensuring the integrity and 
reliability of data circulating within supply chains. Its integration 
eliminates critical vulnerabilities in exchanging information between 
counterparties while providing high transparency, traceability, and 
transaction security.

One of the leading sectors where blockchain has been widely 
applied is supply chain management, particularly in international 

example of the practical implementation of blockchain solutions is 
Walmart's
blockchain technologies into its business processes enabled more 

This case demonstrates the high potential of digital technologies in 

among participants in global supply chains. These achievements 
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illustrate the technological feasibility and the practical relevance of 

modern trade logistics and governance.

fostering the development of international trade, increasing economic 
interdependence, and deepening integration. However, modern supply 
chains in international trade face several serious challenges, including 

standards compliance, and fraud risks. The ability to accurately and 
reliably identify product origin, monitor logistics routes, and document 

operations. Therefore, introducing digital distributed tracing systems 

compliance with quality standards, and improve interaction among all 
supply chain stakeholders.

Given digital transformation trends, OECD member countries are 

growing adoption of distributed tracing in international trade is presented 

transparent communication among delivery participants and reliable 

blockchain platforms that integrate environmental sustainability, low 
energy consumption, and a high level of data protection is of particular 

Implementing such technology ensures traceability, ownership 
validation, and auditing of trading records, thus contributing to enhanced 
transparency, fraud reduction, and regulatory compliance – factors 
critical for the sustainable development of digital trading platforms.
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Ukrainian scholars also increasingly focus on digital technologies 
such as blockchain, IoT, and robotic process automation. In particular, 

productivity radically. The authors propose actively implementing 

also substantiates the need to apply blockchain technology in supply 
chains when forming foreign economic strategies for enterprises. The 

practices in an ethically sound manner. Such digital technology adoption 

through blockchain implementation and highlights the legal challenges 

customs clearance, data exchange, and automating obligations through 

solutions, data protection, liability for data processing, dispute 
resolution, and recognition of electronic documents.

Thus, amid the active adoption of digital technologies in international 

on distributed tracing is becoming increasingly evident. As global 

across complex and often fragmented supply chains becomes critically 
important. Distributed tracing technologies, particularly those based on 
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throughout the supply chain. These technologies contribute to reducing 

trust, enhancing data integrity, and facilitating seamless coordination 
among diverse stakeholders in international trade ecosystems. As such, 

resilience in global trade infrastructure.
This study aims to explore approaches to implementing distributed 

technology.

attention in academic circles has been devoted to implementing 
distributed tracing across various sectors. Given the substantial 
potential of these technologies, they have become the subject of 
intensive investigation within the framework of international research 
projects and scholarly studies.

One of the primary topics actively explored in this context is 
the application of one of the core distributed tracing technologies – 
blockchain – for tracking goods in international supply chains. For 

technology into supply chains and logistics processes, aiming to 
examine blockchain platforms and their input data as innovative 
solutions for managing supply chain business operations, particularly 

The authors employ three research methods: expert interviews, 
comparative analysis of blockchain platforms, and market analysis 

reduces costs, and increases process reliability within supply chains, 
especially when implemented via platforms such as Hyperledger 
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based supply chain system. Using a trade and information chain 

Implementing blockchain technology in this domain enables complete 
transparency and traceability at every stage of the supply chain, 
which is particularly critical for food safety. As a continuation of the 

distributed tracing as a means not only to eliminate corruption and 

particularly in food production and distribution, blockchain ensures 
high data security, prevents product counterfeiting, and mitigates 
risks to end consumers. Moreover, distributed tracing enables prompt 
responses to product quality or safety issues, a vital component of 

this technology can reduce logistics costs, decrease food waste, and 

In summary, the reviewed studies highlight the strong potential of 
blockchain technology for implementing distributed tracing in supply 
chains, particularly within international trade contexts. The examined 

logistics operations, and reducing operational costs.
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methods and blockchain technologies in international supply chains, 

transparency, security, data processing speed, cost, scalability, 
interoperability issues, crisis resilience, environmental sustainability, 

criteria enable a comprehensive assessment of the technical, economic, 
legal, and ecological aspects of both approaches to logistics management.

Transparency is crucial in ensuring access to reliable information 
about each stage of the supply chain, which reduces the risk of fraud 
and improves the enforcement of trade agreements. Transparency 

chain participants. In traditional systems, transparency is limited due 
to the local storage of data and the reliance on trust between parties. 

Security in logistics processes is critical for mitigating the risks of 

which introduces potential vulnerabilities. Blockchain employs 

traditional systems. Integrating smart contracts in blockchain enables 

Costs related to the implementation and maintenance of tracking 
systems are also an important criterion. Although blockchain 
technologies may require substantial initial investments, they provide 
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and intermediary involvement. Blockchain reduces these costs by 

volumes of transactions and evolving requirements, which is critical 
in global supply chains. Traditional tracking methods are constrained 

transparency and precision. Blockchain transforms this landscape by 
distributing data across multiple nodes, preserving records immutably, 
and enabling automatic validation via smart contracts. It proves 

Interoperability issues between systems are also key in comparing 
traditional and distributed tracing approaches. Data entry errors, human 

reducing human intervention, and relying on transparent and immutable 
records, enhancing data reliability, security, and trust. Blockchain 

Environmental sustainability is gaining recognition as an essential 
factor in logistics operations. Traditional methods often involve 

especially with IoT technologies, contributes to emission reduction and 

managing risks, and improving customer service. Traditional systems 
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International legal regulation is another critical consideration, 

frameworks. Traditional systems often struggle to align with diverse 
jurisdictional requirements. Through smart contracts, blockchain can 
partially automate compliance with international legal norms and 

Thus, the selected comparison criteria allow for a comprehensive 

economic dimensions and their alignment with current global challenges 
and sustainable development goals.

A summary of the results of the comparative analysis of key criteria 

based approaches to managing international supply chains is presented 
in Table 1.

Table 1
Comparison of traditional tracking methods and blockchain 

technology in international supply chains

Criterion Traditional Tracking 
Methods Blockchain Technologies

1 2

Transparency

Limited, often reliant on 
the trustworthiness of 
supply chain participants; 
data is fragmented.

High transparency; all 
participants have access 
to immutable records in 
real time.

Security loss, or tampering.

Cryptographically secured 
data; each transaction is 
digitally signed.

Data processing 
speed

Slow due to manual 
processing, paperwork, through smart contracts 

enables instant processing.

Costs

High due to document 

procedures, and 
intermediary involvement.

Reduced costs through 
process automation and 
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1 2

Scalability
Limited by system 
overload when participant 
numbers increase.

High scalability; capable 

under growing volumes.

Interoperability 
issues

High risk of errors due 
to human factors and 
incompatible systems.

through automation; 

standards.

Crisis resilience

Vulnerable to external 

pandemics, wars, cyber 

High resilience is enabled 

and distributed data 
architecture.

Environmental 
sustainability

Use of paper 
documentation and 

routing.

reduced resource 
consumption, and support 
for green logistics.

Delays in information 
updates; lacks continuous 
monitoring.

Continuous monitoring 
is enabled by IoT 
integration, which 
provides rapid response to 
status changes.

International legal 
compliance

diverse jurisdictions; 

alignment.

Smart contracts can be 
tailored to meet varying 
legal requirements across 
countries.

technologies in international supply chains has demonstrated that 

transparency, security, data processing speed, scalability, and the 
resilience of logistics systems to external shocks. In contrast to 

architecture with immutable records, automated smart contracts, and 

Continuation of Table 1
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into logistics processes forms a foundation for developing reliable, 
adaptive, and sustainable supply chains in the context of the digital 
transformation of international trade.

At the same time, it is essential to note that in the context of 

supply chains are a key component for blockchain implementation, 
being directly linked to the transparency, traceability, and security 
of goods and services throughout their movement, it is necessary to 
consider other critical elements for unlocking the full potential of 
distributed tracing technologies in global commerce.

One such element is the interoperability of various tracking 
platforms and systems operating within international trade. Distributed 

among diverse supply chain participants, even when these entities 
operate on distinct technological infrastructures. This ensures the 
stable performance of all elements in the supply chain, allowing 
for reliable data exchange between businesses, governments, and 

addressing the challenge of interaction across digital platforms. This 
model enables asset tracking at various supply chain stages through 

across blockchain networks, enhancing transparency and security. The 
proposed model holds strong scalability potential in pharmaceuticals 
and the food industry, owing to its ability to preserve interoperability 

improving interoperability among various blockchain systems within 
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posed by private blockchains, which, despite ensuring high data security, 
create new barriers to information exchange due to restricted data access 
for companies operating at lower supply chain tiers. Using private set 
intersection protocols, combined with blockchain technology, balances 

requiring excessive data disclosure. Such an approach supports the 

time information exchange, essential for the dynamic adjustment of 
production planning and other logistical processes. In this context, the 
advancement of distributed tracing and the assurance of complete data 

information and promote higher levels of collaboration among supply 
chain stakeholders. Thus, interoperability and distributed tracing are 
mutually reinforcing elements that enhance trust among participants in 
international trade and foster the stability of global trading processes.

operations is the automation of business processes

a promising solution is proposed to achieve sustainability through 

to automate key tasks in international logistics and procurement 
processes. Unlike traditional, static systems, this framework enables 
dynamic adaptation to supply chain changes through its capacity to learn 

and carbon footprint information. This approach ensures operational 
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for international logistics operations. Such solutions are expected to 
play a key role in the digital transformation of global logistics by 

opportunities and challenges associated with implementing Robotic 

that RPA was crucial in maintaining operational continuity under 
crisis conditions – an especially vital consideration in global trade. 
RPA was positively evaluated regarding usefulness, security, and ease 

international trade operations. Thus, the reviewed research highlights 
the pivotal role of business process automation in developing modern 
digital supply chain ecosystems. Distributed tracing can incorporate 

on the business needs or regulatory requirements, these systems can 
operate on public or private blockchains. Integrating AI, RPA, and 

and supporting data processes. In this context, distributed tracing 
emerges as a powerful tool to ensure transparency, reliability, and 

goods in global networks.
Another essential dimension of distributed tracing technologies 

is enhancing the security of international transactions. Blockchain 

enabling trade participants to track the movement of goods and services 
throughout the supply chain, thereby reducing the risks of unfair 
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as a mechanism for strengthening the security of international 
transactions and improving the performance of distributed tracing. The 

trading partners. Its implementation reduces fraud risks, increases trust 

trails enable regulatory bodies and trading partners to verify compliance, 

chain management, and IoT. The ability to selectively grant access 
while maintaining data integrity is crucial for maintaining security in 
international trade environments involving multiple jurisdictions. The 

tracking systems and smart contracts – improve transparency and 
security, notably in the food sector, thereby strengthening the integrity 

supports the legal enforceability of trade agreements under international 
regulatory frameworks.

environmental 
sustainability

and reliability in supply chains, distributed tracing technologies can 
be applied to monitor resource consumption and emissions, thereby 
helping reduce the ecological footprint of trade. This opens new 
avenues for implementing sustainable practices and more responsible 
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between international trade and ecological sustainability is examined, 

strategies for promoting sustainable development under expanding 
international trade. This study is vital in understanding the role of 
technologies like blockchain in advancing environmental sustainability 

of green supply chain management on innovation, environmental 
performance, and competitive advantage. Focusing on enterprises in 

supply chain management reduces environmental impact and enhances 

and tracking of environmental indicators, which allows companies 

supports adopting sustainable trade practices and enhances the 
environmental performance of supply chains, an essential step toward 
achieving global sustainability goals. Consequently, modern scholarly 
literature underscores the importance of incorporating environmental 
considerations into international trade strategies and highlights the role 
of digital technologies in fostering transparency and resilience in supply 
chains. It also points to the necessity of international cooperation and 

In conclusion, distributed tracing in international trade is 

and addresses various other strategic challenges, including security, 
automation, ecology, and interoperability. Taking these dimensions 

the global economy. A summary of the key dimensions of distributed 

is presented in Table 2.
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Table 2
Key functions of distributed tracing in international trade and 

their impact on export-import activities
Implementa-
tion aspect

Function of distributed 
tracing

Impact on export-import 
activities

1 2

Supply chain 
management

control over all stages of 
product movement – from 

consumer. Participants have 

likelihood of errors, losses, 
or delays. All information is 
stored immutably, ensuring 
full traceability.

and elimination of 
supply bottlenecks, 
reduces operational 
risks in international 
transportation, and 

among suppliers, carriers, 
and customs authorities. 
This is especially important 
given global demand and 
the complex geography of 
supply chains.

Security

Data for each transaction 
is encrypted, signed, and 
recorded in a distributed 
ledger, making forgery or 
destruction impossible. 

through consensus 

Ensuring the authenticity 

reduces fraud risk, lowers 
the need for duplicate 

audits, and accelerates 
customs clearance. 
This enhances trust in 
Ukrainian exporters on the 
international market.

Automation

The integration of smart 
contracts enables automatic 

conditions, such as 
transferring ownership after 
payment or sending

Reducing time spent on 
logistics and administrative 
operations decreases 
company expenses and 
increases competitiveness. 
Automatic procedure
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1 2

delays. Product tracking, 
status updates, and digital 
document processing occur 
without human intervention.

import processes, reduces 
human error risks, and 
lowers personnel costs.

Ecology

Distributed tracing allows 
tracking carbon footprint, 
energy consumption, 
packaging use, and other 
resources at each stage 
of the supply chain. This 
ensures transparency of 
environmental indicators, 
enabling ecological audits 
and sustainability analysis.

Enables adaptation to new 
environmental requirements 
of international markets 

and barriers to export, and 
helps build a responsible 

resource management 
also contributes to cost 
reduction.

Interoperability

Digital platforms support 
integration with various 
information systems 

via open interfaces and 
international standards. 
This ensures compatibility 
between governmental and 
private entities.

Facilitates cooperation 
among foreign economic 
activity entities from 

promotes automatic 
data exchange without 
duplication of documents 
or format conversion. This 
accelerates order processing 
and goods declaration 
and reduces technical 
integration costs.

distributed tracing technologies for their development. They open 
new opportunities for integrating innovative approaches into the 

Continuation of Table 2
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foster the development of more sustainable and adaptive models 

context of shifts in economic policies oriented toward sustainable 
development.

Given the considerable impact of distributed tracing technologies 

it is worthwhile to examine their implementation in the European 

integrating innovative digital technologies in international trade, 

infrastructure, and support for sustainable development through 
various strategic initiatives. A favorable political environment, 

monitoring of environmental footprints and supports transparency 
in supply chains on a global scale. Conversely, adopting similar 
technologies in Ukraine is more complex and requires consideration 

national regulatory framework to ensure alignment with international 

of infrastructure and the diversity of the business environment, 

existing information exchange systems are necessary. These factors 
contribute to unavoidable delays in implementing distributed tracing 
technologies at the national supply chain level, necessitating the 
adaptation of solutions to ensure integration with international 
systems. Therefore, a comparative analysis of the implementation of 
distributed tracing technologies in the EU and Ukraine allows for 

approaches into international trade and sustainable development.
For a deeper understanding of the current state of distributed tracing 
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implementation of distributed tracing requires the presence of reliable 
and accessible IT infrastructure capable of supporting necessary digital 

supply chain participants and the ability to exchange data in real time 

promote the adoption of new technologies through the creation of 

can enable essential infrastructure projects, enact relevant laws and 
regulations, and propose incentives to facilitate the integration of 

– application of core digital technologies, since the successful 
implementation of distributed tracing directly depends on the availability 
of technologies capable of ensuring data security, transparency, and 
processing speed, particularly blockchain and IoT;

– integration into supply chains, as successful use of distributed 
tracing technologies is possible only with their integration into existing 
trade processes and interaction with other supply chain participants 

for ensuring scalability and the implementation of initiatives for 

budget constraints, as well as supporting research and development of 

– integration into international trade processes, which allows 

tracing has the potential to increase transparency and reduce costs 
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international trade processes is a crucial factor in determining the 

A thorough comparative analysis was undertaken to provide a solid 
foundation for understanding these key areas. This analysis focuses on 
the current state, development trends, and implementation challenges 

the EU and Ukraine. By examining diverse sources and perspectives, 

The comparative analysis of digital distributed tracing technology 

understanding of the main trends and potential development pathways 
for these technologies.

A comparative analysis of the approaches to ensuring the 
implementation of distributed tracing in international trade in the EU 
countries and Ukraine allows us to outline several systemic trends.

First, the EU demonstrates a strategically coordinated approach that 
combines regulatory support, institutional integration, and advanced 

developed infrastructure and government support for implementing 
blockchain technologies in international trade. It actively promotes the 
global integration of such technologies by creating common platforms 

but also as an element of the broader European policy on transparency, 
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Comparison of the implementation of distributed tracing 
technologies in export-import activities between the EU 

and Ukraine by key areas
Key areas EU Ukraine

1 2

Infrastructure 
development

High level of digital 
infrastructure development, 
support for innovative 
initiatives by the European 
Commission. For example, 
the EU Blockchain 
Observatory and Forum 

Limited infrastructure for 

However, major cities 
actively develop digital 

Planning the 
implementation of the 
European Logistics 
Services Authentication 

based tools to combat 

The State Customs 
Service of Ukraine joined 

simplifying the transport of 
goods between European 

Government 
support

Active support for 

blockchain technologies 

programs and the European 
Blockchain Partnership 

Ukraine joined the EBP 
as an observer, enabling 
participation in developing 
joint blockchain solutions 
for public services and 
facilitating integration of 
Ukrainian registries with 

Establishment of legal 
frameworks for digital 
trade solutions, such as the 
Regulation on Electronic 

The Ukrainian government 

through programs like 

closer cooperation with 
international partners is 
needed.
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1 2

Application 
of core digital 
technologies

Widespread use of 
blockchain, IoT, and big 

Digital technology 
development, including 
blockchain, is progressing 

uses digital solutions for 
public procurement, but 
blockchain is not yet a core 

Active integration of 

trade platforms, including 
Blockchain for Trade 

Ukraine participates in 
international blockchain 
projects such as 
Blockchaining Ukrainian 

level technology use 

Integration into 
supply chains

The EU has integrated 

for product tracking, such 
as the BVL Blockchain 

Ukraine is only beginning 
to integrate technologies 
into supply chains; for 
example, several startups 
are using blockchain 
for innovation in 

High level of integration 
into global supply chains, 
including platforms for 
tracking supply via port 
logistics such as the Port of 

Integration into 
international networks is 
limited due to a lack of 
standards and necessary 
investments; however, 
projects exist for small and 

Funding of 
innovative 
projects

in digital and blockchain 

Europe funds and other 
EU programs, e.g., funding 
for the EU Blockchain 
Observatory and Forum 

Limited funding through 
state initiatives and  
international grants  

ports startups, but venture 
capital in blockchain is 
still underdeveloped in 
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1 2

Collaboration between 
governments and private 
investors to support 
innovation, e.g., within 
the EU Innovation Fund 

Some pilot initiatives, 
such as the Ukrainian 
Blockchain Association, 
try to attract investments 
in innovative technologies, 
but funding remains 

Integration into 
international 
trade processes

The EU actively supports 
digital initiatives for 
international trade via the 
Digital Single Market, 
including the eIDAS 
regulation to ensure 

Integration into inter
national trade processes 
through digital technology 
adoption, particularly via 

 
 

and cybersecurity improve
ments are needed for full 
integration.

Active use of technologies 
to reduce barriers in 
international trade, e.g., 

registration platforms 
through Blockchain in 

Ukraine participates in ini
tiatives such as the Digital 
Silk Road, but integration 
into international processes 
is limited due to a lack of 
standards and government 
support; however, the  
Digital Development 

may help overcome these 
barriers.

In contrast, initiatives for implementing distributed tracing in 
Ukraine are predominantly experimental or pilot, indicating an early 
stage of development for this system. Ukraine is only beginning to 
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integrate blockchain into its international trade, with most initiatives 
focused on local projects and national customs procedures. The global 
integration of blockchain is still at an emergent stage, highlighting 
the need for further development and deployment of infrastructure to 

of distributed tracing technology requires comprehensive cooperation 
between the public and private sectors, particularly in creating 

partnerships, whereas it is only partially developed in Ukraine.
A deeper analysis of the implementation of distributed tracing 

reports demonstrates key trends that allow comparing approaches to 
blockchain solutions for supply chains and international trade. In EU 
countries, there has been steady growth in the blockchain technology 
market for supply chain management. According to forecasts, the 

indicate a high demand for innovative technologies in international 

but persistent advancement of this technology into fundamental 

In turn, the primary motivations for implementing blockchain 
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blockchain technology is actively developing. However, despite 
considerable progress, most initiatives focus on domestic processes such 

impact of institutional and professional transactions. Large transactions 
exceeding USD 10 million and medium transactions ranging from 

At the same time, Ukraine is witnessing active development 

their operations. Chainalysis data show that the volume of DeFi 

Despite the high level of cryptocurrency penetration in Ukraine, 
international platforms and integration mechanisms to ensure the 

nascent stages. It is necessary to develop and implement appropriate 
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the EU has already established a developed infrastructure and legal 
framework for implementing distributed tracing at the international 
level, whereas in Ukraine, blockchain technologies are only beginning 
to integrate into the sphere of global trade. At the same time, Ukraine 

in international trade. However, achieving full integration requires 
addressing several legal and infrastructural issues, which calls for 
a comprehensive approach and cooperation with global partners.

in the foreign economic sector and successful cases of blockchain 
solution implementation in the EU and OECD countries, several strategic 
recommendations for Ukraine can be formulated. First and foremost, it 
is necessary to develop a national blockchain technology development 

strategy and include stages of legislative adaptation, infrastructural 

essential to align with international standards of interaction in logistics 
and trade, particularly GS1, ISO 28005, and eIDAS, which ensure 

and logistics services, especially considering the positive experience 

industrial complex and pharmaceuticals may facilitate the evaluation 

adopt innovative solutions, it is advisable to consider state support 
mechanisms, including tax incentives, access to digital public 

Particular attention should be given to cybersecurity, data 
protection, and developing a robust architecture for the reliable 
functioning of blockchain infrastructure. The experience of countries 
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with advanced digital economies demonstrates that the reliability and 
trustworthiness of systems are decisive factors for their adoption in 

about the capabilities of distributed tracing technologies will help 

such as the European Blockchain Partnership, creates opportunities 

implementation of these recommendations will contribute to the 

as a reliable and transparent trading partner in the global market.
Thus, although Ukraine is currently forming the necessary 

prerequisites for systematically implementing distributed tracing in 

will enable its integration into global digital supply chains based on 
modern technologies.

Conclusions. As a result of the conducted study, it was established 

international trade processes. One of the key advantages is the ability to 

management, reducing risks associated with documentation errors, 
transportation delays, and product counterfeiting. This enables more 
accurate forecasting and timely responses to potential issues arising 
during delivery.

of distributed tracing in international trade include data security, process 

immutability, which is critical for international trade operations as it 
eliminates the possibility of information manipulation. Automation of 
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transaction execution. The environmental aspect of the technology is 

for paper documentation and eliminating unnecessary stages in supply 
chains. This positively impacts the environment by lowering resource 
consumption and pollution. Interoperability is a crucial condition for 
the successful adoption of distributed tracing. Ensuring interaction 
among various participants in international trade – customs authorities, 

risks and errors in international trade operations.
A comparative analysis of European and Ukrainian practices in the 

context of distributed tracing implementation demonstrated that while 
Ukraine is actively improving digital tools, integrating technologies 
such as distributed tracing is still at a developmental stage. This is due 

implementing such technologies in trade, enabling member countries 
to integrate distributed tracing into their trade processes actively. 

partnerships that accelerate the deployment of innovative technologies. 

the technological gap and enhance competitiveness in global markets. 

challenges of distributed tracing in real operational conditions, thus 
reducing the entry barrier for broader market adoption. Therefore, for 
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readiness of enterprises, and ensure government support. It is also 
essential to enhance cooperation between business and government, 

import activities at both national and international levels. Only through 
a comprehensive and coordinated approach involving policy reform, 

possible to unlock the full potential of distributed tracing and align 
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2.3. THE ROLE OF ARTIFICIAL INTELLIGENCE  
IN STRENGTHENING NATIONAL SECURITY

Introduction. Modern security threats to Ukraine, which have both 
physical and digital dimensions, require the implementation of new 


