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In a face-to-face conversation, we can determine a person's identity by 

knowing their face, voice, or other biometric characteristics. In the digital world,  

it is more difficult to verify your face. When a user connects to their banking provider 

on the Internet, they need to know that their information is protected, that they are 

using a true website, not a false website. Transport layer security protocol provides 

this by using digital signatures when identifying a person. Digital signature schemes 

are the main ones in DNSSEC. They protect programs from accepting false DNS 

data. This happens when the DNS data cache is poisoned. The science that uses 

digital signatures when identifying a person is called cryptography. Cryptography  

is used to maintain the confidentiality of data and information when they are 

transmitted through network channels.  

Cryptography began with the classical Caesar cipher to modern cryptosystems 

based on modular arithmetic. Then quantum computing appeared. The advent of 

quantum computing created a threat to modern cryptosystems based on modular 

arithmetic. 

Complex computing systems are the basis of modular arithmetic ciphers.  

These ciphers cannot be solved in a short time. To solve this problem, researchers 

have developed quantum algorithms that can withstand quantum computing  

attacks. 

A quantum computer is a machine that uses quantum-physical phenomena  

to perform calculations that are fundamentally different from those of the basic 

computer. When the basic computer is in a fixed state, a quantum computer is in  

a superposition state. Basic computers perform logical operations using a specific 

physical state. 

Their operations are based on one of the states. A single state, on or off, up or 

down, 1 or 0, is called a bit. The internal state of the underlying computer is hidden.  

 

http://www.konferenciaonline.org.ua/ua/article/id-2307/
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The only way to obtain information about the state of the underlying computer is to 

perform a measurement. A quantum bit is usually called a qubit. Unlike a classical 

bit, a qubit can be in a state as shown in fig.1. 

 

 
Fig.1. Quantum qubit 

 
Note that a and b are complex numbers, the square of their modulus gives the 

probability of being in the state after measurement. The total probability of the qubit 

state must be equal to one: |a|2 + |b|2. 

Scientists in China report that their quantum computer has solved a complex 

mathematical problem in a millionth of a second. This is 20 billion years faster  

than the world's fastest supercomputer could handle the same task. But it's not that 

simple, since efficient algorithms need to be created to run on quantum computers.  

A number of physical problems related to loss of coherence and error correction need 

to be solved. 

To protect against quantum computer attacks, developers of security services 

and services must constantly assess the risk associated with the choice of 

cryptographic algorithms and develop new algorithms for the quantum world. 
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The most important task of a modern vendor of an IT company engaged in the 

development and sale of software is to reduce non-production costs, including the 

maintenance and servicing of its own IT infrastructure. One of the most effective 

ways to solve this problem is to switch to the use of cloud services. Cloud computing 

is the latest computing standard that is widely used to support software design tasks, 

including testing. As practice shows, such an IT direction as cloud testing helps to 

meet the needs of software vendors for hardware and software resources through the 

use of a flexible and relatively inexpensive cloud platform for testing. 

However, it is important to note that to implement the wide capabilities  

of cloud testing, it is necessary to use an effective testing methodology. Testing 

methodology is a conceptual framework applicable to organizational testing 

processes, test management processes and / or dynamic testing processes in order to 

simplify testing. The main objectives of cloud testing are: 

- confirmation of the quality of cloud applications, including their functionality, 

business procedures, performance and scalability, taking into account a set of 

requirements imposed on applications; 

- checking cloud compatibility in the cloud infrastructure. 

The following groups of cloud testing types are distinguished: 

1. Cloud computing architecture testing. 

Cloud computing architecture, like any other application or software, consists 

of two main sections: Front-End and Back-End. 

Front end is a client or any application that uses cloud services. 

Back-end is a network of client machines with servers that have a computer 

program and a data storage system. 

http://www.konferenciaonline.org.ua/ua/article/id-2306/
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