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In modem information systems, issues related to cybersecurity are of key 
importance. With the growth of digital transactions, the popularity of decentralized 
applications, and the use of blockchain technologies in various fields (logistics, 
finance, healthcare, identification, etc.), the need for reliable methods of protecting 
transmitted information is also growing.

Problem statement
While the blockchain itself ensures the integrity and immutability of records in 

the distributed ledger, it does not guarantee the complete confidentiality and 
authenticity of the transmitted data, especially in the channels of interaction between 
users or network nodes. The transmission of information in blockchain environments 
often takes place without additional layers of encryption or using outdated algorithms. 
This poses a threat of interception, unauthorized access, or even modification of critical 
information. Using only symmetric or only asymmetric algorithms is not always 
effective due to the trade-off between performance and security.

Purpose o f  the study
The purpose of the study is to implement hybrid encryption methods to ensure 

the confidentiality, integrity, and authenticity of transmitted data in blockchain 
networks.

Research results
One of the promising areas for solving these problems is the introduction of 

hybrid encryption methods that combine the advantages of symmetric (high 
performance) and asymmetric (secure key exchange) cryptographic systems. This 
approach allows for both fast encoding of information and secure exchange of key
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parameters, which is especially important in open or partially open blockchain 
networks.

The analysis showed that the most resource-intensive steps are the generation of 
asymmetric keys and the calculation of the shared secret, which is expected. However, 
the overall latency remains within acceptable limits, even for interactive DApps or 
mobile applications. The hybrid model was compared with other methods used in 
cryptography (symmetric only or only asymmetric encryption) in terms of key 
parameters. These results confirm that the hybrid model provides the best balance 
between security and performance, especially in environments where secure key 
exchange and message integrity must be ensured in an open, decentralized network.

As a result of testing, comparison, and analytical analysis, it was confirmed that 
the hybrid cryptographic model has high practical value in the context of increasing 
the information security of data transmission in blockchain networks. It demonstrates 
an effective combination of cryptographic reliability, performance, implementation 
flexibility, and compliance with future challenges (including quantum threats).

Conclusions and prospects
In the course of the work, a comprehensive study of hybrid encryption methods 

and their application to ensure the protection of information in blockchain 
environments was carried out. Based on the theoretical analysis, it was found that 
hybrid cryptography combines the strengths of both symmetric and asymmetric 
encryption methods: high speed of symmetric algorithms (in particular, AES) and 
secure key transfer provided by asymmetric algorithms (for example, ECC). This 
combination allows you to achieve an optimal balance between performance and 
security in the conditions of decentralized networks.

The results of the study demonstrated the high efficiency of the chosen 
cryptographic model: low delays in encryption and decryption, support for modem 
standards, scalability, and protection against major types of attacks (including MITM 
and traffic analysis). The comparative evaluation also confirmed the advantages of the 
hybrid model over classical approaches. Thus, the results obtained are the basis for the 
development of practical solutions in the field of secure data transfer in Web3 systems, 
decentralized applications and digital ecosystems of the next generation.
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