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O6MmeXkeHHA. MeTof He MopyLUYe He3aNeXHICTb MOAiA, NPoTe AKICTb OLIHOK 3a/1eXUTb Bif BXigHUX
MMOBIPHOCTE CTaHiB. [na HaATO BenMKMX rpadiB 3 6GaraToCTaHOBMMWM By3naMu  KiflbKiCTb
«/AMOBIPHICHMX MNaKeTiB» 3pOCTa€ — Y TaKUX BWNaAkax BapTO arperyBati Mano3HauyLli BY3/u,
3aCTOCOBYBATM KeLUyBaHHA MigMapLUPYTIB | aHani3yBaTn «CKNagHI» AINAHKM OKPeMO.

BUCHOBKW. YXMBYYIiCTb K/IEHT-CEPBEPHUX IMPOBUX Ta MYNbTUMELINHUX CUCTEM € KPUTUYHOO
B/IaCTUBICTIO, O 3abe3neyye 6e3rnepepBHICTb PO60TM nonpu 3601 Mepexi 4M 4YacTKOBI BigmMOBYU
KOMMOHeHTIB. [N Ti KifbKICHOT OUIHKM [AouinbHO 3actocoByBaTv MeTod JIITM, SKuil [o3BONSE
O[lHOYACHO BUSABNATU YMHHUKM PU3MKY B iepapxil cepsiciB | OUiIHIOBATU Hacnigku ixX gerpagauii ans
KopucTyBalbKoro gocsigy. Ha ocHosi JIITM MoO)XHa CTBOPWUTM IHCTPYMEHTW [/ aBTOMAaTWU30BaHOMo
PO3paxyHKY MOKa3HWUKIB XXMBYYOCTI B PI3HUX TOMOMOTIYHMX | apXIiTEKTYPHMX CLeHapisx (mono vs micro,
ogvH CDN npotn multi-CDN, on6ek-nonituku). Migxig 3abesneyvye LWBWAKE OTPUMaHHS NPaKTUYHUX
METPUK — YaCTKMN 4yacy B «3efeHil» 30Hi QOE, NMOBIPHOCTI YTpMMaHHS Cecii, 04iKyBaHOro BnavMBY Ha
FPS/RTT — i HanpsAMmy NoB’A3ye HafiNHICTb 3’€HAHHA Ta CTaHW KOMMOHEHTIB i3 NPOAYKTUBHICTIO Fpw.
3arasiom, BMKOPUCTaHHS JIITM niABuLLYE TOYHICTb | OMEPaTUBHICTb aHasidy >XMBYYOCTI Ta CNpuUsE
NiATPMMaHHIO BUCOKMX SLA Y MepexxeBnX irpoBMX 3aCTOCYHKaX.
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The purpose of the research is to implement hybrid encryption methods to ensure the
confidentiality, integrity and authenticity of transmitted data in blockchain networks. Modern
cryptographic algorithms were analyzed, their advantages and disadvantages were identified, and a
hybrid scheme was proposed that combines symmetric and asymmetric encryption. The object of the
research is the process ofdata exchange between participants in the blockchain network. The subject of
the research is cryptographic methods aimed at increasing the security of information transmission. An
analysis of cryptographic risks was conducted, and typical vulnerabilities of data transmission in public
blockchains were identified, in particular when exchanging keys and transmitting confidential
information to or beyond the network consensus. The result of the research is the development of a
solutionfor a secure data transmission channel using hybrid encryption, adapted to the characteristics of
the blockchain environment.

Statement of the problem.

In modern information systems, issues related to ensuring cybersecurity are becoming key. With
the growth of digital transactions, the popularity of decentralized applications, and the use of blockchain
technologies in various areas (logistics, finance, healthcare, identification, etc.), the need for reliable
methods of protecting transmitted information is also growing. Although the blockchain itself ensures the
integrity and immutability of records in a distributed registry, it does not guarantee complete
confidentiality and authenticity of transmitted data, especially in interaction channels between users or
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network nodes. Information transmission in blockchain environments often occurs without additional
layers of encryption or using outdated algorithms. This creates a threat of interception, unauthorized
access, or even modification of critical information. Using only symmetric or only asymmetric algorithms
is not always effective due to the trade-off between performance and security level. One of the promising
directions for solving these problems is the implementation of hybrid encryption methods that combine
the advantages of symmetric (high speed) and asymmetric (secure key exchange) cryptographic systems.
This approach allows for both fast information encoding and secure exchange of key parameters, which is
especially relevant in open or partially open blockchain networks.

The purpose of the research is to substantiate and develop a hybrid cryptographic scheme adapted
for secure data transmission in blockchain networks. The object of the research is the process of
transmitting digital data in decentralized computing systems. The subject of the research is symmetric and
asymmetric encryption methods, their combined application in a distributed environment. The research
methods used include theoretical analysis of cryptographic protocols, modeling of encryption processes,
design of secure schemes, and experimental performance evaluation. The practical significance of the
research is the combination of modern cryptographic approaches into one effective hybrid model that
takes into account the peculiarities of the functioning of blockchain networks.

Presentation of the main material.

In the modern information space, blockchain technologies are actively implemented in various
industries - from the financial sector and logistics to education, healthcare and public administration. The
main advantage of blockchain is ensuring the integrity, transparency and immutability of information
stored in a distributed registry. At the same time, despite the widespread opinion about the high level of
security of decentralized systems, blockchain itself does not provide full protection of transmitted
information, especially at the level of communication between network participants.

Threats inherent in classic computer networks remain relevant: Man-in-the-Middle (MITM)
attacks, which allow for interference in data transmission between nodes; substitution of transactions or
manipulation of content before they are included in a block; interception of private information during the
process of creating, signing, or transmitting transactions; exploitation of weak or outdated cryptographic
algorithms that do not meet modern standards.

In addition, blockchain networks often use public keys to identify users, while the corresponding
private keys are stored locally. The loss or compromise of a private key leads to an irreversible loss of
access or full control over the account, which confirms the need for additional layers of protection. The
issue of confidentiality in blockchain environments requires special attention. For example, in financial
applications or decentralized exchanges, transactions contain data on amounts, addresses of parties,
hashes of contracts, etc. If such information is accessible to third parties, this can lead to a leak of
commercial or personal information. A number of studies show that some blockchain applications
(especially in the field of healthcare, digital identification, corporate document management) require not
only preserving data integrity, but also ensuring their confidentiality. However, the standard mechanisms
of most public blockchain platforms do not provide for this. While TLS or HTTPS level protocols provide
channel protection in classical networks, in blockchain such protection must be implemented
independently, at the application level or through specialized cryptographic schemes. One possible
solution to increase the security of information transmission in such networks is the use of hybrid
encryption. It allows you to encrypt the message content itself using symmetric algorithms (for example,
AES), as well as perform secure key exchange using asymmetric algorithms (for example, ECC or RSA).
This approach provides not only confidentiality and authenticity, but also increases efficiency in
decentralized networks with a large number of participants.

Thus, despite the strengths of the blockchain architecture in ensuring the immutability and
verifiability of information, vulnerabilities associated with the confidentiality and security of data
transmission channels remain relevant. This creates the need to implement additional cryptographic tools
- in particular, hybrid encryption methods, which allow for a comprehensive increase in the level of
information security in blockchain networks. In the context of the rapid development of decentralized
technologies, the need to assess not only the functional, but also the applied effectiveness of information
protection tools is growing. For blockchain systems, where each transaction is public, and the network
structure does not provide for centralized security elements, the ability of the selected cryptographic
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model to provide reliable protection of transmitted information without compromising performance,
availability, and compatibility with existing protocols is extremely important.

In this regard, it is advisable to conduct a comprehensive analysis of the effectiveness of the
hybrid encryption model, which was investigated in the previous sections, and to determine its
advantages, limitations, and prospects for use in modern blockchain infrastructures.

The analysis showed that the most resource-intensive steps are the generation of asymmetric keys
and the calculation of the shared secret, which is expected. However, the overall latency remains within
the acceptable range even for interactive DApps or mobile applications. The hybrid model was compared
with other methods used in cryptography (only symmetric or only asymmetric encryption), according to
key parameters. These results confirm that the hybrid model provides the best balance between security
and performance, especially in conditions where it is necessary to ensure secure key exchange and
message integrity in an open decentralized network.

As a result of testing, comparison and analytical analysis, it was confirmed that the hybrid
cryptographic model has high practical value in the context of increasing the information security of data
transmission in blockchain networks. It demonstrates an effective combination of cryptographic
reliability, performance, implementation flexibility and compliance with future challenges (in particular,
guantum threats).

Conclusions.

During the course work, a comprehensive study of hybrid encryption methods and their
application to ensure information protection in blockchain environments was conducted. The aim of the
work was to investigate the principles of construction and operation of hybrid cryptographic systems,
analyze their advantages in comparison with traditional encryption methods, and also assess the
feasibility and effectiveness of their integration into the blockchain technology infrastructure. Based on
the theoretical analysis, it was found that hybrid cryptography combines the strengths of both symmetric
and asymmetric encryption methods: high speed of symmetric algorithms (in particular, AES) and secure
key transfer, which is provided by asymmetric algorithms (for example, ECC). Such a combination
allows you to achieve an optimal balance between performance and security in decentralized networks.

In the practical part, tools for implementing hybrid encryption were analyzed, in particular the
PyCryptodome library, which demonstrated high functionality and compliance with modern information
security requirements. Encryption, key exchange, message integrity verification scenarios were simulated,
and algorithm performance analysis was conducted.

The results of the study demonstrated the high efficiency of the chosen cryptographic model: low
latency during encryption and decryption, support for modern standards, scalability, and protection
against major types of attacks (including MITM and traffic analysis). The comparative evaluation also
confirmed the advantages of the hybrid model over classical approaches. Thus, the results obtained are
the basis for the development of practical solutions in the field of secure data transmission in Web3
systems, decentralized applications, and new generation digital ecosystems.
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