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of unauthorized interference, which is a necessary condition for the stability of the technological 

infrastructure and the enhancement of the overall level of enterprise economic security. 
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The russian aggression to Ukraine has revealed not only the physical devastations of 

war, but also an intensified struggle over truth and symbolic order [1]. The study investigates 

how information manipulation during the invasion, especially with the rise of generative AI and 

synthetic data, reshapes the archetypes of social institutions in Ukraine. Social institutions such 

as family, community solidarity, volunteer networks and civic trust function through deep 

symbolic archetypes that guide expectations of protection, moral authority, unity, and truth 

[2;3]. During the war, disinformation, staged reports, fake news, deepfakes and fabrications 

have long been tools of manipulation. Recently, however, generative AI technologies and 

synthetic data offer new scales, modalities, and sophistication to these practices [4;5]. This 

research seeks to understand how these emerging AI-enabled forms affect trust, legitimacy, 

identity and resilience of Ukrainian social institutions. 

The objective of the study is to analyze how generative AI and synthetic data act as 

instruments of information manipulation that exploit, distort or undermine archetypes of social 

institutions in Ukraine during wartime. This includes identifying which archetypes are most 
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targeted (the moral guardian, spiritual authority, the protector family, the united community, 

etc.), mapping how manipulative narratives amplified or multiplied by AI affect societal 

perceptions, and examining how social institutions respond: whether by reinforcing symbolic 

narratives, adopting counter-AI or fact-checking strategies, or shifting institutional practices. 

While there is substantial research on volunteer movements, social recovery, disinformation 

waves, and deepfakes in Ukraine [6-9] fewer studies explicitly integrate generative AI and 

synthetic data as key tools in manipulation and examine their influence on archetypal structures 

of social trust, moral authority and social cohesion. 

The methodology combines qualitative and mixed methods. Discourse analysis is 

performed on media outputs, including synthetic images, AI-generated testimonial content, 

deepfake videos, fabricated live reporting, and generative AI-amplified narratives during the 

current phase of a full-scale war. Also performed an analysis of interviews with journalists, 

community leaders and volunteer organization coordinators to capture perceptions of how these 

synthetic or AI-augmented manipulative materials, which impact trust in institutions. The study 

also used synthetic data detection reports, fact-checking databases and platform moderation 

transparency reports to trace how often AI-generated content appears, how widespread its reach 

is, and how social institutions attempt to respond under conditions of amplified synthetic 

manipulation. 

The results showed that generative AI and synthetic data have introduced new 

challenges in how archetypes of social institutions are targeted and reshaped.. First, the 

archetype of the protector family has been exploited by synthetic testimonials, fake victims and 

emotionally charged AI-generated stories which claim abandonment or moral decay in families. 

These narratives are difficult to verify, especially as synthetic AI can produce believable 

images, faces, and voices of people who may not exist [5;9]. Second, community solidarity and 

civic trust archetypes are under pressure: AI allows multiplication of false stories around 

community failure or betrayal, increases volumes of manipulated visuals that seed doubt and 

fatigue among audiences [4;10]. Third, authority and leadership archetypes are also attacked 

via deepfakes of public figures, synthetic voice-overs and staged AI-amplified misattributions 

that aim to destabilize leadership credibility and challenge institutional legitimacy. 

However, the study also revealed notable institutional and societal responses. Social 

institutions and civic actors increasingly engage in generative AI detection, use of synthetic 

media literacy programs, development of policies and regulatory guidelines for disclosure of 

AI content [5], and responsive communication strategies that emphasize archetypal continuity: 

family protection, moral leadership and community solidarity. In many cases, community 

networks have doubled down on symbolic consistency to counter synthetic undermining: for 

instance, preserving authentic messaging and volunteer stories rooted in lived experience rather 

than AI-generated testimonials. 

Generative AI and synthetic data are not just amplifiers of existing disinformation 

techniques, but active, transformative components in how information manipulation reshapes 

social institution archetypes in Ukraine. The emergent symbolic consequences include 

weakened trust, moral confusion and challenges to identity, but also renewed efforts toward 

resilience where institutions consciously reinforce archetypes anchored in lived experience and 

communal memory. This implies that future policy and institutional strategy must include not 

only fact-checking and moderation, but also detection of synthetic media, regulation of 

generative AI use in information spaces, media literacy specific to synthetic content, and 

archetype-aware symbolic communication. Theoretically, this study contributes to a more 

refined model of hybrid information warfare in which synthetic content is not ancillary but 

central to the symbolic terrain of institutional change under crisis. 
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