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Abstract. The essence and approaches to defining the concept of economic
security of an enterprise are considered. A refined definition of economic security is
proposed by combining resource, process, system, target and protective approaches.
The list of components of economic security of an enterprise is specified and
characterized.
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Introduction. The economic security of an enterprise is a complex category that
includes many components, namely: financial, production, personnel, information,
investment and others. In wartime conditions, existing strategies for protecting
enterprises from risks, threats and dangers do not work. The current stage of
development of the Ukrainian economy is characterized by high uncertainty of the
competitive environment of markets, the presence of wartime risks, inflationary
fluctuations, disruption of transport connections and logistics chains, sharp and
significant fluctuations in exchange rates, transformation of the state's economic
policy, which is what determines the relevance of this study.

The purpose and objectives of the study. The issues of the development of
security concepts have been reflected in numerous scientific works, but there is no
single point of view on the essence and structure of economic security. That is why
there is a need for a more detailed study of this issue.

The purpose of the study is to clarify the essence and structure of the economic
security of the enterprise.

To achieve the goal, the following tasks were set and solved:

to consider the role and essence of economic security in the enterprise
management system;

to clarify the definition of economic security;

to determine the list of components of economic security and provide their
characteristics.

Research results. In addition to the factors caused by wartime, there is an impact
on the economy of business entities and, accordingly, their management of
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globalization processes and Ukraine's integration into the world economic space. All
this increases the dependence of enterprises on the foreign economic situation. Price
fluctuations on the world market, changes in the domestic and foreign trade policy of
Ukraine. It should be noted that currency risks and financial crises also create
additional challenges that require a balanced and systematic approach to identifying,
assessing and countering threats. In such conditions, the conceptual apparatus (table.
1) and characteristics of the components of economic security require clarification.

Table 1 — Interpretation of the concept of «economic security of an enterprise»
Author Definition

A comprehensive characteristic that reflects a state that contributes to its
stable and most effective functioning and development, increasing
Joshua A., competitiveness, is characterized by security and helps reduce the negative
Rudnichenko E. | impact of internal and external threats on the potential of the enterprise in
the face of global challenges and ensures the achievement of strategic
business goals [2, p. 50]

A conceptual category that defines the strategic framework in threat
management and is a set of objects, subjects, functional components,
Oak B. assessment methods and measures (processes and procedures) to ensure the
economic security of an enterprise, which are used by it to fully guarantee
security [3, p. 7]

The state of an enterprise, characterized by stability and balance, protection
from external and internal threats and their neutralization, ensuring the
stable functioning of the enterprise [4, p. 413]

A complex concept that reflects the totality of various aspects of an

Zaichenko V.,
Kovalenko S.

Kovalska L., enterprise's activities and its ability to resist and create protection against
Holiy V., destabilizing factors of the internal and external environments, while
Holiy O. ensuring the sustainability of economic development through the effective

use of existing and potential resources [5, p. 129]

The state of security of business processes and their resource provision,
Mishyn O. Y., | which helps to avoid or prevent internal and external threats, which allows
Mishyna S. V. to ensure stable functioning and expanded reproduction with minimal losses
for the enterprise [6, p. 90]

The state of protection of the economic system of an enterprise from the
negative impacts of internal and external environments, which is ensured by
the effective use of available resources, as well as a set of measures for the
identification, assessment and algorithms for neutralizing threats of various

Nor W. nature (reducing the impact, avoiding, accepting or transferring threats), for
the purpose of sustainable functioning and dynamic development of the
enterprise, as well as the possibility of achieving strategic goals taking into
account the interests of stakeholders [7, p. 306]

Compliance of competitive advantages, which are determined by material,

Cherep A., f . . ) L

Lubenets L inancial, personnel, technological potential, organizational and legal

structure of the enterprise, with its strategic goals [8, p. 65],

In literary sources, there are different approaches to the interpretation of security
concepts, in particular, the economic security of an enterprise, including protective,
resource, functional, process, structural, situational approaches.
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Let us analyze the existing definitions of economic security. Thus, Joshua A. and
Rudnichenko E. [2] interpret the economic security of an enterprise as an integral state
that combines stability and efficiency of activity and strategic orientation of
development. The advantage of this definition is a comprehensive approach that takes
into account the influence of internal and external threats and factors, and also focuses
on preserving and increasing the economic potential of the business entity. The
definition declares the relationship between the level of security and the
competitiveness of the enterprise in the face of global challenges. A positive
characteristic of the definition is the combination of target and protective approaches.
It should be noted that such an interpretation of the concept of economic security
narrows its understanding, since it does not outline the tools for ensuring economic
security. In our opinion, it would be advisable to clarify the definition taking into
account the process and system approaches.

Dub B. [3] considers the definition as a conceptual category that forms strategic
guidelines for managing threats to the enterprise. Dub V.'s definition involves
considering economic security from the standpoint of a systemic approach, since
security is interpreted as a set of interconnected elements, namely: objects, subjects,
assessment methods, functional components and procedures. The managerial aspect of
ensuring economic security is implemented in the definition through an instrumental
approach to interpreting the analyzed concept. It should be noted that the definition is
declarative in nature, since it focuses on the list of components of economic security,
without specifying the result of their functioning. In general, the definition is built on
process and systemic approaches to interpreting the economic security of an enterprise.

Zaychenko V., Kovalenko S. [4] interpret the economic security of an enterprise
as a state characterized by stability, balance and protection from internal and external
threats. The advantage of the definition is that it is based on the ability of the enterprise
to neutralize risks and maintain stable functioning. This definition reflects a protective
approach and emphasizes the importance of maintaining the internal balance of the
system. Such an interpretation is limited in nature, since it does not take into account
aspects of strategic development and the specification of mechanisms and tools for
ensuring economic security. Thus, the definition is built on protective and stabilization
approaches to understanding the economic security of an enterprise.

Kovalska L., Holiy V., Holiy O. [5] interpret economic security as a complex
category that integrates various aspects of an enterprise's activities and reflects the
ability to counteract destabilizing factors of the internal and external environments. A
positive characteristic of this definition is the combination of protective and resource
approaches, since security is associated not only with confronting threats, but also with
the effective use of resources. The central idea of the definition is to ensure the
sustainability of economic development. However, the definition has a certain
generality, since it does not specify the mechanisms and tools of protection against
threats and dangers. In general, the definition is built on an integrative approach to
understanding the economic security of an enterprise with an emphasis on development
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processes. In our opinion, it is advisable to use a complex interpretation that details the
structural components of the economic security of an enterprise.

V. Nor [6], like most scientists, interprets economic security as a state of security of
the economic system of the enterprise, combining resource, managerial and strategic
approaches in the definition. The definition details the tools for ensuring security through
identification, assessment and neutralization of threats, which reflects a risk-oriented
approach. It expands the boundaries of the traditional interpretation of taking into account
the interests of stakeholders. At the same time, in our opinion, it is advisable to simplify
the definition so that it becomes more concise. The definition of economic security by V.
Nor [6] is formed on the basis of systemic, process and strategic approaches.

The authors O. Mishyn, S. Mishyna [7] define economic security as a state of
resource security, which emphasizes the operational activities of the enterprise. The
combination of a preventive approach (avoidance and prevention of threats) with a
targeted approach (with an orientation towards stable functioning and expanded
reproduction) is positive. The definition has a practical orientation. The combination,
in addition to the targeted, preventive approaches, also includes functional and process
approaches. However, in our opinion, it would be advisable not to be limited
exclusively to business processes.

Cherep, 1. Lubenets [8] consider economic security through the prism of the
correspondence of the competitive advantages of the enterprise to its strategic goals.
The emphasis on the potential of the enterprise (material, financial, personnel,
technological) and the organizational and legal structure of security is an undoubted
advantage of the definition. This approach demonstrates a competitive and strategic
approach to interpretation. However, the definition lacks detailed coverage of threats
and the state of security as key components of the economic security of the enterprise.

The characteristics of the listed approaches and the definition of economic
security are presented in Table. 2.

Table 2 — Approaches to defining the concept of «economic security of an enterprise» (author’s
development)

Approach to Characteristics of the approach
interpretation
Process reflected through the understanding of safety as a continuous management
activity
Protective implemented through an emphasis on identifying and neutralizing threats
Systemic economic security is considered in the context of an enterprise as a holistic
interconnected socio-economic system
Target economic security is considered in the context of the enterprise's orientation
towards achieving strategic and operational goals
Resourceful | It is considered through the rational formation and effective use of financial,
material, personnel, information and other types of resources.

Economic security of an enterprise is a systematically organized and continuous process of
ensuring the protection of an enterprise from internal and external threats, which involves their
timely identification, assessment and neutralization in order to maintain stable functioning,
effective use and achievement of strategic and tactical development goals (author's definition)
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According to the authors, the definition of economic security should be based on
a combination of different approaches, namely: process, protective, systemic, target,
resource.

The comprehensive approach to the interpretation of economic security proposed
by the authors is systemic. However, in the author's interpretation, protection is a key
management function that is implemented through a set of interrelated measures for
the rational formation, effective use and restoration of the resource potential of the
enterprise, ensuring its integrity, adaptability and ability to sustainable development in
conditions of uncertainty and risk. Unlike existing ones, the author's definition is
complex in nature with the dominance of a protective approach that determines the
nature of the economic security of the enterprise.

Economic security is a multifaceted concept that has certain components. In the
literature, the issue of isolating the components of economic security was reflected in
the works of Gorbach S., Shchebel A., Sydorenko Yu., Kurylenko O., Bilych V. [1],
Dub B. S. [3], Zaichenko B. B., Kovalenko S. V. [4], Kovalska L., Holiy O., Holiy V.

5],

Gorbach S., Shchebel A., Sydorenko Yu., Kurylenko O., Bilych V. [1] highlight
and provide a brief description of such components of the economic security of an
enterprise as: personnel, information, production and legal security. In our opinion,
including such a type of security as legal in the composition of economic security is
not advisable, since law is not a sphere of economics. Law is a separate field of activity.

Kovalska L., Holiy O., Holiy V. [5] highlight the financial, intellectual-human
resources, information and technical-technological components of the economic
security of an enterprise. The list proposed by the authors covers strategically important
internal aspects of the economic security of an enterprise, focusing on resource and
functional approaches. However, its composition cannot be considered completely
exhaustive.

Dub B. S. [3] distinguishes the following types of economic security of an
enterprise: financial, production, intellectual and personnel, information and interface
security. This approach combines resource, functional and partly externally oriented
aspects of security. The list proposed in Dub B. S. [3] is more comprehensive compared
to exclusively internal-resource approaches, as it includes interface security, which
reflects the interaction of the enterprise with the external environment. This allows us
to more broadly reveal the essence of economic security as a state of security not only
of resources, but also of economic relations. The interface component of economic
security is associated with the security of the enterprise's interaction with partners,
contractors, consumers, government authorities and other subjects of the external
environment. Interface security involves the reliability of contractual relations,
reputational stability, stability of supply and sales channels, and minimization of risks
in the sphere of external communications of the enterprise.

Economic security is directly related to such types of security as force, legal and
environmental. However, these types of security should be distinguished by the
criterion of economic content. Economic security of an enterprise is primarily a state
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of protection of its resources, economic interests, and results of activity from dangers.
threats that affect financial stability, competitiveness and ability to develop. The
essence of economic security follows from the fact that its components must directly
relate to economic processes. Force security belongs to the sphere of physical
protection, the provision of which is a set of organizational and administrative
measures. Legal security belongs to the sphere of legal regulation. Environmental
security is considered in the system of environmental management.

Adding force, environmental and legal security as components to the economic
security system is inappropriate from the standpoint of avoiding duplication and excessive
detailing. Force, legal and environmental risks are indirectly taken into account in the
economic security system, that is, in its other components. Thus, legal risks are manifested
through financial losses. Force threats (theft, damage to property) affect the provision of
production and financial security. Failure to comply with environmental security standards
also has economic consequences. The characteristics of the components of economic
security proposed by the authors are presented in Table. 3.

Ak EUROPEAN OPEN
ﬁ? SCIENCE SPACE

Table 3 — Characteristics of the components of the economic security of the enterprise
(systematized by the author based on sources [1; 3; 4; 5])

Component of
economic Characteristic Main threats Key security tools
security
Reflects the state of Financial planning,
Financial solvency, liquidity, financial | Insolvency, rising debt, | budgeting,
stability and ability of the currency risks, inflation | diversification of
enterprise to generate profit funding sources, audit
Characterizes the efficiency | Production disruptions, .
. . Equipment
. of production capacity wear and tear of fixed .. .
Production e modernization, quality
. utilization, process assets, supply ..
(operational) . ) . control, logistics
continuity, and product disruptions, outdated o
) . optimization
quality technologies
Determines the level of Attrition, low Motivation system,
professional competence of | qualifications, personnel training and
Personnel L . .
personnel, motivation and conflicts, industrial development,
personnel stability espionage, theft personnel planning
Covers the security of Cybersecurity, access
oV . urty Cyberattacks, trade ybersecurity,
. information resources and restrictions,
Informational ) ) ) secret leaks, . )
the efficiency of information .. . implementation of IT
misinformation :
flows security systems
. . Low i ti .
Characterizes the ability of Ow Imnovation Innovation strategy,
. activity, lack of .
Investment an enterprise to renew, . investment
. . . . . investment, . . .
and innovation | introduce innovations and . diversification,
. technological lag, low . .
attract investments . . . partnership projects
Imnnovation activity
Reflects the company's Loss of market share, Marketing research,
Marketing competitive position in the increased competition, | branding, market
market and sales stability change in demand diversification
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Within the resource and functional approaches to determining the structure of
economic security, in our opinion, it is advisable to include those components that
directly form the economic result; determine the competitiveness of the enterprise and
the efficiency of resource use. Force, legal and environmental security perform a
regulatory and protective role rather than the function of forming economic potential.

Economic security is a subsystem of the general security of the enterprise. In the
broader system of corporate security, there may be: physical (force) security, legal
security, environmental security. If we include all possible areas of security to
economic, it turns into a universal category that loses analytical clarity. From a
scientific point of view, it is advisable to distinguish economic security as an economic
category and other types of security as functional areas of enterprise management.

The financial component of the economic security of an enterprise ensures the
proper level of its solvency, financial stability and liquidity. The effective functioning
of this component is characterized by the ability of the enterprise to timely fulfill its
financial obligations and maintain an optimal capital structure. The security of financial
activities is possible under the condition of effective management of income, expenses
and cash flows. Financial security is interpreted in terms of content as the minimization
of financial risks and losses. Ensuring an appropriate level of financial security creates
the economic basis for the stable functioning of any business entity.

The production component characterizes the operational activities of the
enterprise, that is, its ability to ensure the continuity and efficiency of operational
activities. Ensuring an appropriate level of production security is possible with the
proper technical condition of fixed assets, the level of organization of production
processes and product quality. Production security is achieved through the effective
use of material, energy and labor resources. Production security consists in reducing
operational and technological risks. Its level directly affects the cost of production.

An important link in the economic security system is the personnel component,
which is characterized by the stability of the personnel, its loyalty and motivated work.
Personnel security is determined by the level of professional training, competence and
motivation of personnel. To achieve the optimal level of personnel security, it is
necessary to create an effective system of selection, training and development of
personnel. Personnel security should help prevent personnel turnover and loss of the
intellectual potential of the enterprise. Ensuring an adequate level of personnel security
contributes to increasing labor productivity and innovative activity of personnel.

The information component of economic security consists in achieving a state of
security of the enterprise's information resources. It includes the protection of
information constituting a trade secret, the protection of databases and confidential
information from leakage and unauthorized access. A high level of information security
at the enterprise can be ensured only if an information system is created that ensures
the reliability, completeness and timeliness of the collection, receipt and use of
information. The information component determines the effectiveness of the entire
enterprise management system.
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The investment and innovation component of economic security characterizes the
ability of an enterprise to develop its activities and implement innovations. This
component is characterized by the ability to attract investment resources and
implement innovations. This component is aimed at ensuring high competitiveness and
long-term sustainability of the enterprise.

The marketing component of economic security ensures the stability of the market
positions of the business entity. The marketing component of economic security is
formed by effective sales, pricing and communication policies. Marketing security is
associated with the ability of the enterprise to predict and respond to changes in
demand. Its proper level ensures the stability of income and the expansion of the
company's market share.

All components of economic security are interconnected and interact, creating a
single system.

Conclusions. In the conditions of a full-scale war in Ukraine, caused by
aggression from the Russian Federation, the economic security of enterprises has
acquired strategic importance. The destruction of production infrastructure, business
relocation, shortage of financial resources, personnel losses and energy risks
significantly increase the level of uncertainty of economic activity. In such conditions,
economic security management acts not only as a tool for protecting resources, but also
as a mechanism for ensuring economic security and maintaining competitive positions.

Managing the economic security of an enterprise in the context of all its
components provides certain advantages for business entities, namely:

timely identification of potential risks and threats;

increasing the adaptability of the enterprise to changes in the external
environment;

forming an effective internal control system;

protecting commercial information and intellectual resources;

maintaining financial stability and solvency.

Therefore, in conditions of instability of the economic environment, wartime, force
majeure circumstances, economic security management becomes a key factor of strategic
stability and economic security of the enterprise. It helps to minimize losses, increase the
level of competitiveness and ensure long-term development, which determines the
prospects for further scientific research in this area as such, which consists in developing
effective mechanisms for ensuring the economic security of the enterprise.
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HUADPPOBA TA IHAYCTPIAJIbHA TPAHCO®OPMALIA
AKYUHHUKU CTPATEI'TYHOI'O PO3BUTKY
HIAITPUEMCTBA

Bbariora €.1.

acmipaHT

Kadenpa ekonomiku

HepxaBauil yHiBepcuTeT « KUIBChKUI aBlalliiHUN IHCTUTYT», Y KpaiHa

udpora Ta iHIYyCTpiaIbHO-TEXHOJOTIYHA TpaHChOpMaIlisl B Cy4aCHHUX yMOBax
BHUCTYTAIOTh HE (DOHOM IS CTPATETIYHOTO MEHEIKMEHTY, a WOro BU3HAYAIBHUMH
YUHHUKAMH, OCKIJIbKM CaM€ BOHM 3MIHIOIOTh MeXaHIKy ()OpMyBaHHS Ta BIATBOPEHHS
KOHKYPEHTHUX nepeBar. [[iinpueMcTBO ONUHSIETHCA B CEPEAOBUIIN, /1€ TEXHOJIOTTYHI
IUKJIA CKOPOUYIOTHCS, OpraHi3alliiiHi TPaKTUKH IMBHUJIKO «CTapifOTh», a BUMOTH
CTEHKroiepiB 10 MPO30pOCTi, O€3MEKH, BIIMOBIIHOCTI Ta CTAJIOCTI MOCHIIOIOTHCS
OJIHOYACHO. 3a Takoi KOHQIrypalii CTpaTeriYHuii PO3BUTOK JOLIBHO TPAKTYBAaTH SIK
KEpOBaHUN TMpOIEC Y3Tro/KEHHS HUGPOBUX IHIIIATUB, BUPOOHHYO-ONEPAIIHHUX
NEPETBOPEHb 1 KPUTEPIiB PE3yJbTaTUBHOCTI, Yy SKOMY «TIHYYKICTh 1 HIBHUJIKICTb
YOPaBIIHHS CTAlOTh KIIOUOBUMHM AaCIEKTaMU JOCATHEHHS YCHIXY MIIIPHEMCTBA B
yMoBax ¢ poBoi Tpanchopmarii» [1].

Y mudpoBoMy BHUMIpI HPHHIMIIOBO BAXKIMBO BIIOKPEMITIOBATH IOBEPXHEBY
aBTOMATH3alll0 BiJl TpaHCcopMaIlii, 10 3MIHIOIOTH JIOTIKY CTBOPEHHSI IIIHHOCTI. «Y
MPaKTUYHOMY 3aCTOCYBaHHI MIAMPUEMCTBA MOXYTh BHUKOPHUCTOBYBATH TOEIHAHHS
PI3HUX MoJIeJIeH, 11100 aganTyBaTHCS 10 JUHAMIYHUX YMOB 30BHINTHBOTO CEPEIOBHUIIA
Ta e(EeKTUBHO BIPOBAKYBATH I1HHOBALli. BaxxauBuMm QakTopoM yCHIIIHOTO
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