AKTYAJIbHI MUTAHH4A
b/’ EKOHOMIHHUX HAYK

Menex:KMeHT
UDC 004:005.21:005.334
DOI https://doi.org/10.5281/zen0do0.20668246

The limits of automation and the role of the human factor in making emergency

IT decisions

Revenko Olena,

PhD in Economics, Associate Professor,

Associate Professor of Enterprise Economics and Business Organization Department,
Simon Kuznets Kharkiv National University of Economics,

Nauky Avenue, 9A, Kharkiv, Kharkiv region, 61166,
https://orcid.org/0000-0003-0110-7291

Khvostikov Andrii,

PhD 1n Economics,

Lecturer at the Department of Enterprise Economics and Business Organization,
Simon Kuznets Kharkiv National University of Economics,

Nauky Avenue, 9A, Kharkiv, Kharkiv region, 61166,
https://orcid.org/0000-0003-1177-9761

Accepted: 18.05.2026 | Published: 30.05.2026

Abstract. In the context of emergency decision-making in IT companies,
automation does not eliminate risks but transforms them, increasing the likelihood of
rare but critical failures. Despite the effectiveness of artificial intelligence systems in
performing routine operations, it is humans who remain the key element in stabilizing

the system in conditions of uncertainty and non-standard situations.
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The study focused on the concepts of automation bias and human models in the
adaptive control circuit. It was found that cognitive factors affect the quality of
decision-making in critical situations when standard algorithms encounter uncertainty.
This is of particular importance in incident management and cyber defense processes,
where decisions must be made quickly and in conditions of information scarcity.

The levels of automation and human involvement were analyzed, with the most
common management risks in mind. The specifics of the application and the
effectiveness of Human-SRE and AI-SRE were also analyzed. Effective practical
approaches to minimizing the negative impact of automation and maximizing human
potential in the IT sphere are proposed.

It has been shown that excessive reliance on automation can lead to cognitive
degradation among personnel, loss of critical-thinking skills, and reduced situational
awareness. In this regard, IT companies should invest not only in digital technologies
but also in developing employees' autonomous response skills. An important condition
for security is ensuring the transparency of algorithms and personal responsibility for
emergency decisions. Ukrainian experience of IT companies operating in wartime
demonstrates the effectiveness of combining a high level of automation with the
adaptability of human capital. It is the balance between technological support and
human control that underpins the stability of emergency management systems in the
modern digital environment.

The domestic IT sector's experience during the war demonstrates the
effectiveness of the human-centric automation model. The stability of emergency
management systems 1s based on preserving a person's role as an active and
autonomous subject. In this paradigm, digital tools do not replace human capital but
expand human capital's adaptive capabilities, which is critical to system stability in a
dynamic digital environment.

Keywords: adaptive management, personnel, hybrid employment, information
technology, experience, IT sphere, emergency solutions, interaction, cognitive load,

uncertainty, automation strategy.
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AHoTtanisi. B ymoBax 3a0e3neueHHs yXBaJ€HHs €KCTpeHuUxX pimeHbp B IT-
KOMIMAaHIAX aBTOMAaTH3allisi HE YCYBa€ pPHU3UKH, a TpaHCcPOpMYyeE iX, CTBOPIOIOYHU
WMOBIPHICTh PIAKICHUX, aje KputuuHux 300iB. [lompu edexkTuBHICTH cHUCTEM
IITYYHOT'O 1HTEJNEKTY Y BUKOHAHHI pyTUHHUX Ollepalii, came JIoANHA 3aJUIIA€ThCs
KJIIFOYOBUM €JIEMEHTOM cTalumi3alii CUCTeMHM B YMOBaX HEBU3HAUEHOCTI Ta
HECTAHJIAPTHUX CUTYaIIlil.

B npocnikenni yBara Oyiia 30cepe/KeHa Ha KOHLEMINSAX yHepemKeHOCT1
aBTOMAaTH3allll Ta MOJIEIAX JIIOAUHU B KOHTYPI aAaTUBHOTO YIIpaBiiHHS. 3’ sICOBAHO,
SK caMe KOTHITUBHI aCleKTH BIUIMBAIOTH HA SIKICTh YXBAJICHHS PIIIEHb Y KPUTHUHHUX
CUTYaIISX, KOJIU CTaHAAPTHI AJITOPUTMHU CTUKAIOTHCS 3 HEBU3HAUYEHICTIO. OCOOIUBOrO
3Ha4YeHHs 16 Hal0yBae y Mpolecax IHIUIECHT-MEHEIKMEHTY Ta KiOep3axucry, 1e

pillieHHs] HEOOX1THO TPUITMATH ONEPaTUBHO Ta B yMOBax Jedinuty iHdopmairii.
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byno mnpoanamizoBaHo piBHI aBTOMaTH3alli Ta 3alydyeHHS JIIOAUHU 3
ypaxyBaHHSIM HaWOUIbIl TOMIMPEHUX PU3UKIB y cdepl ympaBiiHHI. Takox
npoaHaiizoBaHo crenudiky 3actocyBanHs Ta eexkruBHicTh Human-SRE it AI-SRE.
3anponoHOBaHO Jl€BI MPAKTUYHI MIJXOAM JO MIHIMI3alli HEraTMBHOTO BIUIUBY
aBTOMaTH3allii Ta MaKCUMI3allii JTrochKoro norexiiany B IT-chepi.

JloBeeHo, 0 HaAMIpHE MMOKJIaJaHHs Ha aBTOMATU3alI1I0 MOKE TPU3BOUTH /10
KOTHITMBHO1 Jerpajaiii nepcoHanty, BTpPAaTH HABUYOK KPUTUYHOTO MHUCIICHHS Ta
3HWJKEHHSI CUTyaliiiHoi 00i3HaHocTl. Y 3B’s3ky 3 uuM IT-kommanii MoOBHHHI
1HBECTYBaTU HE JUIIE y HU(POBI TEXHONOTII, a 1 Y pO3BUTOK HABUYOK aBTOHOMHOI'O
pearyBaHHsI MpalliBHUKIB. BaxkiMBoO yMOBOIO Oe3rneku € 3a0e3nmeyeHHs Ipo30pOCTI
QITOPUTMIB Ta TNEPCOHANBHOI BIJIMOBIAAIBHOCTI 3a BXKHUTI EKCTPEHl pIIllICHHS.
Vkpaincbkuil 1ocBi QyHKIioHyBaHHS IT-komnaHiii B yMOBax BIMHHM JAEMOHCTPYE
e(EKTUBHICTD MO€THAHHS BUCOKOTO PiBHS aBTOMATH3AIlIl 3 aJalITUBHICTIO JIFOJCHKOTO
kamitany. CaMme 0ajnaHC MK TEXHOJIOTIYHOIO MIJITPUMKOIO Ta JIOJCHKUM KOHTPOJIEM
(dhopMy€e OCHOBY CTIMKOCTI CUCTEM €KCTPEHOTO YIIPABIIIHHS B Cy4acHOMY ITU(POBOMY
CepeIOBHIIII.

JocBig ¢pyHKLIIOHYBaHHA BITYM3HAHOTO [ T-cexTopy miJ yac BIMHHU IE€MOHCTPYE
€(EeKTUBHICTh JIOJAMHOLICHTPUYHOI MojeNi aBTomaTtu3alli. CTIHKICTh CHCTEM
EKCTPEHOTr0 yIpaBiIiHHS 0a3yeThcs Ha 30€pEKEHHI 3a JIIOJUHOI0 POJIi aKTUBHOTO Ta
aBTOHOMHOTO Ccy0’ekTa. Y Ml mapanurMi IudpoBi 1HCTPYMEHTH HE 3aMIIIYIOTh
JTIOACBKUN KalliTayl, a PO3MMPIOITh WOr0 aganTUBHI MOXKIJIHMBOCTI, IO € KPUTHIHO
BXKJIMBUM JIs1 CTAOLIBHOCTI CUCTEM Y JJUHAMIYHOMY HU(PPOBOMY CEPEIOBHIIIL.

KurouoBi ciioBa: ajganTuBHE YNpaBiiHHS, MEpPCOHAN, TiOpUAHA 3alHATICTD,
iHpopMmariitni  TexHonorii, gocBin, IT-cepa, excTpeHi pilleHHsS, B3aEMOIs,

KOTHITHBHE HaBaHTA)XEHHsI, HEBU3HAYECHICTh, CTpaTEerisl aBTOMAaTH3AIlIi.

Problem statement. The modern information technology ecosystem is highly
complex, with interactions among distributed systems, cloud computing, and artificial

intelligence (Al) algorithms occurring at speeds beyond human perception. In this
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context, automation has ceased to be just an auxiliary tool and has become a
fundamental condition for the existence of digital infrastructure. However, despite
technological progress, the occurrence of critical incidents and states of high
uncertainty remain an integral part of the operation of any complex system. It is at such
moments that the limits of automation become most obvious, and the role of the human
factor is perceived as decisive for the survival of business and data security in general.

The problem with the limits of automation lies not only in the technical
limitations of algorithms but also in the sociotechnical paradox: the more advanced an
automated system becomes, the more complex and critical the tasks remaining for the
human operator become. In conditions of uncertainty, when inputs can be imprecise
and heterogeneous, and the context of the incident is unique, deterministic algorithms
often fail, requiring humans to coordinate adaptively and even engage in heuristic
thinking. Recent years have seen the rapid implementation of "agent-based" artificial
intelligence and AI-SRE (site reliability engineering) systems, which promise the
autonomous elimination of failures. However, practice suggests otherwise, as the
number of incidents related to Al misoperation or misinterpretation is increasing,
which actualizes research on cognitive traps such as automation bias.

For Ukraine, these issues acquire a special dimension. The constant cyber threat,
energy instability, and hostilities create an environment of extreme uncertainty, in
which IT professionals are forced to make decisions under high cognitive load and
physical danger. In such circumstances, automation should not only speed up processes
but also maintain the specialist's mental stability by providing transparent and
explainable recommendations. This report offers an in-depth analysis of the
mechanisms underlying human interaction and automation, based on modern scientific
research and empirical data from major IT incidents over the last five years.

Analysis of recent research and publications. The analysis of the mechanisms
of interaction between technologies and humans in management processes was
considered by many researchers, including such researchers as N. Amalia, B. Tiagiono,

V. Palade [1], L. Bainbridge [2], T. Wentworth [3], J. Kincl, M. Adam, T. Pavleska [5],
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J.D. Lee, B. Seppelt [6], G. Lopushniak, O. Poplavska, N. Danylevych, T. Kostyshyna,
R. Raupov [7], K. Ozarko, M. Pikh [9], R. Parasuraman, R. Riley [13], B. Strauch [14]
and others.

The study of human interaction with automated systems has a long genealogy,
the roots of which go back to the work of L. Bainbridge [2], who was the first to prove
that automation does not eliminate human errors, but only moves them from the
operational level to the level of system design and configuration. She identified five
main "ironies", among which the most important for IT is the degradation of the
operator's skills, who, due to constant observation, loses the ability to intervene
manually at critical moments. Over time, such ideas were continued in the works of
K. Trim [11] and B. Strauch [14].

The development of this topic in the 90s is associated with R. Parasuraman and
R. Riley [13], who proposed a four-stage model of automation: information collection,
information analysis, action selection, and action execution. Their contribution consists
of formulating the concepts of excessive trust, ignoring due to frequent false alarms,
and automating functions without accounting for the human factor. These works laid
the foundation for the modern understanding of trust in front-end automation of
business processes.

In recent years, starting with the Covid-19 pandemic, scientific discourse has
shifted towards Al and complex adaptive systems, driven by the spread of hybrid forms
of employment. John D. Lee [6] emphasizes the need to move from "technocentric" to
"human-centric" design, focusing on a joint "human-automation" system. A significant
contribution to the study of cognitive aspects during this period was made by
researchers J. Kinzl, M. Adam, T. Pavleska [5], who systematized the risk groups of
artificial intelligence, highlighting the problems of system security and reliability as
priorities.

The Ukrainian Scientific School is actively working on the topic in the context
of national sustainability. The works of K. Ozark and M. Pikh [9] focus on the

managerial aspects of the IT sector in the context of international integration, in which
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the human factor is considered an indicator of enterprise security. The socio-behavioral
nature of risks in database security has been studied in detail by experts [1, 4, 7], who
emphasize that technical vulnerabilities often stem from cognitive overload and
personnel stress. Methods for automating decision-making under uncertainty were also
developed, particularly through intelligent systems for analyzing big data.

Modern empirical studies by organizations such as IBM and Palo Alto Networks,
as well as systematic reviews in MDPI and Frontiers journals, confirm that despite
automation, 95% of successful cyberattacks remain attributable to human factors [5],
indicating a gap between technological potential and the operational readiness of
personnel. Practices have also shown that if the team's productivity increased by 40%
but their ability to detect minor errors decreased by 20%, the company did not gain a
net benefit [11].

Formulation of the objectives of the article (statement of the task). The
purpose of the study was to conceptualize the limits of automation in the modern IT
sphere, to substantiate the critical role of the human factor in decision-making
processes during emergency situations under conditions of uncertainty, and to identify
practical models for building resilient systems in which automation enhances rather
than replaces human expertise.

Presentation of the main material of the study with full justification of the
scientific results obtained. The idea of full automation rests on the assumption that
digital systems are completely deterministic. However, the reality of IT infrastructure
is the formation of a state of "fluid complexity", where interactions between
components give rise to emergent properties that cannot be predicted at the stage of
writing code. The limits of automation lie where the known logic ends and the
unknown begins, so automation, of course, is not a panacea.

Bainbridge L. [2] pointed out that automation designers are human themselves
and tend to carry their errors into algorithms. This creates the first "irony", i.e. we
automate tasks because humans are unreliable, but we create automation with the help

of the same unreliable people. It faces the risk of Al generating syntactically correct
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but logically destructive code. Table 1 analyzes the levels of automation and human
involvement, with consideration of the most common risks.

At higher levels of automation, a certain paradox of supervision arises. Practice
shows that a person must control a system that works much faster than they do and
intervene exactly when the system can no longer cope. This means that a higher level
of skill is required of the operator to handle the most complex cases, although in his

daily work, he lacks the practice to maintain these skills.

Table 1. Comparison of Levels of Automation and Human Engagement
(Parasuraman-Sheridan Model)

Level
Level e.ve. The role of man Main risks
description
Full control, AT only collect . .
1-2 Low (manual) U CORTros dataon Y COTIeets High fatigue, low speed
Medium Chooses from the options Cognitive overload when
3-5 .
(support) offered by Al choosing
High Int ly i f
6-8 1 Pervenes only In €ase of -1 4\ tomation bias, loss of skills
(supervision) | refusal, Al acts autonomously
Full . . lete 1 f situational
9-10 u Missing or ignored Complete loss of situationa
(autonomy) awareness

Source: formed by the author according to [1, 10, 13]

From a strategic point of view, | wonder what happens within decision-making
processes under extreme conditions? Emergency decisions in IT are usually justified
in conditions of time shortage, high cost of error, and information noise. In such states,
the human psyche enters a mode of rapid thinking, making the specialist vulnerable to
cognitive distortions. Then it is the automation bias that describes the phenomenon in
which a person tends to trust the conclusions of an automated system more than their
own feelings or alternative sources of information. During IT incidents, engineers often
ignore abnormal monitoring metrics when the smart control panel glows green. Studies
show that even experienced pressure professionals tend to hit the approval button on
an Al agent's recommendations without checking their essence, just to complete an

incident faster.
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To make a successful decision, an engineer must not only see the data but also
understand its connections and predict the future, thereby being situationally aware.
Automation often "blinds" the operator, providing him only with results, not the
process of obtaining them. When the Al system says "overload the server" without
explaining why, the operator loses touch with the actual state of the infrastructure.

For Ukrainian IT teams, uncertainty is compounded by stress from external
threats. Studies from the beginning of the war [7] show that 30% of Ukrainian
researchers and engineers work remotely with unstable access to the grid and
electricity. This creates unstable working conditions because the engineer must make
a critical decision about a database migration during an air raid. Under such conditions,
cognitive resources are depleted much faster, making automation (for example,
autopilots in Kubernetes) critical yet dangerous due to the impossibility of full
supervision.

To maintain the system's operability under uncertainty, it is necessary to
implement the HAIF strategy, which establishes a protocol requiring that any
autonomous Al action have a clear "trace" and the possibility of instant rollback by a

person (Table 2). These simple steps effectively counteract the degradation of staff

skills.

Table 2
Human-SRE and AI-SRE Performance Comparison
Showman Human-SRE AI-SRE Features of manifestation
Log analysis speed Minutes, hours | Seconds Al wins at high volumes
Understandmg the nuances of Tall Low People know why the service is
business critical
o People h thical
Responsibility Full Absent cOPTE ave‘ap 'e ed
responsibility
Elimination of "black swans" Adaptive Weak Al is based on experience

Source: summarized by [4, 3, 8]

So, it should be emphasized that the limit of automation is not only a technical
error, but also a loss of controllability. Implementing a leader with the highest level of

Al oversight in today's realities is necessary to avoid diluting responsibility when the
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organization blames the algorithm for a false emergency decision. The data show that
the greatest damage is caused by incidents in which a person acts either as an object of
manipulation (social engineering) or as a source of unintentional errors in complex
configurations that automation cannot verify.

It should be noted that the country of location and the business's market presence
also exert a determining influence. Recently, the specificity of Ukraine has been that
decision-making can take place amid total uncertainty. Today, the Ukrainian IT sector
is a unique testing ground for exploring the limits of automation. The uncertainty here
is not only technical, but also physical. Regular power outages necessitate automating
load migration between data centers. However, the decision on whether to keep the
system "alive" during shelling, with staff in storage facilities, is both ethical and
strategic and reflects infrastructural instability. It is worth addressing psychological
stability as a security factor. Studies [9, 12] show that the level of cyber hygiene in
Ukrainian companies correlates with the team's psychological state. In the face of
chronic stress, automation bias increases, which means that people tend to delegate
complex decisions to the machine to reduce their own anxiety. It is also important to
implement adaptive management tools in practice. Ukrainian companies (for example,
in the fintech sector) are implementing dynamic roles in which responsibility for
emergency decisions is distributed based on team members' situational awareness in
safe areas.

Thus, to minimize the negative impact of automation and maximize human
potential, the following approaches can be effective:

1. The design is for inspection, not approval. Instead of "approve/reject"
interfaces, which usually train the habit of agreement, systems should be used that
require a person to make a prediction or answer questions about Al logic before
performing an action. Essentially, it supports cognitive engagement.

2. Preservation of manual paths. Organizations must conduct periodic "manual
control" days when critical operations are performed without the help of Al agents.

This helps you combat skill loss and ensures that, in the event of a complete automation
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failure, the team can restore the system from "bare iron". The biggest risk is that,
without understanding the logic behind how artificial intelligence models operate, the
operator cannot exercise full control over the decision-making process, turning
automation into a "black box" with unpredictable consequences.

3. Practice of the stress vaccination method. Through simulation exercises,
teams should be gradually exposed to scenarios in which automation provides incorrect
advice. This fosters a "healthy distrust" and teaches specialists to recognize moments
when the system exceeds its competence. So, in the realities of Ukraine, this method
helps not to avoid stress, but to teach the psyche to digest it correctly.

Conclusions. The study of the limits of automation and the role of the human
factor in IT allows us to assert that we are at the stage of a paradigm shift: from attempts
to replace a person to attempts to expand his capabilities through the complementarity
of man and machine. The importance of modern enterprises in the IT sector in resolving
the contradiction between the desire for full process automation and the irreplaceability
of human intuition amid high uncertainty has been demonstrated.

In the context of ensuring emergency decision-making in IT companies,
automation is increasingly not a tool for the complete elimination of risks, but a
mechanism for their transformation. The use of complex systems based on artificial
intelligence reduces routine errors and speeds incident response, but also creates
conditions for rare yet critical failures that can cause large-scale consequences for
digital infrastructure. In such situations, the person remains the key element in system
stabilization, since algorithmic models cannot fully account for unpredictable contexts,
ethical dilemmas, or non-standard scenarios in the unfolding of events. This is
especially important in the processes of incident management, cyber protection, and
business continuity, where decisions must be made under high uncertainty and time
pressure.

At the same time, excessive dependence on automated solutions poses a risk of
cognitive degradation among operators and IT specialists, who gradually lose the skills

of independent situational analysis, critical thinking, and working without digital
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prompts. This poses an additional threat to organizational resilience, since when
automated systems fail, personnel may not be ready to respond promptly. That is why
modern IT companies should invest not only in technological updates but also in
developing employees' competencies, particularly by modeling crisis scenarios,
training for offline work, and developing skills for quick decision-making in critical
situations.

The basic condition for the effective functioning of emergency decision support
systems 1s also to ensure the transparency of algorithms and clear personal
responsibility for their application. In this conceptual context, the implementation of
the HAIF strategy serves as a guarantor of the security of digital systems, since it allows
the combination of the speed of algorithmic analysis with human responsibility and
ethical control.

Of value for global practice is the Ukrainian experience of IT companies
operating in wartime, which demonstrates the effectiveness of combining a high level
of automation with maximum adaptability of human capital. Ukrainian IT specialists
prove that the most sustainable management model is one in which a person is not
removed from the decision-making circuit but integrated into it as an active,
autonomous, and responsible subject. Under such conditions, automation serves to
maintain and strengthen human capabilities rather than replace them. Therefore, a
balanced combination of technological efficiency and human control forms the basis
for the reliability of emergency adaptive control systems amid the growing dynamism

of the digital environment.
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