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Інтерфейс вебсайту виконано в сучасному мінімалістичному 
стилі з використанням темної кольорової гами. Це забезпечує 
цілісність візуального оформлення та комфортне сприйняття ін-
формації.

Для реалізації вебсайту використано технології HTML, CSS 
та JavaScript, що дозволило створити функціональний та зручний 
вебресурс [1–3].

У результаті виконаної роботи було створено односторінковий 
вебсайт портфоліо, який забезпечує ефективну презентацію про-
фесійних і творчих досягнень користувача. Розроблений ресурс 
відповідає сучасним вимогам до вебдизайну та може бути вико-
ристаний для представлення особистого бренду.

Подальший розвиток проєкту може передбачати розширення 
функціоналу, вдосконалення дизайну та додавання нових інтерак-
тивних елементів.

Список використаних інформаційних джерел

1.	 Mozilla Developer Network. Responsive web design. URL: https://de-
veloper.mozilla.org/en-US/docs/Learn_web_development/Core/CSS_
layout/Responsive_Design.

2.	 W3C. HTML Standard. URL: https://html.spec.whatwg.org/ 
3.	 W3C. CSS: Cascading Style Sheets. URL: https://www.w3.org/Style/

CSS/Overview.en.html.

CURRENT CHALLENGES IN INFORMATION  
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In the 21st century, information technology has become ingrained 
in all areas of our lives, and its impact on the development of each 
individual and humanity as a whole is difficult to overestimate. This 
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applies primarily to the role and place of IT in public administration. 
Current levels of IT development make it possible to provide state and 
municipal services to citizens through unified portals (e-government), 
implement city management («smart city»), ensure law and order and 
citizen safety thanks to video surveillance systems and biometric iden-
tification capabilities.

Information technology is shaping the global economy, transfor
ming education, improving medicine, simplifying logistics, and 
changing culture. People’s mindsets are also changing. On the one 
hand, globalization is underway, making communication between 
people possible even if they are located at opposite poles of the Earth. 
On the other hand, people no longer need other people as much; com-
munication with artificial intelligence is often sufficient. The world is 
currently rapidly moving toward the era of artificial intelligence and 
virtualization.

For our country, in the context of war, the priority areas of IT are 
digital infrastructure and communications, computer vision, artificial 
intelligence, robotics, and cybersecurity. These areas are what current-
ly make computer science a key factor in security, innovation, and 
development.

However, there are also certain challenges associated with the fact 
that information technology has become an integral part of modern 
society. One common problem in computer research is the irreprodu
cibility of scientific results. Developers are often unable to replicate the 
success of certain studies due to closed source code, proprietary data, 
or randomness. To address this issue, experts are proposing standards 
for reproducible research. Specifically, using the Docker platform to 
automate the deployment, scaling, and management of applications 
through containerization [1] helps avoid errors related to the specifics 
of the operating system or software environment. Protocol logging is 
also essential. Since each stage of the research is recorded, this elimi
nates the possibility of rigging the results and ensures the reliability 
of the results.

Another pressing issue is the reliability of the results produced by 
artificial intelligence. This self-learning system is constantly chang-
ing, and it is impossible to develop robust testing for all emerging 
cases, although this is necessary. Risks also include malicious attacks 
(when minimal changes to input data can lead to a completely different 
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result) and data drift (when training data becomes outdated, render-
ing the system unable to handle the latest developments). This prob-
lem can be addressed through the use of MLOps (Machine Learning  
Operations), which helps deploy, monitor, and update the model, re-
ducing development time and ensuring reliability [2]. Continuous 
model monitoring is also included, enabling the timely detection of 
accuracy losses, data changes, or anomalous results. It is considered 
advisable to test extreme cases and record the reliability score the 
model gives for its own response in a confidence metric.

Among the challenges associated with the ever-increasing pe
netration of information technology into various spheres of society, 
software security deserves special mention. It is no less important 
than ensuring its functionality. A system’s quality is determined by 
its correctness and attack resistance, which are inextricably linked. 
In this regard, the most common and effective tactic is identifying 
vulnerable open-source components. A supply chain attack occurs 
in the following manner: a hacker attacks not the program itself, but 
its building blocks (for example, by breaking into a library). One of 
the areas of cybersecurity development is DevSecOps (Development, 
Security, Operations), which advocates integrating security into the 
development process from the very beginning, and conducting securi-
ty checks during the development process rather than after the entire 
program is completed [3]. Formal methods are also used to mathema
tically prove the correctness of a program. For this purpose, languages 
such as TLA+, which allows for step-by-step description of system 
behavior through state [4] and transition analysis, and the F# program-
ming language [5], which allows for code correctness verification, are 
used. However, this approach has some limitations. This is due to the 
increased development time, the increased complexity of writing the 
program, and the need to have mathematical thinking to prove that the 
code cannot fail under certain circumstances.

A crucial aspect of the successful use and further development of 
information technology is the quality of the data it processes. Data 
digitized using information technology is the basis for decision-mak-
ing, so it is crucial to promptly identify and correct errors in its entry, 
such as missing values, outliers, incompatible formats, and the like. 
As legal documents confirming citizens’ rights have been digitized in 
recent years, this issue has become especially pressing, as poor qual-
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ity and physical wear and tear are additional sources of error when  
working with older documents. The presence of such «noise» leads to 
text recognition errors, data corruption, and information loss. These 
inaccuracies can lead to false conclusions and incorrect decisions. To 
identify and correct such problems, mathematical control methods, 
such as statistical analysis, anomaly detection, and data replenish-
ment, are used.

The development of the IT industry always presupposes active col-
laboration between humans and machines. In this tandem, the human 
factor is simultaneously both the strongest and the weakest link in any 
field, and this is especially true in software development, as faulty 
thinking leads to an inappropriate development approach. A common 
practice is to write code (as an initial step) and then test it. However,  
this approach can create additional problems, as errors are already 
baked into the system, and some remain undetected. This is especial-
ly critical for artificial intelligence and security systems. Addressing 
this issue requires a change in the very approach to software deve
lopment. Quality must be prioritized from the outset, and automated 
checks must be used to ensure this. Therefore, it would be advisable 
to include courses in software verification (using approaches such as 
TLA+ and F#), the application of AI ethics, and quality metrics such 
as error rate, system stability, and test coverage in programmer train-
ing programs.

At this stage, a significant number of issues related to security, de-
velopment approaches, education, input data quality, and the specif-
ics of artificial intelligence technologies can already be successfully  
addressed. Most of these solutions rely on the development of mathe-
matics as the foundation of modern computer science. Consequently, 
information technology has a significant impact on our lives, and the 
combination of automation, artificial intelligence, and human over-
sight ensures the sustainable development of the IT industry, which, 
in turn, facilitates the implementation of innovative technologies in all 
areas of human activity.
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QUALITY, IN THE CONTEXT OF THE GROWTH OF AI
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Today’s entry into the IT industry has been significantly lowered, 
thanks to “vibe coding”. “Vibe coding” is the practice of using arti-
ficial intelligence when writing code, to quote the author of the term 
Andrej Karpathy: “There’s a new kind of coding I call, where you 
fully give in to the vibes, embrace exponentials, and forget that the 
code even exists” [2]. This opens up new possibilities in the field of 
programming.

AI assistants based on LLM models (e.g. ChatGPT, GitHub Copi-
lot, Google Gemini) serve as effective automation tools. The ability 
to generate code and create documentation helps reduce the workload 
of working with syntax and templates, allowing you to focus on logic 
and ideas. Also it have possibility of automatic test generation and fast 
refactoring [5]. 

In turn, AI agents (e.g. AutoGPT, BabyAGI, Devin), unlike assis-
tants that need to receive a request to perform a specific action, are 
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