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HOW AI-GENERATED CONTENT UNDERMINES THE
EPISTEMIC RESILIENCE OF BRANDS

Prokopenko Serhii Olexandrovych
Doctor of Philosophy, Senior Lecturer
Simon Kuznets Kharkiv National Economic University, Department of Marketing

Abstract. The rapid diffusion of generative artificial intelligence has turned brand
communication into a site of large-scale, largely unsupervised production of text,
images, and videos. This article examines how Al-generated content undermines the
epistemic resilience of brands as their capacity to sustain reliable, trusted, and
internally consistent knowledge about themselves within a contested information
environment. Drawing on recent empirical and theoretical literature, the article
identifies five interacting mechanisms of erosion: the AI penalty and disclosure
paradox in audience perception; authenticity discounting in influencer and social
content; hallucination and the self-reinforcing "AI slop loop" in generative search;
model collapse as a long-term contamination of the shared information commons; and
the homogenization of brand voice under algorithmic optimization. The article argues
that these mechanisms operate cumulatively rather than in isolation, converting short-
term efficiency gains into long-term reputational and epistemic liabilities. It concludes
with a governance framework built on provenance, human epistemic authority, and
transparent disclosure practices that brands and researchers alike can use to preserve
trust in Al-mediated communication.

Keywords: brand trust; epistemic resilience; generative Al; model disclosure
paradox;

Generative artificial intelligence has moved, within a few years, from a novelty
tool to the default production layer of brand communication. Product descriptions,
social posts, influencer scripts, customer service replies, and even strategic reports are
now routinely drafted, or entirely generated, by large language models and diffusion-
based image and video systems. Industry estimates cited in recent marketing and
journalism research suggest that Al-generated material already accounts for roughly
half of newly published English-language web content, a share that has grown rapidly
since the public release of conversational Al systems in late 2022. For brands, this shift
promises speed, scale, and personalization that manual content production cannot
match.

This article synthesizes recent empirical findings from marketing,
communication, and Al-safety research to map the mechanisms through which Al-
generated content undermines brand epistemic resilience. The analysis proceeds in
three steps. First, it situates epistemic resilience as an analytical lens for brand
communication in an Al-saturated environment. Second, it identifies five interacting
mechanisms of erosion, moving from audience-level perception effects to systemic,
infrastructure-level contamination. Third, it outlines governance principles that can
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help brands and researchers preserve epistemic resilience without abandoning the
efficiency gains that generative Al offers.

2. Epistemic Resilience as a Framework for Brand Communication

Epistemic resilience has been defined in institutional and political-communication
research as an organization's capacity not only to discern truth amid disinformation but
also to defend and communicate that truth under conditions of social upheaval and
informational overload [6]. In the sustainability and organizational-strategy literature,
the concept is described more broadly as the capacity of a system — an individual, an
organization, or a society — to maintain or regain its ability to generate and use reliable
knowledge when confronted with disturbance or uncertainty. Comparative political
communication research further shows that epistemic vulnerability can be measured at
the system level, and that societies and institutions with stronger public communication
infrastructures tend to exhibit greater epistemic resilience than those without [3].

Transposed to brand management, epistemic resilience denotes three interlocking
capacities. The first is representational accuracy: the degree to which a brand's public
communication corresponds to verifiable facts about its products, policies, and claims.
The second is source legitimacy: the degree to which audiences, journalists, and
algorithmic intermediaries regard the brand as a credible origin of information about
itself. The third is recoverability: the speed and effectiveness with which a brand can
correct a false claim, whether the claim originated internally or was introduced into the
information ecosystem by third parties, search engines, or Al systems. A brand with
high epistemic resilience can absorb informational shocks — a viral rumor, a fabricated
comparison, a hallucinated product specification — without a lasting loss of trust. A
brand with low epistemic resilience finds that even a single error propagates,
compounds, and becomes difficult to retract.

Generative Al intersects with all three capacities simultaneously, which is what
makes its effect on brand communication systemic rather than incidental. It changes
representational accuracy by introducing content that has not been authored or verified
by a person with direct knowledge of the underlying facts. It changes source legitimacy
because audiences and even Al systems themselves treat Al-authored and Al-mediated
content differently from human-authored content. And it changes recoverability
because Al-generated misinformation about a brand can be reproduced, cited, and re-
cited by other generative systems faster than a communications team can issue a
correction. The next section examines each of the mechanisms through which this
occurs.

3. Mechanisms of Erosion

A growing body of experimental research documents what has been termed the "Al
penalty"[5]: communication that is known or believed to be Al-generated is
consistently rated as less trustworthy, less authentic, and less useful for forming an
opinion than functionally identical human-authored communication. A large pre-
registered study across workplace and social-media contexts found that this penalty
affects not only perceptions of the communicator but the audience's willingness to rely
on the content when deliberating [5]., which is to say that Al attribution reduces a
message's epistemic uptake, independent of its factual accuracy. The same research
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identified a related "disclosure paradox": audiences consistently say that disclosure of
Al use is important, yet they penalize communication more heavily once that disclosure
is actually made. This creates a perverse incentive structure in which honest brands
that label Al-assisted content are penalized relative to brands that do not disclose,
undermining the very transparency norms that would otherwise support epistemic
resilience.

For brands, the practical implication is that Al-generated content does not merely
risk factual errors; it risks a baseline erosion of credibility that occurs even when the
content is accurate, simply because of its provenance. This dynamic is compounded
when disclosure requirements — increasingly common in advertising and platform
policy — collide with an audience response that punishes disclosed Al use, leaving
brand communicators with no strategy that avoids some erosion of trust.

Beyond general Al attribution, research on social-media and influencer marketing
shows a more specific effect: the use of generative Al to produce ostensibly personal,
first-person brand content measurably diminishes perceived brand authenticity [2],
even when audiences are not explicitly told that Al was involved. Experimental studies
comparing Al-generated and human-created influencer content find that Al influencers
reduce both perceived authenticity and brand trust relative to human influencers, and
that explicit disclosure of Al involvement intensifies rather than mitigates this effect.
This is particularly consequential because authenticity functions, in much of the
consumer-trust literature, as the primary mediating variable between Al content
exposure and downstream brand trust: content that reads as generic, formulaic, or
emotionally hollow is discounted regardless of its informational accuracy [7].

A systematic review of consumer trust research on Al-generated marketing
content confirms this pattern across dozens of studies, showing that perceived
authenticity, together with a parallel affective reaction described as moral discomfort,
consistently mediates the relationship between Al content exposure and reduced trust,
moderated by factors such as consumer Al literacy, cultural context, and disclosure
framing. The consistency of this finding across independent studies suggests that
authenticity discounting is not a transient novelty effect but a structural feature of how
audiences currently process Al-mediated brand communication [1].

A third and increasingly documented mechanism operates not at the level of
audience perception but at the level of the information ecosystem itself. Generative Al
systems are prone to hallucination — the confident production of fabricated facts,
sources, or quotations that are indistinguishable in tone and formatting from accurate
output. When such hallucinations concern a brand's pricing, features, availability, or
competitive standing, they can be absorbed by other Al systems that scrape,
summarize, and re-cite web content, creating what industry analysts have called an "Al
slop loop": a fabricated claim about a brand is generated once, picked up and repeated
by Al-driven content pipelines, cited by retrieval-augmented search and answer
engines because it now has an apparent citation trail, and ultimately presented to
consumers with the same confident, authoritative tone as accurate information.
Because the interface and formatting of Al-generated answers is uniform regardless of
accuracy, users have no practical way to distinguish a response grounded in verified
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sources from one built on a fabricated claim that has simply been repeated often enough
to appear well-supported.

For brand epistemic resilience, this mechanism is particularly corrosive because it
removes the correction from the brand's control. Traditional misinformation could
often be traced to an identifiable source — a rival, a disgruntled customer, a fake news
site — and countered directly. The Al slop loop instead distributes the fabrication
across many Al-mediated surfaces simultaneously, so that correcting the record with
one platform or publisher does not prevent the same fabricated claim from persisting,
or reappearing, on others. Brands increasingly find that a false product claim, once
absorbed into generative search results, is more durable and more difficult to retract
than a comparable claim published on a single conventional web page.

The fourth mechanism operates at a still deeper, infrastructural level.
Foundational research published in Nature demonstrates that generative models trained
repeatedly on data that is itself generated by earlier Al systems undergo a degenerative
process known as model collapse, in which successive generations of models
progressively lose the ability to represent rare, nuanced, or minority information and
converge toward increasingly generic, repetitive output. Because a substantial and
growing share of newly published web content is now itself Al-generated, the training
data available to future Al systems — including the systems that brands rely on for
search visibility, customer-facing chatbots, and generative-engine optimization — is
increasingly self-referential rather than grounded in independently verified, human-
authored sources.

For brand communication, the practical consequence of model collapse is a slow
but systemic degradation of the shared information commons in which brand claims
circulate. As Al systems train on progressively more Al-generated material, distinctive,
brand-specific information is statistically the kind of "rare" or "tail" detail that model
collapse research shows is lost first, while generic, repeated claims about a category or
competitor are reinforced. Over time, this can flatten legitimate brand differentiation
in the very Al systems that consumers increasingly consult before purchase, replacing
accurate but uncommon details with the statistically dominant, and not necessarily
correct, consensus circulating across Al-generated sources.

A final, more subtle mechanism concerns not factual accuracy but
distinctiveness. Because generative language models are trained to produce the
statistically most probable continuation of a prompt, large-scale reliance on such
systems for brand copywriting tends to converge different brands toward similar
vocabulary, sentence rhythm, and rhetorical structure. Comparative studies of Al-
generated marketing narratives, reviews, and social content find that such material is
more textually similar to other Al-generated material than to the human-authored
content it is meant to resemble, indicating a homogenizing effect that operates
independently of factual accuracy.

This homogenization undermines epistemic resilience indirectly but persistently:
a brand's distinctive voice has historically functioned as a heuristic signal of
authenticity and accountability, allowing audiences to attribute claims to a specific,
identifiable source with a track record. As Al-generated brand content converges
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stylistically across competitors, this heuristic weakens, making it harder for audiences
to distinguish a brand's genuine communication from that of competitors, imitators, or,
in the case of parody and fraud, malicious impersonators.

4. Consequences for Brand Epistemic Resilience

Taken together, these mechanisms compound rather than operate independently. A
brand that adopts generative Al for content production first experiences a baseline
discount in perceived authenticity and trust, described above as the Al penalty. If a
disclosed claim later proves inaccurate — because of hallucination — the brand
experiences a second, sharper credibility loss, this time compounded by the disclosure
paradox, since honest brands that had disclosed Al involvement are penalized more
heavily than brands that concealed it. If the inaccurate claim propagates through the Al
slop loop before it can be corrected, the brand loses control over the timeline and
channels of correction. Over a longer horizon, as model collapse degrades the training
data available to future Al systems, the brand's accurate, distinctive claims become
statistically harder for Al systems to retrieve and represent correctly, while
homogenized, generic brand voice makes it harder for audiences to recognize genuine
communication when it does appear.

The cumulative effect is a brand that is simultaneously more prolific and less
epistemically trustworthy — publishing more content, across more channels, while its
capacity to be believed, cited accurately, and distinguished from competitors or
impersonators steadily declines. This is the central paradox this article identifies: the
same technology that expands a brand's capacity to communicate can, without
deliberate governance, shrink its capacity to be believed.

Addressing this paradox requires governance measures at three levels. At the
content level, brands should maintain a human-verified factual layer — a single,
authoritative, and clearly dated source of product specifications, pricing, and claims —
that both human editors and Al systems can be pointed to, reducing the surface area
available for hallucination and stale or fabricated claims to spread. At the disclosure
level, rather than treating Al disclosure as a binary label that triggers the disclosure
paradox, brands and researchers should explore framing strategies documented in
recent trust research, such as pairing disclosure with evidence of human oversight and
accountability, which experimental studies suggest can attenuate, though not eliminate,
the Al penalty.

At the infrastructural level, brands have a growing incentive to participate in
content-provenance initiatives — cryptographic and metadata-based standards that
allow Al systems and platforms to distinguish verified, brand-authored content from
third-party or synthetic material — and to monitor how major generative search and
answer engines represent their brand, treating this monitoring as a core reputational
function rather than a peripheral technical concern [6]. Finally, at the research and
policy level, the emerging norm in academic publishing of requiring explicit, itemized
disclosure of Al tool use, together with an assignment of human responsibility for
accuracy, offers a transferable model: just as scholarly journals now require author
teams to take personal responsibility for the accuracy of Al-assisted research, brands
can adopt an analogous internal standard in which a named human owner is
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accountable for the factual accuracy of any Al-assisted public claim, regardless of how
much of its drafting was automated.

6. Conclusion

Generative Al has not created a single new threat to brand communication so much
as it has activated and accelerated several pre-existing vulnerabilities in how trust,
authenticity, and factual accuracy are produced and maintained. The Al penalty and
disclosure paradox show that audiences discount Al-mediated communication even
when it is accurate; authenticity discounting shows that this discount is sharper still for
personal or influencer-style content; the Al slop loop shows how a single fabricated
claim can be laundered into an apparent fact across generative search systems. None
of these mechanisms is fully solved by simply using AI more carefully or more
sparingly.
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