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INTRODUCTION

Topicality. In modern conditions, as practice has shown, the important
role in ensuring the national security of Ukraine, and especially its economic
component, belongs to the processes of ensuring information security of the
state in the banking sector (BNC). A key and system-forming role in the pro-
cess of building a system for providing bank information (BIn) as a compo-
nent of national information resources of the state is played by theory and
practice, in which the scientific and methodological base is the basis for mak-
ing informed and effective management decisions by the entities providing
state budget at all levels. The revolutionary changes of the last decade in the
banking sector have led to the unification of information and computer net-
works into a single information and cybernetic space, which has led to the
creation of automated banking systems that have substantially expanded the
spectrum of electronic services of state and commercial banks of the world
and Ukraine. As a result, threats to such a national information resource of
the state as BIn were significantly transformed. Threats have gained signs of
hybridization. From purely threats to information security (IS), cyber secu-
rity (CS) and security of information (SI) manifestations of hybridization of
these threats began to occur due to the simultaneous impact on the object of
protection — BIn in automated banking systems (ABS) due to the emergence
of a synergistic phenomenon. As the global experience shows, for example,
such threats were manifested in blocking the work of the ABS BNS in the
United States (September 2011), which led to a massive disobedience action
called “Take the Wall Street” which, as a chain reaction, spread to the largest
cities of the aforementioned state and a number of the most economically
developed countries of the European Union, and as a result provoked a world
economic collapse.

Manifestations of hybrid threats to the security of BIn in ABS took place in
Ukraine. For example, starting with cyberattack with the help of malicious
software “Petya. A, “Petya. B” (June - July 2017), the process of providing bank-
ing services was compromised, which provoked dissatisfaction with clients
of banks — citizens who are subjects IB state. Chain reaction after Ukraine
spread to banking sectors of Italy, Israel, Serbia, Romania, Hungary, Argentina,
Czech Republic, Germany, and others developed countries of the world. Thus,
the problem of ensuring the state’s IT for critical infrastructure (CI), which in-
cludes the banking sector, is very acute. Consequently, it becomes clear that
there is a need for a radical overhaul of the current methodological principles
for building a system for providing IB BIn in the ABS both in Ukraine as a
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whole and in the world in particular. Therefore, work in this direction has been
conducted over the last 30 years.

It is known that the problem of solving the problem of the state budget in
general and the IB BIN ABS in particular is devoted to the work of famous do-
mestic and foreign scientists and their scientific schools: V. Buryachka, S. Bu-
chyk, I. Gorbenko, R. Grischuk, V.Dudikevich, V. Zadiraki, O. Korchenko,
O. Kuznetsova, V. Lakhna, S. Lenkova, O. Moldovian, V. Mohor, A. Novikova,
O. Petrova, O. Potia, V. Sidelnikova, O. Stasyuk, S. Timofeev, V. Khoroshka,
O. Yudina, M. Shelest, B. Schneier, V. Shokala, V. Yarochkina and many others.
At the same time, it has been established that the problem of creating a holistic,
scientifically sound methodology for building a system of providing IB BIN in
ABS is an unresolved part of the overall problem of providing state-owned in-
formation systems, the introduction of which in practice will contribute to the
stable and stable development of the banking sector of the state.
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CHAPTER 1. State of the art analysis

1.1 Review of the literature on problem

1.1.1 Analysis of the nature and content of information security
problems in the current development of science and technology

The development of society in the early twenty-first century is character-
ized, above all, the transition from an information society to a society of high
technology, providing oversaturation of new information and communication
technologies, further development of globalization in the modern economy,
the dynamics of information such areas of society as the sphere of commu-
nication, energy, transport, system production and storage of oil and gas, fi-
nancial and banking systems, defense and national security agencies ensure
stable operation of central executive bodies, widespread transition to e-gov-
ernance methods and document [1, 2, 3]. Secondarily, information processes
throughout the world highlight the important task of information security.
This is of special significance for the state of its information resources, in-
crease the value of information in the market, its high vulnerability and often
substantial losses as a result of the unauthorized use [1, 2, 3, 4, 5, 6, 7]. On the
third place, the rapid development of the Internet and other information and
communication technologies shaping the global information space to create
new threats and new forms of international conflicts, including information
warfare, network confrontation, hackers, etc. The development of computer
technology and information and telecommunication networks provide great
opportunities to society, while at the same time and generate a new kind of
crime — cybercrime [4, 6].

In 2015 a terrorist organization “Islamic State of Iraq and Greater Syria”
(ISIS) acquired a unit engaged in conduct computer attacks. In this section
of the Internet known as Cyber Caliphate, whose main objectives are evil and
disclosure of confidential information, attacks on Internet resources, which in-
clude sites of banks, research centers, public enterprises and others [8]. On the
degree of danger to society of electronic crimes can be seen along the cost of the
remedies that are considered acceptable and appropriate. According to experts
of the security of electronic document US, the total cost to protect bank or oth-
er financial institutions could reach only about 510 thousand dollars. However,
deemed reliable security system of a large financial institution, which serves up
to 80,000 clients worth at least $ 15 million, and this amount includes only the
cost of hardware and software (excluding the salaries of state employees own
security company) [7].
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Information threats can manifest itself in different forms. Cyberterrorism is
characterized by the desire for significant destabilization of public order. This
phenomenon is closely linked to the development of information infrastruc-
ture, with constant growth of society depends on smooth functioning computer
systems action aimed at their destruction, causing more significant damage and
cause a serious public outcry [7]. This means the targeted cyberterrorism at in-
timidating the population and authorities, and actual or potential proclaimed
(claimed) effects on cybernetic society, socio-technical and technical systems,
the commission of which leads to (create conditions for occurrence) danger for
the citizens, society and state [1]. On particular concern in the last decade is
the use of terrorism to carry out terrorist activities of existing information re-
sources, primarily the Internet. Global Network attracts terrorist groups fol-
lowing the features [1, 6, 9]:

- speed, efficiency and availability;

- weak or no censorship of any kind of control by the state;

- the presence of a huge potential audience members scattered through-

out the world;

- fast and relatively cheap dissemination specially matched information,
the complexity of its submission and acceptance (sending emails, orga-
nization news group, website for the exchange of ideas, posting infor-
mation on separate pages or in electronic versions of periodicals and
network broadcasting and others);

- most servers, communication networks allow users to respect confi-
dential and anonymous;

- it is possible to use special robots (bots) to reduce the time and cost of
terrorist activities;

- high efficiency effects that can have both local and global in nature;

- cybercrime is difficult to track and collect evidence;

- the uncertainty of place, time and the process of preparing to imple-
ment cybercrime;

- possibility of cybercrime acts simultaneously on different objects or
subjects from different directions without the need for any violation
of borders;

- the possibility of unauthorized connection to computer networks,
management of strategic targets, including military;

- ahigh degree of anonymity when making cyberterrorism;

- spatial and temporal distance from the object or subject of cyber at-
tacks. All cyberspace influences made directly through cyberspace.
Main cyber assets shown in Fig. 1.1.
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The main form of cyberterrorism is the information attack on computer information,
computing systems, data transmission equipment, and other components of the
information infrastructure.

Fig. 1.1. Main assets cyber on the Internet

Analysis of Fig. 1.1 shows that terrorism is increasingly becoming informa-
tion technology of special type, because terrorists are increasingly using the
possibilities of modern information and telecommunication systems for com-
munication and information gathering, most terrorist attacks are designed not
only causing material damage and threat to life and people health, but also
for information and psychological shock whose impact on large numbers of
people creates a favorable environment for terrorists achieve their goals.

Thus, in terms of capacity in the world of globalization and the informa-
tion society terrorism began to act as an independent factor that could threaten
the integrity of the state and destabilize the international situation.

Terrorist groups are increasingly use possibilities of new information tech-
nologies and the Internet to spread advocacy and information sharing, attract
new mercenaries, collect funds for their support, planning attacks, and for
monitoring their conduct [9].

The main uses of new information technologies and the Internet for terror-
ist purposes shown in Fig. 1.2.
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Fig. 1.2. The main uses of new information technologies
and the Internet for terrorist purposes

The analysis of Fig. 1.2 shows that social networks are actively used to pro-
mote a comfortable life demonstration of the alleged militants, military life and
heroism of fighters call to fight for their ideals with arms, broadcast scenes of
successful military operations and acts of intimidation. Photo and video re-
ports accompanied by jihadist songs which occupy an important place in the
cultural matrix formed global terrorist community. They have their own mobile
application and online store where you can buy a shirt or hoody logo terrorists.
All these products dangerous for consciousness extends to many languages.

Active use of cyberspace ISIS in Europe showed the following picture [9]:
84 % — young people come to the ranks of terrorist organizations via the In-
ternet; 47 % — drew attention to the materials (video, text) are online; 41 % —
pledging allegiance ISIS online; 19 % — used the online instructions when pre-
paring the attack (making improvised explosive devices and bombs). The main
objective of such products — attract and engage stakeholders, involve them in
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dialogue in question and answer format for the purpose of psychological treat-
ment for further isolation of man from the inner circle and society as a whole
and attracting the ranks of terrorists.

Thus, unlike conventional terrorism, which does not threaten society and
as such did not touch the foundations of his life, a modern high-tech terrorism
could produce a systemic crisis in every country with a highly developed in-
frastructure. The development of social networks accompanied by increasing
use of their capacity to carry information confrontation, increase coordination,
scale and complexity of actions of its members, as are often act as a state, and
some organized groups which includes terrorism. The object of cyber-attacks
are increasingly becoming information resources, disabling or “difficult posi-
tion” function, which can cause side opposed to significant economic losses or
cause great public interest [9].

Changing security vector world leaders of developed countries towards en-
suring cyber security of critical facilities cybernetic structure (CFCS) adopt-
ing strategies and concepts with world leading cyber nations, creating national
Computer Emergency Response Team (CERT) significantly changed in recent
decades, the views of the leading countries on the development of the phe-
nomenon of cyber security and shows that the interpretation given category is
constantly evolving. In the evolution of attitudes, significantly affect the level
of economic development, the level of education of its population level of the
high technology, access to the Internet, etc. The analysis of the basic principles
and methods of implementation of cyber threats can be concluded that in the
next one to two years, dramatically increase the number and “quality” of cyber
threats to CFCS state, allowing the inside to undermine the economic basis of
the state metasystem [1, 12, 19, 20, 21, 22, 23, 25, 26, 34, 35, 36].

The analysis of the main provisions of the critical cybernetic structure in [1]
allows authors proposed the basic concepts associated with the formation of hi-
erarchical structures critical infrastructure meta-system state:

Critical infrastructure (CI) — systems, networks and/or separate objects,
purposeful or accidental conclusion down which could potentially lead to ir-
reparable consequences sustainable economic development and political pro-
cesses in the country, social welfare and health;

Cybernetic system of critical infrastructure (CSCI) — a set of interrelated
elements combined into a single unit, correct operation and interaction which
significantly affects the cyber security of the state for a certain time interval;

The object of cybernetic critical infrastructure (OCCI) — cyber ele-
ment CSCI impact that leads to a reduction in its cyber protection against
cyber threats.
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Table 1.1. — Comparison table of critical infrastructures
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Table 1.1 showed ratio results in comparison to the state sector CI [1].

Table 1.1 analysis showed that the most developed countries in the world
most vulnerable to critical infrastructures include objects belonging to the
banking and financial sector, energy and telecommunications.

Feature based on the approach proposed [36] critical infrastructure hier-
archical meta-system state is shown in Fig.1.3. In modern terms, as shown,
an important role in ensuring national security of Ukraine and especially its
economic component belongs processes of information security state of the
banking sector. And system-key role is the construction of a system to en-
sure information security of banking information (BI), as part of national in-
formation resources of the state, plays a theory and practice in which scientific
and methodological base is the foundation for sound and efficient management
solutions for IS subjects of state at all levels.

This meta-system during the critical infrastructure of the state (MCIS) is a
system of strategic scale, which is a combination of a large number of different
elements combined within a single critical cyber architecture in a single system,
which has a synergy and a common emergent property (supplies, function),
which differs from the properties of individual elements of the totality [1].

Fig. 1.4 shows the relationship between the main components of informa-
tion security (IS) state.

The revolutionary changes of the last decade that have occurred in the elec-
tronics industry, combining information and communication and computer
networks into a single information and cyberspace, creating automated bank-
ing systems significantly expanded range of services in the banking sector. As
a result, significantly increased range and threats to the national economy. The
key and most potentially dangerous of them is compromised or when taking
remote control of management processes in ABS.

The consequences of the absence or imperfection security mechanisms of ABS
can have a huge and irreversible, leading eventually to the collapse of the financial
and banking system of Ukraine, and economic collapse in the country as a whole.

Analysis of Fig. 1.3 and 1.4 shows that for IS entirely dependent on the state
for IS of its components that relate to objects and MCIS affect not only the state
of the information security of the state, as well as other components of society
and the state as a whole. Threats have become signs of hybridity, so they must
be considered as complexing threats that have synergistic effect of all compo-
nents on the security of the state, IS, CB, SI. Proof of this approach is the final
guidance document NBU that adopt “Statement on measures to ensure infor-
mation security in the banking system of Ukraine” [34] Basic provisions and
their relationship shown in Fig. 1.5.
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Principles of providing IS:
the approach to providing the IS should be
systemic;
the process of improvement and
development of the IB should be continuous;
measures of protection against real and
potential threats to IB banks should be
timely and adequate;
Control of the bank's management according
to the state of the IS;
Sustainable development of IS systems is
only possible if sufficient resources are
provided, including financial ones.

principles of IS management:
o collective decision-making on IS;
o timely correction of IS policy, provisions
on applicability and strategy of IS bank
development;
¢ coordination of implementation of new
projects, directions, strategic tasks on IS
bank issues and IS measures;
determination of the necessary optimal
resources for implementation of
information security measures;
o organization of practical measures to raise
awareness / training of bank staff on IS

]

issues
1r Jr ir
Principles of cryptographic S —~ e
protection of the IC of the NBU /. pr OYldmg . 1 C jE ]E
cryptographic protection of informati information security . -
in'the IC of the NBU is ensured by th,  in the banking  JAllowed asymmetric cryptographic
application of a multilevel (echelon) \ system of Ukraine algorithms:

approach, at the session and applicatio
levels of the OSI;

To protect confidentiality and integrity, | , -~

the cryptographic protocol TLS is used; |

(

N\
v
P

Diffie-Gellman (DH) or Diffie-
Gellman algorithm on elliptic curves
< (ECDH) - matching of keys;

o DSA algorithm or digital signature

For authentication, MAS codes, strict |\ —/|  algorithm on elliptic curves (ECDSA)
cryptographic authentication, -CPU;
symmetric (K = 128 bif) or asymmetric | / | )| algorithm of RSA - CPU,
cryptographic algorithms are used. { )| coordination of keys;
\ —V/|e algorithm of CPU DSTU 4145-2002-
CPU;
V. LA\ |e SHA-224, SHA-256, SHA-384, SHA-
\ ﬁ/" 512, Kupina security algorithms
(DSTU 7564)
JC JC J°TC 4L
Allowed symmetric cryptographic Requirements for protection in the Internet:
algorithms: o thebank is required to use the latest version of the
AES algorithm using a key length of TLS transport layer security protocol;
128, 192 and 256 bit or more; o The bank that applies the Secure Multipurpose
algorithm of cryptographic Internet Mail Extensions (S / MIME) encryption

transformation DSTU GOST 28147:
2009;

algorithm "Kalina" (DSTU 7624); .
algorithm of CPU DSTU 4145-2002 -
CPU;

SHA-224, SHA-256, SHA-384, SHA-
512, Kupina security algorithms (DSTU
7564)

standards is required to use a standard no lower than
version 3.0;

the bank is obligated to use a set of protocols to secure
the data transmitted using the Internet Protocol
(Internet protocol security protocol set, IPsec) in ESP
mode (Encapsulating security rauload);

<

Requirements for ABS elements:
the bank is obliged to use wires of the type “twisted pair” not below the category SE and / or fiber

optic cables;

The Bank is obliged to ensure the verification of all removable media that connect to the

workstations or other equipment of SC Bank;

The Bank is obliged to use an OS for which the manufacturer's support is not discontinued and which
provides the opportunity to: Identify and authenticate all users of the OS; differentiation of user
access OS; registration of actions executed by users of OC and the OS itself.

the bank is obliged to use official stable versions of the application software and drivers for which
the manufacturer's support has not been discontinued.

the bank is obliged to place the wireless network of the bank in a separate zone of the bank's network
security. ensure that the WPA2 security mode is used in wireless networks of the bank.

Fig. 1.5. Basic principles and

mechanisms for IS OBS in Ukraine
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Therefore, to address the whole range of issues related to ensuring cyber se-
curity, information security must be addressed in the ABS together and insepa-
rably from each other harmoniously complementing and filling, if necessary, to
one another. Easy integration of capabilities in each case to ensure the safety of
ABS is impractical, both practical and scientific viewpoints.

Lack other alternative approaches prompts the urgency of solving the prob-
lem that has arisen — improving information security in Ukraine based on the
ABS new unknown to this day approaches.

It is known that computer and telecommunications systems provide the
reliability of the vast number of information systems for various purposes, in-
cluding banking. Most of these systems carry undisclosed information that is
confidential. Thus, the solution of automation of data resulted in the generation
of new problem — the problem of information security [37, 55, 56, 57, 58, 59,
60, 25, 20, 21, 19].

From the time of its introduction, banks invariably caused criminal inter-
est. And this interest was associated not only with the storage of credit organi-
zations of money, but that banks often concentrated important and secret in-
formation about financial and economic activities of many people, companies,
organizations and even entire nations.

Thus, regardless of the means, mechanisms and technologies to ensure se-
curity of banking information by another pressing problem, and the second
total score is the problem of information security of individuals, society and
the state in which man — a bank employee or customer — the most vulnerable
link [33, 39, 40, 41, 42, 29].

Computerization of banking activities has significantly increase the pro-
ductivity of bank employees, introduce new technologies in financial prod-
ucts. Internet banking is now widely spread among banks and clients use In-
ternet resources as an alternative means of transmission of PIN client bank
not only leads to lower transfer costs, but also helps to improve the bank’s
competitiveness, increase the flexibility of the bank’s customers. The main
obstacle to Internet banking is the issue of cyber security, and the lack of trust
and legal support [42].

As an example of note is the fact that 90 % of all crimes in the banking
sector — a cybercrime associated with the use of automated data processing
bank systems (ADPBS) [38]. Therefore, the protection of its own banking
system should use powerful authentication and control actions, both internal
users and customers. It is generally accepted that the most reliable means
of protection can provide two-factor authentication, whether electronic keys
(tokens) or one-time password generators [46, 64, 65, 66, 67]. Data security
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during storage requires the use of encryption, which can operate at storage,
or at the individual system components, such as database tables. Safety ATMs
and payment terminals must be provided with the use of anti-virus protec-
tion. But at the same time, the specifics of such devices requires the use of
additional security arrangements, including the creation of “closed software
and hardware environment”, eliminates the installation of any third-party
software and external devices [17, 18, 29, 33, 34, 39, 41, 44]. Thus, the prob-
lem of cyber security as an integral part of the third on the way to solving the
problem of security banking information [45, 46, 47, 48].

To ensure adequate security system banking information no matter what
part of it is the problem of information security, information security problem
or the problem of cybersecurity, as appropriate to apply the principles of risk
management methods [40]. This method with the right approach will allow
time to identify and classify threats and the likelihood of adverse consequences
of their possible manifestations organize a system of adequate security bank-
ing information. But given the imperfect method principles of risk manage-
ment in the banking sector still requires the necessary proof raised in the con-
text of the above problems.

In work [29] noted that security information including banking can be pro-
vided only in the complex of available remedies in all structural elements of the
production system and at all stages of the processing cycle of information. This
approach is the basis for IS banking institutions NBU [34].

Ignoring system analysis methodology to establish system of banking in-
formation based on the difficulty and sometimes impossibility of objective
confirmation of established system efliciency due to imperfect regulatory
and methodological information security, especially in the field of indicators
and criteria [41] just creates obstacles to the solution of the abovementioned
problems. For example, the international standard for transactions on bank
cards with chip (EMV), introduced in 2005, defines the physical, electronic
and information interaction between credit card and payment terminal for
financial transactions based on standards ISO/IEC 7816 for contact cards
and ISO/IEC 14443 for contactless cards.

Thus, from the study of literature, we can conclude that a fundamentally
new effect in securing bank information can be achieved if and only if all the
above means, methods, measures and safety technology combined in a sin-
gle integrated mechanism hereinafter called synergistic.
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1.1.2 Investigation of the role and place of information security system of
banking information in automated banking systems

Given the rapid development of science and technology over the past de-
cade, and intensive use of the latest high-tech developments in the banking sec-
tor nature and content category “Banking Information” changed significantly.
Today, as you know, the banking information is based on the components of
modern ABS. Based on this and building on [43, 61] can be argued that under
the bank account in the broadest sense refers to a set of data associated with
registered documents and guidance of banking institutions, the legal form of
banking institutions, current form banking institution and its employees, types
and forms of banking, quantity and composition customer transactions on cus-
tomer accounts, the presence of correspondent relations and technical support
of the bank. Given the breadth of categories, embraces banking information
with a view to its correct application feature classification proposed banking in-
formation (Fig. 1.6).

‘ BANKING INFORMATION ‘

[
By type of
presentation

I
By the degree of
access restriction

For the duration of
use

Organizational

Technical

By the level of
secrecy

Open information

Operational day ‘

Restricted information

Service secret

Contract term

A trade secret

[ I 1
Internal payment
documents

Banking products

: The term of the loan ‘
Business processes

Bank secrecy ‘

Personal data

Payment documents Lending documents Statistical reports

Personal data of clients and
employees of the bank

Other documents with
restricted access

Documents for money
transfers

Fig. 1.6. Feature classification of banking information

The advantage of the proposed banking information feature classification
(Fig. 1.6) is that it is unlike the known classifications reveal the depth of the
content essence of this category. For example, types of banking information is
organizational, technological and parametric. Thus, under the organizational
bank account information should be understood that reflects the nature of
business relationships with bank customers about features of organization and
construction management of the bank.

Technology banking information — is an information on the principles of
the bank in carrying out all kinds of banking activities and information systems
used in bank protection latest high-tech developments. Parametric banking
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information — information that reflects quantitative indicators, reflecting the
bank capital and the value of its loan portfolio the bank in the implementation of
all activities. Another advantage of the proposed classification is that in case of
new features that characterize the various aspects of banking information catego-
ry in the proposed classification provides the ability to expand the set of features.

With the proposed classification, also conclude that in the subsystems ABS
Bank circulates information at different levels of confidentiality (privacy) of
open information to the data containing classified information (commercial,
banking and official secret). In the ABS Bank documents also present: money
orders and other cash and cash documents, reports (financial, analytical and
other) data on personal accounts, general information and other confidential
(restricted distribution) documents, etc., can also be referred to the concept of
banking information.

Thus, in the most general terms during bank account can understand the in-
formation arising from banking activities. This is particularly the information
characterizing the bank itself, its financial position, performance and reliabil-
ity requirements of the law. This information can be gleaned from the Bank’s
Charter, its licenses, balance sheets, statements of income and other sources.
In addition, in a narrower sense banking information — is information about
specific operations of the bank. This information describes not only the bank,
but those which the bank enters into a relationship. As an example, banking in-
formation can give information about the presence of deposits or accounts and
transactions on them, on the property, which is deposited in the bank.

Whether in a broad or narrow sense treated meaningful categories of bank-
ing information activities of all the subsystems of ABS in which it is produced,
processed, stored and circulated provided and regulated through laws and rec-
ommendations of the National Bank of Ukraine. Therefore all major existing
regulations governing the processes described above at the national level in a
systematic form can be presented as a block diagram (Fig. 1.7).

A critical analysis of the current legislative framework of Ukraine showed
that to protect information in the ASS used by information security manage-
ment system (ISMS) to control the operation of complex information security
systems. Thus, according to the preliminary conclusion of ABS is an integrat-
ed information banking system that integrates different areas of the bank, able
to automate and combine into a single purpose business processes of finan-
cial institutions. Integrated system supporting centralized processing, multi-
currency and automation of key financial transactions should ensure the effec-
tive management, control, receiving reports about the current activities of all
branches of the bank [9, 31].
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Among the functions inherent in modern integrated ABS, the following:
working day; transactions on the stock market of the Bank’s securities; farm
activities; retail banking; remote banking services; electronic banking services;
payment center and the payment system (card products); integration of back-
office bank with its external operations; management of the bank’s business
logic implementation, monitoring, accounting, including tax and reporting;
risk management and strategic planning; customer loyalty programs, market-
ing, advertising and PR-service.

As known [23, 24, 26, 28, 29, 34, 37, 38, 39, 40, 41, 42, 43, 56, 57, 58, 59,
60, 61] main functions of the ABS are realized through the use of the following
technology and banking information security:

- database management system (distributed databases);

- data stcorage, OLAP- OLTP- and data processing technology (online
analytical processing system and operational transaction processing
system);

- search engine extraction and preparation of reliable data;

- distributed computing system, the organization of collective users cre-
ate real bank information space, including branch offices, customers
and partners;

- secure connection of the information system of the bank to external
computer networks (the Internet);

- organization of safe, reliable public data communication channels
(cryptography, encryption and digital signature (DS), arrangements),
electronic document;

- technical, software, mathematical and other support;

- Information Analysis and decision support systems (decision support
systems, DSS);

- protection of information stored and processed, the entire ABS in
general;

- system remote work with stock markets and behavior prediction soft-
ware courses;

- CRM-systems, customer relationship management;

- program of the front-office customer interaction;

- support system of internal organization, management and executive
staff activities;

- access to information of different levels of secrecy;

- virus protection;

- online shopping and online card;

- call centers and IP- telephony;
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- support various access channels: Internet, telephone, mobile web, SMS,
WAP, etc.;

- support for multiple accounting standards including management ac-

counting;

- support and research in the field of systematic information ABS.

ABS NMEPS example shown in Fig. 1.8.

The analysis of the organizational structure NMEPS showed that under-
lying performance of the functions of its work using automated card system
(ACS) — software and hardware with which enforced functions member (s) or
member (s) NMEPS on card issuance, processing information on operations
with their application, control terminals and ATMs, etc. This system applies
to complex multilevel control systems of critical application (CSCA), which
requires transmission of information security controls at every level [64].

The system is integrated into the banking system and the many types of
terminals, including portable working offline, and ATMs that perform a wide
range of functions. NMEPS controls the flow of electronic money, communi-
cations terminals and local area networks. To ensure reliable operation of the
electronic payment system must be protected.

In terms of information security in NMEPS there are vulnerabilities: send-
ing payment and other messages between banks and customers and between
banks; processing information within organizations and destination of mes-
sages; customers to access funds accumulated in the accounts.

1.1.3 Research infrastructure facilities threats automated banking systems

The revolutionary changes of the last decades that have taken place in
the banking sector led to the unification of information and computer net-
works into a single information and cyberspace, which led to the creation of
automated banking systems, which significantly expanded the range of elec-
tronic services to government and commercial banks in the world and Ukraine.
As a result, substantially transformed and threats that the national information
resource states like BI. Threats have become signs of hybridity. From a purely
threats to information security, cyber security (CS) and security of informa-
tion (SI) displays signs of hybridity these threats began to occur as a result of
simultaneous action on the object of protection — BI in automated banking
systems (ABS) due to the emergence of synergy effects. As international experi-
ence shows, for example, displays such threats have occurred during blocking
of ABS BNS in the US (September 2011), which resulted in the emergence of
mass actions of disobedience called “Occupy Wall Stritt” which is like a chain
reaction spread to largest city of the state and mentioned some of the most
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economically developed countries of the European Union and as a result pro-
voked a global economic collapse.

Manifestations of hybrid security threats BI in ABS occurred in Ukraine.
For example, beginning with cyber attacks using malicious software “Petya. A",
“Petya. B” (June - July, 2017) has been compromised by the provision of banking
services, the bank customer dissatisfaction triggered — citizens who are sub-
jects IS state. Chain reaction after Ukraine has spread to the banking sector in It-
aly, Israel, Serbia, Romania, Hungary, Argentina, Czech Republic, Germany and
others developed countries. Thus, the problem of information security criti-
cal infrastructure usage (CIU), which include the banking sector and is very se-
rious. Thus, it is clear that the need of radical revision of existing methodological
framework for designing systems for IS BI ABS in Ukraine as a whole, and in
particular the world. To find the necessary and sufficient conditions for achiev-
ing synergies security of public and private banking systems protect, analyze and
specify the set of actual security threats banking information. But before pro-
ceeding to solve private problems outlined above, we note that for the first time
based security of banking information offered to put the principles of synergy.
At the same time interacting profiles that provide banking information security
should be considered IS, CS and SI BI, which until now were considered either
separately or in combination, that are not allowed to receive a synergistic ef-
fect in securing bank information. After decomposition of some security profiles
examine them separately to determine the most pressing threats. Based on [44]
hereinafter compromise the bank will understand random or targeted, potential
or real action of a different nature, which can inflict damage to the bank.

It is known that for the analysis of the main types of threats to information
security of banking information model can be adapted triad CIA (confidential-
ity, integrity, availability) [38, 56]. The model under banking safety informa-
tion should understand the process of ensuring the confidentiality, integrity
and availability of information to customers/customer of the bank based on
the totality of collective and individual consciousness. However, under confi-
dentiality refers to access to information only to authorized users, when integ-
rity — ensuring the accuracy and completeness of information and methods of
processing to authorized users under accessibility — access to information and
associated assets of authorized users as needed.

Given the nature of banking information security threats basic banking in-
formation are as follows [64]:

- Violation of privacy: revealing passwords with tacit active network
connection, traffic analysis protocols to identify, create false claims to obtain
payment documents, unauthorized entry of data, extract statistical information
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from the database based on semantic connections between classified and un-
classified information, connect to the CS as active transponder (falsification of
payment instruments), phishing, pharming, pretexting, screaming, virtual kid-
napping, unauthorized transfer of hidden VHF in order to copy data or access
to legal CS as a result of secret visit after hours, tacit alteration of equipment or
software to implement means of unauthorized access to information;

- Violation of integrity: copying data from magnetic media left on tables
or computers, copying data from equipment and magnetic media, harvested in
a special storage, usage included in the terminal, left unattended copying and
theft of software, changes to data and programs forgery and falsification of fi-
nancial documents as a result of secret visit after hours, picks up data from hard
and floppy disks, changes to the data recorded on left unattended magnetic
media, software use for protective capacity of the system, unauthorized use of
computer resources, destruction of equipment, magnetic media, or remote data
destruction, modification or reading information in a database or individual
files after conferring with foreign powers to modity financial information, the
substitution of items of equipment left unattended during business hours;

- Violation availability (authentication): unauthorized use of information,
a high level of privacy, unauthorized abuse of authority for access to bypass
security mechanisms, denial subscriber of the fact of reception (transmission)
or create false information about the reception (transfer) messages for the re-
moval of responsibility for the execution of these operations, the penetration of
the system through CS communication by assigning authority for the purpose
of fraud, theft or copying of information, abuse of privileges supervisor in vio-
lation of the protection mechanisms banking, formation, revealing passwords
with kidnapping or visual observation, directly or disclosure of the data.

Among the threats to information security of banking information affect-
ing the bank, the bank staft and its clients, as well as the economic component
of national security is internal and external threats. As the first and second in
focus and the impact on the activity of certain subjects and objects may be eco-
nomic, physical and intellectual [25, 60].

Economic threat: Corruption, fraud, unfair competition, the use of ineffi-
cient banks banking technology production. Implementation of such threats
lead to damage to their banks or omissions benefit.

Physical threats: Theft, looting property and funds of banks failure, dis-
abling equipment banks, inefficient operation capabilities. As a result of these
threats damages cause banks losses associated with the loss of their property
and the need to incur additional costs to restore the means of production and
other material.
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Intelligent threat: Disclosure or misuse bank information, discrediting the
bank in the banking market, various social conflicts around banks or them-
selves. Implications of such threats: losses of banks, their image deterioration,
social or psychological tensions over the banks or their teams.

The third essential safety profile banking information offered to consid-
er size. Cybersecurity — a set of tools, policies, principles of safety, security
guarantees, risk management approaches, actions, training, insurance and
technology used to protect cyber environment, resource organizations and
people [48, 49, 59]. According to the standard, ISO/IEC 27032: 2012 Infor-
mation technology - Security techniques — Guidelines for cybersecurity also
rely on the task to ensure the conditions to achieve and preserve security
properties of the organization’s resources or users against cyber threats rel-
evant. This cyber security covers such a thing as the protection of personal
data and interacts with network security, application security, online safety
and security of critical information infrastructures (Fig. 1.9).

Cybercrime Cybersafety
N

Information Security

Application Security

Internet
Security

Network
Security

Critical Information Infrastructure Protection

Fig. 1.9. Logical relationships and other cyber security domain in
compliance with the ISO/IEC 27032: 2012 Information technology -
Security techniques — Guidelines for cybersecurity

Analysis of results in estimates of the number of cyber-attacks, including
on ABS, the balance of the complexity of the software and technical literacy
criminals received such companies as “Arbor Networks” [62], Cisco [63] and
other vendors in the market and cybersecurity means of network peripherals,
leads to the conclusion that with the growth of cybercrime and computing ca-
pacity in the near future be expected to increase not only the quantity and the
technical complexity of cyber-attacks but also on their redirection on periph-
eral network equipment. With this in mind, and based on the results of studies
[1,3,6,12,22,29, 34, 38, 40, 41, 57, 58, 59, 62, 63] can be argued that the main
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threats to cybersecurity ABS aimed at disrupting the processes of management
or taking them under control will cyberattack that can be combined into four
major classes of the content of which is disclosed in Fig. 1.10.
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Fig. 1.10. Classification of cyber-attacks on ABS with reference to the OSI model

The classification (Fig. 1.10) clearly shows that different classes of cyber-at-
tacks regardless of functional purpose take place at different levels of model of
Open Systems Interconnection OSI, and consequently have their own specific
purpose to influence the bank information. For example, before cybercriminals
because of the vulnerability of protocols and services the lower level of the OSI
model opens opportunities for banking information technology, but because
of the vulnerability of protocols and services the upper levels — the organiza-
tional and parametric bank information.

Given that the above threats due to various subjective and objective reasons
have continue to occur most famous and projected ABS, and building on the
close relationship between the different security profiles, and, in order to develop
an effective system of protection of banking information, proposes a new model
of banking information security threats in the future called synergetic (Fig. 1.11).

The peculiarity of the proposed model (Fig. 1.11) is reflected on it in the
form of logical connections interaction of different threats to security profiles.
Therefore synergetic model of banking information security threats provides
necessary and sufficient conditions for the development of new methodological
basis in achieving synergies in the field of security of public and private bank-
ing systems of protection.
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Based on a model developed synergistic (see Fig. 1.11) also becomes clear
mechanism of nucleation banking information security issues in space-time
continuum: the goal of cybercriminals (competitors of cybercriminals, indi-
vidual states, etc.) are coordinated in time, place, tasks, goals and forms of im-
plementation.

Given the nature of construction means the network periphery [11, 37, 39,
40, 41, 44, 48, 50, 51, 56] and communications organization in ABS any bank
synergetic model allows us to establish vulnerabilities in their security system.
These are processes associated with sending a payment and other messages be-
tween banks (business process/business products) between the bank and ATM,
the bank and the client. Features consequently give rise to several problems of
systemic nature:

- problems establishing mutual authentication when establishing a con-

nection (mutual recognition subscribers);

- problems of privacy and the integrity of documents (protection of elec-
tronic documents transmitted channels);

- problems evidence of the fact of sending and delivery of documents
(protection of the exchange of electronic documents);

- problems of mutual distrust between the sender and the recipient
through their membership in various organizations and mutual inde-
pendence (enforcement documents).

An integral part of the problem bank information security is the issue of
risk analysis. In fact, the risk is an integral assessment of how well existing rem-
edies able to withstand attacks on banking information.

At present, clearly there are two main groups of methods of evaluation
of security risks. In refraction in the banking sector on the basis of the first
group may set the level of risk by evaluating the extent to defined set of re-
quirements for the safety of bank information. The second group of tech-
niques of risk assessment reduced to determining the probability of attacks
and levels of damage. In this case, the estimated risk value for each attack
and, in general, is a product of the probability of an attack by the amount of
possible damage from the attack. The value of the loss is measured owned
banking information, and the probability of attack is calculated by the panel
conducting the audit procedure.

In any social sphere (to which the region and the security BI in ABS OBS)
security incidents, disruptions (disruptive events) and accidents (disasters)
are inevitable. However, their impact on the company should be minimized,
the data should be stored, hardware is operational, reputation rescued peo-
ple — out of danger [13, 14, 34, 36]. The decision of these problems can take
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place within the framework of business continuity management (Business
Continuity Management) — a holistic management process, in which the iden-
tified potential threats to the organization, evaluated the possible impact on
business operations in the case of these threats, as well as a system of regula-
tions to ensure the ability organization to recover its activity and respond effec-
tively to incidents that can guarantee the interests of stakeholders to ensure the
protection of reputation, brand and make transactions value, so it is primarily
the implementation of the strategy and management cycle is necessary to en-
sure continuity solving such problems [16].

There are two basic tools of business continuity [13, 14, 15]:

- business continuity plans (Business Continuity Planning, BCP) — a set
of preventive measures, detailed instructions for action in acute (criti-
cal) situations in OBS further discusses measures to restore BI (Data
Recovery BI) provides complete clarity in which they were copied, re-
flecting what their size, how they should be interpreted otherwise. De-
termine the maximum “age” data loss is permissible (Recovery Point
Objective, RPO);

- Disaster Recovery Planning (Disaster Recovery Planning, DRP) —
training organizations to speedily complete restoration of its opera-
tions in the event of an accident, emergency, disaster, crisis, etc.

Despite the difference, BCP and DRP are integral parts of business con-
tinuity management and procedurally intersect. In this respect it conve-
nient to consider using the model management PDCA (Plan-Do-Check-
Act) [13, 17, 18], the main problem on the stage management PDCA model
shown in Fig. 1.12.

Thus, the proposed solution has its cost, compatibility, complexity of imple-
mentation, deployment time and performance, and can be used both individu-
ally and as a set of measures implemented before, during and/or after the inci-
dent that caused the discontinuity of functioning ABS and OBS activities.

Assessing the impact of interruptions to business (Business Impact Analy-
sis, BIA) is a key topic of business continuity and consists of a functional anal-
ysis of how the interruption will affect the organization. BIA referred to the
problem [13, 14, 15, 16] determining the value of each business process; identi-
fication and ranking interrupt each business process; prioritization of business
processes; resource assessment to ensure business continuity. The final result of
the BIA is the choice of business continuity management strategies. In deter-
mining the value of business process information systems (ABS) can be fixed
at a number of technical indicators [13, 14, 15, 16], the relationship between
them is shown in Fig. 1.13.



CHAPTER 1. State of the art analysis

36

[2poW YO dd uswabeuew A1INUIUOD INsud 03 sabels UoIsap pue sysel ulely “z1°L ‘b4

'SINEQ “SIWST
urejep jo uonosjoxd pue
uonueseld uonosjep opraoid

*SUOIIN[OS PNOJd -

(SWISAS-1g) SIAUID [RUOIENYS -
‘s19)uad Suissadoud pue ageIols
eyep dmpeq K1red-pary) Jo osed] -
<u01}9310.1d UOTIBULIOJUT JO SUBSUI -

“dIJo sanjrey pue

© u1 ‘pakoydap st (Aep 1 oy Apear

'SIOAIDS JO UOHRZI[BNIA -
SI0)SND JO UOHBID -

yyuour T o dn yuswkojdop Jo
SSOUIPEAIL) WOOI B - IAISAT P[0D

Juswikordap) 1 [es1 Jo adKojord

“dI 3y jo Suruorpuny

a1 SurI03sal Jog s[qisuodsan
dnoJ3 ayp £q ueyd st o ssed -
*dl Jo swsn pue duuosiad

Jo saneuuonsanb Suisn saang -

:somnpadoid pue spotpaur

‘suonoesuen

pue Suwmosno -

‘sme)s gy Jo Sumojmour -
SOTTATIOR JO AJTNUTIIOD 91}
SOB[OTA JUSPTOUT UB JO JUOAD
91 uT “Io1ARTRq JeuuosTad
Jo spopewr pue weyd -

SWI0YSAS PUB aIBA i S)dNLIOI [BNLIA JO UOTIR[NUILS - © - OASII ULBM B U L /4T . “QINJRU JURID)
ﬁﬁuqm mHm%WOW JEMMMM o ww__omw___whﬁm%ﬁ_” w_udwﬂ_wo. «d1JOSWIISASQRS || - SALSIITOY € UL S IAEW[E sugld padojarsp o Sutisar- JO s10108] WEN:BNMMM
10 &edeo Suppom T ouepunpol oreayos | | PUE $9559901d ‘SOdIAISS passtuisip 3101 IO [E20] B JO UOIEAI - “Kyoedes L

1) JO UOTRIOJSAT ORI - e srempIE .munc_u: 08 m_wﬁ 5 - pue pageurep Jo neds1 P3P - ‘SWISASQNS ] PUE EYEP [EINLD pue stpaw d|qe[feA Junodoe || PUP SJERI) JO aousnjut ey
LI IO}l JO3IIP P AMpIRY SUOTINIOS PIOT: Jo uoreatdnp pue uolEABSAI - | | 07UF SUD{R) AYATE Jo Uoneio)sal || OPUN SIVIATOR JO Aymuguoo
10j uefd & Jo quotdofoadp - a1} amsus o) ved e -
d4a  dod] |ada _ . aog)|aaa o
suonnjos
Ty — SUOTINJOS [eOTUTOR ], suonnjos JeuonezuesiQ

‘Sumren geis O "S[SH pogHuept

‘ure)sks 1} SZTWITUTUT 0} ( SATPUIax

JueuIe eurur Juepour PUR SOINSEIUT) S[OIU0D

S ‘s1sA[eue S oy jo uonejuewedurr O JO UOHONPOIIUT S} 0]

9

4

o

\~../nw
d

oAnULARId PUB SATOSIIO0
Jo uoneyuswrerdurr
SSINST JO Justmssoidurp
<Bumse) Sutmp pejosiop
sue[qoxd Jo uonoa1od

JS1I UOT)BULIOJUT JO S)NSOT
‘suonoe aafumeAId

<suerd

—

o1 Jo metaar rengar O
padoreasp Jo Sunse) O

padoreaep jo Sunse) O

<sarnseaur pojusuraydurr

JO SSOUDATIOR)JO
ot Surssosse

‘SUOISAP
TeoTUjoe) ATesseoatr
pue syuswnoop padofeasp

10J SPOYAW JO TORMITSP O

a1 jo uomonponur g

a9l o1 JO UOTBUTUIRISP O
‘UonRULUMOOP

Jo oudoessp O
<Kmunuoo
ssoursnq Sutmsue

10§ so13ejens Summyep O
{ssouIsng uo

jsdnueur jo joedwrowy 0O

Gumruerd jo voneredsid O

(3ov) sox1] / suonoy

syoay)

; (o(]) seouewofIod

(uelq) Swruueg

_

_

THAON vOdd




1.1 Review of the literature on problem 37

A
SDO3 (Full Service
t Restore)

SDO2 (Partial

»

{

Service Availability Level (SDO)

ContinuonJ:s operation Service Restore)
of IC l : Cominuz;\i gperation
! |
TPDS SDO1 (Partial ! !
P s »  Service Restore) ! ! :
I | | I
\ b | TOF ! ! ! l
| | [P L " [ |
| l [l >
: L . : | ! : s
| o L T
| | ! RTO1 | } : | 1me
: RPO | I | | ! :
[
! ! | RTO2 ! ! : i
| | ! i l : !
| | | RTO3 | 1 ! |
I I
: : | I 1 ! !
! ! b ! | ! I} L !
< >
MAO

Fig. 1.13. Determining performance business continuity

Key signs:

-  MTPD (Maximum Tolerable Period of Disruption, the maximum ac-
ceptable period of interruption of business) — the time period after
which the adverse effects resulting from the interruption of business,
are not eligible;

- RTO (Recovery Time Objective, target recovery time) — the period of
time after the event of interruption during which must be renewed a
minimum level of the organization and its supporting systems, applica-
tions and functions. It is believed that: RTO < MTPD;

- RPO (Recovery Point Objective, recovery point objective) — the pe-
riod of time during which the data must be recovered after the last in-
terruption;

- MAO (Maximum Allowable Outage, maximum idle time) — the time
period after which there is a risk of the final termination of OBS, if
the provision of services, data, business processes and/or services will
not be restored;

- TOF (currently idle) — the period of time during which the activity
was interrupted as a result of failure or ABS components, unavailability
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of services and data, suitable for enterprise case be less than the maxi-
mum allowable downtime. It is believed that TOF < MAO;

- SDO (Service Delivery Objective, target service availability) — shows
the availability of the service at any given time;

- TPDS — planning and deploying solutions to ensure continuity and
restoration activities, ideally decisions and plans should be developed
and implemented before the incident discontinuity, TPDS << RTO.

Analysis of Fig. 1.13 shows that reducing TOF requires an integrated ap-
proach to solving BCP and DRP. Implementation of preventive measures to
protect against cyber threats aimed at the discontinuity will not only minimize
data loss BI in ABS, but also reduce the target recovery time.

A similar effect is achieved by the fact that the plans and means of ensur-
ing business continuity are developed and deployed not in the failure, and
during the regular functioning of the ABS to implement threat and occur-
rence of avalanche effect. This allows immediately after the incident to coor-
dinate actions of staff and begin restoration or completely avoid downtime
and operational losses by switching to a backup area (Fig. 1.14) [15, 36].
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Fig. 1.14. Reduced recovery time operation of the ABS (TOF)
through the use of preventive measures and protection plans
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Thus, to ensure a comprehensive approach to business continuity OBS
proposed to use overlapping the ABS based on the concept of alternative
plane (the area in hot standby (Hot Site), the area in warm standby (Warm
Site), area in cold reserve (Cold Side) using strategies for updating the data —
copying backup data (electronic vaulting, off-site data protection, periodic
transfer copies of databases to alternative media, usually in batches), remote
logging (remote journaling, log periodic transmission gear made shares a
main plane at alternate), remote mirroring (remote mirroring, full duplica-
tion in real time), which provides the required performance value of business
processes. The proposed approach to ensure business continuity in ABS OBS
confirmed in the Resolution of NBU “On approval of organizing the informa-
tion security in the banking system of Ukraine”.

1.1.4 Analysis of current state services and mechanisms for cryptographic
protection of banking information

Protection system of electronic banking documents in a computer network
NBU has complex hardware and software encryption and key system to them,
technical and organizational measures to protect information online. Accord-
ing to the Concept of electronic money circulation in Ukraine approved by
the NBU 02.10.92, designed and manufactured hardware and software cryp-
tographic protection of electronic banking documents in a computer network
NBU, in particular:

- protection of bank data (PBD);

- protection of electronic money circulation (PEMC);

- key system with key generation and secure the NBU electronic media

keys (codes);

- electronic card (EC).

Protection compliant with GOST 28147-2009 algorithms for encryption
and is certified by the State Service of Ukraine for Technical protection of in-
formation meets all the requirements of the computer network “Bank”.

Quality solving the above problems is largely determined by rational choice
cryptographic tools, implementation of protection mechanisms.

According to international standards ISO 7498, ISO/IEC 10181 to pro-
vide the necessary safety parameters generally identified five basic services,
the main ones are only two: the authenticity and integrity, to ensure their
security mechanisms are used, most of which are implemented based on
cryptographic techniques conversion information. The main mechanisms
to ensure the integrity and reliability of information in banking systems at
different levels based on the use of standards symmetric block cipher (3DES,
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GOST 28147-2009). Block diagram of the integrated protection system in
the ISMS NMEPS shown in Fig. 1.15.

To ensure maintenance of electronic document circulation in ABS using
digital keys (certificates) in accordance with ISO standard ISO/IEC 9594-8:
2006 [68] CISS is an example of DSW “X.509 Code”

Cryptographic information security “Cipher, X.509” is designed to: create
public key infrastructure (creation of DSW, including accredited centers regis-
tered under the responsibility of the DSW, to provide users with key manage-
ment tools).

Provision of electronic services by public authorities, local governments,
enterprises, institutions and organizations of any form of property and indi-
viduals. CIPF functional purpose “X.509-Code” are:

- management software keys and certificates in accordance

with ISO/IEC 9594-8: 2006;

- providing cryptographic protection of confidential and public in-
formation, computation and verification of digital signature data
according to ISO 4145-2002, encryption and data masking to
GOST 28147-89 formation hash functions in accordance with
GOST 34.311-95.

CIPF “X.509-Code” is a software package, which means the OS runs on
computer technology and interact with the general application software, the
general structure shown in Fig. 1.16.

Organization of network interaction between the components of CIPF
requires special attention, a typical network topology CIPF “Code-X.509”
shown in Fig. 1.17.

CIPF “Code-X.509” supports the following cryptographic algorithms:

- Creating image data is performed using hash function algorithm

GOST 34311-95;

- Managing encryption keys provided by the protocol Diffi-Hellman in
accordance with paragraph 5.3 and p. 6.1 ISO/IEC 159461-1 (in
polynomial basis) and p. 8.2 ISO/IEC 15946-3 (without multiplying
a polynomial basis).

It supports all key length recommended standards:

encrypt, decrypt data and masking performed by the algorithm
GOST 28147-89 (GOST 28147-2009);

- formation and electronic check algorithm implemented ISO 4145-
2002. It supports all key length recommended standard.

Fig. 1.18 gives the relationship between the mechanisms and standards ap-

plicable to ISMS NMEPS.
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SERVICES AND SECURITY APPLICABLE STANDARDS IN NSEMP
MECHANISMS IN NSMEP OF UKRAINE
DATA . .
CONFIDENTIALITY GOST 28147-2009. Algorlthm of cryptographic
transformation
connection \
- — \ in simple substitution, gaming and gaming with
without establishing a \\\ feedback for memory areas and files
connection /]
selected data field // / forming immovable long
32 bits
‘ traffic ‘

GOST 34.311-95. Function of gashivanija;
AUTHENTICATION \ | GOST 34.310-95. Procedure for making and

\

‘ \ | Checking the CP; Diffie-Gellman's algorithm;
1X9.17. Generation of session keys

‘ object authentication

/
/
/

‘ source authentication ‘ Hash, system parameters, computing and
/ checking the CPU
INTEGRITY OF DATA GOST 28147-2009;
connection without DDC (Diebold Direct Connect — for
restoration ATM Diebold and Wincor Nixdorf);
- NDC (NCR Direct Connect- for
connection to ATMs
IeCovery NCR and Wincor Nixdorf). Triple DES protocol.

selected field without Vo the formation of immitovstva long
establishing a connection / 32 bits, in simple substitution, gamma, and
gaming with feedback for memory areas and

. . files.
selected field with connection Les
setup network protocols for messages with

authorized servers

data block
without connection encryption request for cash withdrawal

Fig. 1.18. The relationship between the security services and mechanisms NMEPS

Examples of program implementation of the mechanism is a software cryp-
tographic protection “Griffon B” and “Griffon L” intended for cryptographic
protection of confidential information in automated banking systems and is
used for sharing information within a corporate network bank clients who
work with the system “Client-bank” systems servicing plastic cards [31, 69, 70].
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The software cryptographic protection of information “Griffon L [69] intended
for use in banking, in particular for the exchange of confidential (including fi-
nancial) information within a corporate network of the bank, with customers
working on the system “Client-Bank” systems servicing plastic cards and others.
Library of cryptographic protection “Typhoon-PKCS #11” contains pro-
cedures designed to protect the integrity and confidentiality of information,
perform authentication of senders of messages using mechanisms encryption
(digital signature, encryption, making message authentication code and hash
functions) by embedding a specific application systems [60].
The procedures are part of the library realize:
- encrypt/decrypt data algorithm GOST 28147-2009;
- production/checking authentication code algorithm GOST 28147-2009;
- generation/verification algorithms for electronic ISO 4145-2002,
GOST 34.310-95, 34.311-95;
- develop key encryption scheme Difhie-Hellman (using the open distri-
bution of keys accordance with ISO 11166-94).
Speed characteristics of software tools that implement cryptographic algo-
rithms (for PC based on Intel Celeron 2.4 GHz):
- speed encryption/decryption data in simple replacement BSC GOST
28147-2009 least 8 MB/s;
- speed calculating hash data to GOST 34.311-95 at least 3 MB/s;
- DS formulation according to GOST 34.310-95 with key length of
512 bits with no more than 0.003;
- checking electronic accordance with GOST 34.310-95 key length of
512 bits with no more than 0.006;
- DS formulation according to GOST 34.310-95 at 1024 bit key less than
0.01 seconds;
- checking the electronic signature in accordance with GOST 34.310-95 at
1024 bit key less than 0.02 seconds;
- DS formulation (the calculation presignature) according to ISO 4145-
2002 for the main field of 163 degrees with no more than 0.0068;
-  When checking the electronic signature according to ISO 4145-
2002 for the main field of 163 degrees at most 0.013 sec.
Cryptographic transformation library “Typhoon-PKI PKCS #11” are im-
plemented using software libraries procedures for cryptographic protection
of information “Typhoon-W32” version 2.01.
The system of secure e-mail “Breeze” is designed to exchange electronic
messages in a format SMF-70 protected using mechanisms encryption (digi-
tal signature, encryption/decryption, making message authentication code)
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between email clients (CM) registered on the nodes CM via the arbitrary data
types and the criteria ND TPI 2.5-004-99 [71].

To improve information security requirements for information sys-
tems of banks, taking into account current cyber threats, setting require-
ments for organizing the information security and cyber bank, the Nation-
al Bank of Ukraine [34] defined the basic mechanisms that can be used to
provide security services — symmetric cryptography cryptographic algo-
rithms (GOST 28147-2009 “Kalina-256" AES, with a key length of at least
128 bits — to ensure the confidentiality and integrity of data), asymmetric
cryptography (Diffie-Hellman algorithm El-Gamal, both ordinary and ellip-
tic curve algorithm RSA, with a length of 2048 bits primes — providing key
exchange) (providing authentication based on MAC codes “Bush” (ISO 7564),
SHA-224, SHA-256, SHA-384, SHA-512, methods of strict authentication
CPU ISO-4145). Analysis of the proposed changes to the software shows a
significant increase in the level of reliability requirements, the use of national
standards and algorithms on elliptic curves, providing an extra level of stabil-
ity (see Fig. 1.5).

Thus, analysis services and mechanisms IS BI in ABS says that their soft-
ware is typically used BSC and asymmetric cryptography algorithms. Grow-
ing threats, their synergy and hybridity on component safety: IS, CB, SI
demanding higher level of reliability, which in turn leads to lower quality
customer service (business) ABS, reducing public confidence in banking in-
stitutions, the emergence items chaos of society, which leads to lower IS state.

1.2 Substantiation of the dissertation

The analysis of the legal framework governing the construction of systems for
IS BI in ABS gave reason to identify the main outstanding tasks of IS BI in ABS
(applies to both international OBS in general and OBS Ukraine in particular):

1) considered only certain components of the methodology of evaluation
safety of information technology applied in OBS;

2) the absence of a synergistic approach to risk analysis, assessment meth-
odology common information technology security standards in the banking
sector does not allow timely develop appropriate policies, new approaches and
measures to ensure information security BI;

3) lack of consideration IS model (model CIA) an integral part of banking
transactions — authentication services;

4) no evaluation of protection mechanisms BI in ABS on hybrid integra-
tion of an attack based on the signs of threats IS, CS, SI BI to the ABS technical
objects of infrastructure;
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5) to ensure the integrity and confidentiality of the ABS used “outdated”
symmetrical BSC — GOST-28147, 3DES, and asymmetric cryptosystem RSA,
Diffie-Hellman, the first problem of distribution mechanisms encryption keys,
the second low speed encryption (3-5 orders of magnitude lower than in BSC),
but the use of integrated mechanisms allows crypto conversion provide speed,
security and reliability BI in ABS.

Thus, based on the needs of compliance with the rules of the threefold posi-
tion to ensure the safety of BI within a synergistic approach to the interaction
of selected security profiles and to enhance its security estimated value risk
equivalent monetary capital, meaning the proposed approach in its most gen-
eral form can be represented as a certain conditional shape (Fig. 1.19).

CS

. banking
“information

St . SIS

Threats SI

Fig. 1.19. The essence of the synergistic approach to security Bl

Note key characteristic feature only offered a synergistic approach to security
of banking information, the proposed approach is not simple integration of capa-
bilities safety, it is also not a superposition of their properties. The main objective
of the proposed approach — it’s excitement in the system of banking information
managed emergent properties aimed at obtaining synergies, achieved thanks to a
qualitatively new approach to security. Development of this approach is impossible
without the development of a common methodology for constructing the security
system of banking information, based on deep scientific elaboration of problems
through its comprehensive and critical analysis on the basis of the findings, the
synthesis of new non-trivial solutions. Today, as shown by the analysis, both in the-
ory and practice of banking information security similar methodology available.

Given the different nature of threats to selected profiles provide banking se-
curity and in the interests of obtaining further risk assessments size equivalent
monetary capital directly reflects its protection, as proposed introduction of a
synergistic index of banking information security in ABS (Fig. 1.20).
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Synergetic indicator banking information security in ABS — a synergetic
assessment of the effectiveness of complex application capabilities banking in-
formation security in terms of antagonistic counteraction system of bank pro-
tection random and targeted security threats.

It is known that solving the problem of information security of the state
as a whole and IS BI ABS devoted to particular works of famous domestic and
foreign scientists and their research schools: V. Burachki, S. Buchyka, I. Gor-
benko, R. Grischuk, V. Dudykevych, V. Zadiraka, O. Korchenko, A. Kuznetsov,
V. Lakhno, S.Lenkova, A. Moldoveanu, V. Mohorje, O. Novikova, A. Petrov,
A. Poti, V.Sidelnikov, A. Stasiuk, S.Timofeeva, V.Khoroshko, M. Shelest,
A. Yudin, M. Shelest, B. Schneier, B. Shokalo, V. Yarochkyna and many others.
Along with being found that the unresolved aspects of the problem for IS state
remains the problem of creating a coherent scientifically based methodology for
constructing systems for IS BI in ABS implementation in practice which will
promote sustainable and stable development of the banking sector of the state.

1.3 Formulation of the problem

Lack currently appropriate methodology also due to the presence contra-
diction, which determined that on the one hand the practice requires a theory
of new approaches to security of banking information in terms of the increas-
ing number of threats to cyber and information security, and information se-
curity, while increasing their technological difficulty.

On the other hand, no complete theory scientifically based methodology
of practical security system of banking information in general, due to the im-
perfection of mechanisms to ensure information security, information security
and cybersecurity in particular (Fig. 1.21) [47, 49, 53, 54].

Practice demands the theory of

scarching for new approaches to

ensuring the security of banking
information resources in the face of
increasing the number of threats to

In theory, there is no holistic,
scientifically based methodology for
building a security system for banking
information resources in general, due

their cybernetic and information J\‘ OBJECTIVE ANTL- /| to the imperfection of mechanisms for

] . ensuring their information security,
sccurity, as well as security of / RISK | : . . g
p V \ information security and cyber

information while increasing their =) seourity in particular
technological complexity. vk ymp

4' TOPICAL SCIENTIFIC PROBLEM }7

increase the level of security of banking information resources

| AVAILABILITY OF THE PROBLEM |
constrains the process of building an cffective system of banking information resources in the
country and also slows down the provision and development of a safe system of international
banking services

Fig. 1.21. The essence of the scientific problem
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Formalized scientific problem can be described by the expression:
Emerdg:max{H %}, (1.1)

synerg
M . .
where {I I N } — maximum number of emergent properties of the system
synerg

of banking security in general achieved when a synergistic effect of the interac-
tion of selected security profiles, N — number of states of the security system of
banking information or the number of emergent properties, M<N.

The maximum number of emergent properties of the system of banking

security as a whole can be achieved with the condition: HS) erg N M ZC’”

It is necessary to solve the problem so improving the securlty of bank-
ing information under given conditions to get the maximum number of emer-
gent properties at minimal cost resource aimed at excitation system synergies.

So, today the prevailing objective contradiction between the growing prac-
tice requirements for IS BI in ABS, while the increasing number and complex-
ity of technological threats and their entry signs hybridity on the one hand,
and imperfect, and sometimes the lack of methodology for constructing sys-
tems for IS BI the ABS from such threats on the other. The presence of this
contradiction makes the relevance of the dissertation topic, and therefore solve
scientific and applied problems is of great scientific and practical importance.

1.4 Conclusions of the first chapter

Thus, in the first chapter of the thesis was an analysis of the scientific litera-
ture on the topic of the thesis, including analysis of modern approaches to IT
security infrastructures critical state in various fields, particularly in the bank-
ing sector. The studies yielded the following results:

1. Analysis of current models, methods and systems for information se-
curity in the banking information ABS OBS as part of the critical in-
frastructure cybernetic state. It is established that the vast majority of
known studies focused on the development or general approaches to IS
BI in ABS or create methods, models and tools provide model-based
CIA, which does not fully take into account modern requirements and
approaches to building a system for IS Bl in ABS.

2. Unresolved part of the overall problem with BI questions remain coher-
ent development of scientifically grounded methodology for construct-
ing practical systems for IS BI in ABS, development and implementa-
tion of a comprehensive information security system (CISS) integrated
mechanisms of ISS software requirements for speed and likelihood of
circulation in the BI ABS.
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10.

11.

12.

13.

3. 'The results of the analysis made it possible to clearly define the objectives
of the research to develop the methodology for constructing systems for
IS Bl'in ABS.
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CHAPTER 2. Development conceptual foundations
of information security of banking information in
the automated banking system

2.1 Developing the concept of building a
synergetic model of banking information security
threats in automated banking systems

In modern conditions the mass availability of computer systems and tele-
communications, increased electronic document turnover between banks and
customers transition to e-commerce security concerns BI due to natural and
artificial factors only aggravated. As a result, losses from security breaches BI
becomes more expensive for banks and their customers [1, 2, 46]. For example,
the largest number of IT security threats ABS Ukraine, as in other states, comes
from the Internet when transferring BI open channels of communication [3, 2,
32,42, 44, 45]. Gaps in the strategic management of I'T security Ukraine poured
ABS for public banking sector in a number of problems, the main ones being a
lack of system security, lack of coordination mechanisms to ensure IT security
ABS, especially in two international and multilateral formats, etc. [4, 41, 42].

Analysis of key international standards and standards of Ukraine [7, 8, 9,
10, 11, 12, 13, 24, 26, 28, 29, 31, 32, 33, 34, 35, 36, 37] showed that examined in-
dividual components of the methodology of evaluation of information security
technologies used in the banking sector, based on the model of security — integ-
rity, confidentiality and availability (model DCI), while not considered an inte-
gral part of banking transactions — authentication service — state bank infor-
mation in which information provides authentication source (authorized user
and/or process) of information. The lack of a synergistic approach to risk analy-
sis, common methodologies safety evaluation of information technology in the
standards of the banking sector does not allow timely establish appropriate poli-
cies, new approaches and measures to ensure the security BI in ABS, due to im-
perfect mechanisms for its IS, CB, SI particular, integral part of the problem is a
security problem BI risk analysis. In fact, the risk is an integral assessment of how
well existing remedies able to withstand attacks on banking information [1, 2, 6,
32,33, 44, 45, 46, 47, 48, 50]. Despite the fact that the currently developed set of
mechanisms and information security, today time one of the priorities is the task
of evaluating the effectiveness of the IT security of ABS based on relevant met-
rics. For example, as shown by analysis [6, 7, 8, 9, 10, 11, 12, 13, 24], among the
most common metrics is their safety following taxonomy: Vaughn-Hennig-Siraj,
NIST STS822, OCIPEP, OCTAVE, CISWG, Erkan Kahraman.
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As a result of these metrics safety study found that their effective imple-
mentation in the banking sector restrains Ukraine: definitional uncertainty —
due to the imperfection of national legislation and its disagreement with the
best international practices in this field; low objectivity of ratings received —
because of the lack of international experience mainly bank staff that ensures
the safety BI in ABS; methodological problems — because of problematic get
harmonized with each other quantitative and qualitative assessments and oth-
ers [5, 50]. In this last of the problems is system-key character, and therefore
requires deep scientific and technical processing and further investigation.

The analysis showed that the main documents that have made significant
theoretical and practical contributions to solving problems of information se-
curity [6] are: Evaluation Criteria security of computer systems [7], known as
the “Pink Book”; European IT security evaluation criteria [8]; Canadian secu-
rity evaluation criteria reliable computer systems [9]; US Federal criteria [10];
International Standard ISO/IEC 15408 — “Criteria for evaluation of IT secu-
rity” [11, 12, 13]; The working draft standard CEM-97/017 — “General meth-
odology for evaluating IT security” [34] ISO ISO/IEC TR 13335. Information
technology. Guidance on safety management of information technology. Part
1-5 [14, 15, 16, 17, 18], Ukraine Standard GOST ISMS 2.0/ISO/IEC 27002:
2010 Information technology. Methods of protection. Code of Practice for In-
formation Security Management (ISO/IEC 27002: 2005, MOD) [23].

Analysis of the documents confirming the fact that to meet the challenges
for 1B, along with formal methods of modeling processes and evaluation of the
efficiency of security systems, is necessary to use methods of decomposition and
structuring components of systems and processes, informal assessment methods
and efficiency of decision-making. This means that the device must use systems
analysis at all stages of the life cycle of information security systems [46, 50].
A special place in the development of methodology for evaluating the security
of information technology in the ABS covers standard ISO/IEC 15408 “General
criteria for evaluation of IT security”, “Common Criteria”. The standard specifies
the general criteria used as a basis for evaluation of security properties of in-
formation products and technologies [11, 12, 13]. The only criteria designed
to ensure comparability of results of evaluations obtained by different experts,
by introducing a set of general requirements for the security features of prod-
ucts and IT systems, as well as performance of these functions. Using standard
that analyzes can solve a specific application problem selecting appropriate per-
formance requirements and IT security [6, 46]. In addition, potential security
threats with a single criterion, namely integrity, availability, confidentiality sub-
sequently offered to put a synergistic components of a new model of security
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threats. Standards of the National Bank of Ukraine [22, 23] based on interna-
tional standards ISO 27001 [19] and ISO 27002 [20] adding them to the require-
ments of data protection [23] due to the specific needs of the banking and legal
requirements of national legislation [26]. The key point discussed documents is
that they attribute to the principles of information security management of the
bank, the most important of which are risk assessment [14, 15, 16, 17, 18, 22,
23, 26]. Practice shows that today we can clearly distinguish two main groups of
methods for assessing security risks [19, 20, 23, 28, 29]. The first group of meth-
ods allows you to set the level of risk by evaluating the extent to defined set of
requirements for information security. As sources of such requirements in the
banking sector, Ukraine can serve both international and national guidelines,
ordering them by the scheme shown in Fig. 2.1.

The second group of methods for risk assessment IS BI in ABS based on
determining the probability of attacks and levels of damage. In this case, the
risk value is calculated for each threat and, in general, is a product of the proba-
bility of the threat of the magnitude of potential losses from this threat. The val-
ue of the loss is measured own BI, and the probability of threats is calculated by
the panel conducting the audit procedure.

A distinctive feature of the methods of the first and second groups is the use
of different scales for the determination of risk. In the first case, the risk and
all its parameters expressed in numerical, i. e. quantitative values. In the second
case, use qualitative scale.

According to the standards of the National Bank of Ukraine according to the
proposed concept of strategic IT security management ABS Ukraine (Fig. 2.1)
the scope of the IS management system (ISMS), which should be implemented,
in general, a bank.

The decision of all complex issues related to security in ABS BI Ukraine —
namely, IS, CB, SI in the ABS should be solved together and inseparably from
each other harmoniously complementing and filling, if necessary, each oth-
er. Easy integration of capabilities in each case to ensure the security BI in
ABS is impractical both practical and scientific viewpoints. Lack other alterna-
tive approaches makes the urgency of solving the problem that has arisen — a
more secure BI ABS through the development of new approaches.

Given the relationship hybridity threats IS, CB, SI BI on the ABS, subse-
quently invited to synthesize typical threats BI by BI threats synergetic model [1]
(Fig. 2.2). A distinctive feature of the proposed approach (see Fig. 2.2) is laying the
necessary and sufficient conditions for the development of new methodological
basis in achieving synergies in the area of safety components, IS, CB, SI B in ABS
in terms of hybrid threats not only to Ukraine, but other developed countries.
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Recommendations of international standards

Family of standards ISO 13335

*[SO 13335-1:2004 — Information technology.
Guidelines for the

management of IT security. Consepts and models
for information

and  communications
management

* ISO/IEC 13335-2: Management of information
and communications technology security - Part2:
Managing and planning IT Security.

e ISO 13335-5:2001 — Information technology.
Guidelines for the

management of IT security.
guidance of network security

technology  security

Management

ISO/IEC 15408-1:2009 — Information technology
— Security techniques — Evaluation criteria for IT
security — Partl: Introduction and general model.
management

ISO/TEC 15408-2:2008 — Information technology
— Security techniques — Evaluation criteria for IT
security — Part 2: Security functional
requirements.

ISO/IEC 15408-3:2008 — Information technology
— Security techniques — Evaluation criteria for IT
security — Part 3: Security assurance requirements.

ISO/TEC 27005 - Information technology -—
Security techniques — Information security risk

Family of standards ISO 27000

Information Management System

*ISO 27000 — Information Security techniques,
fundamentals and

vocabulary

*ISO 27001 — Information Security Management
System

Requirements

* ISO 27002 — Code of Practice (panee ISO
17799:2005)

* ISO 27003 — ISMS Implementation

* SO 27004 — Information technology — Security
techniques — Information security management —
Monitoring, measurement, analysis and evaluation
* SO 27005 — Information technology — Security
techniques — Information security risk
management

« SO 27006 — International ISMS Accreditation
Guidelines

* ISO 27007 — Guidelines on ISMS Auditing

* SO 27011 — ISM Guidelines for
Telecommunications

*ISO 27031 - ICT readiness for Business
Continuity

* ISO 27032 — Guidelines for Cyber security
*ISO 27033 — IT Network Security (panee ISO/
IEC 18028:2006)

e ISO 27034 - Guidelines for Application
Security

management

~_~

=~

Requirements of Ukrainian legislation

SOUN NBU 65.1 SOIB 1.0: 2010

"Methods of protection in banking activities.
Information  Security Management  System.
Requirements "(ISO /IES 27001: 2005, MOU)

SOU N NBU 65.1 SOIB 2.0: 2010

"Methods of protection in banking activities. A
set of rules for managing information security
"(ISO /IES 27002: 2005, MOU)

Parts 1 - 5.

DSTU ISO /IEC TR 13335. Information Technologies. Information Technology Security Guidance.

(ISO/IES 27003: 2010, MOU)

"Methodical recommendations for the implementation of the information security management
system and risk assessment methodology in accordance with the NBU standards”, "Guidelines for
the implementation of the information security management system"

Resolution of the NBU dated 09/28/2017, Ne 95, "On Approval of the Provision on the Organization
of Measures to Ensure Information Security in the Banking System of Ukraine"

S Z ~

zZ NP

Normative legal documents of banks

‘ Security policy ||

Orders

Order |

e T

Regulations | |
=

.

Concept of strategic management of I'T security ABS of Ukraine
E =

Z =

Z =

‘ Recommendations of manufacturers of software and hardware applications ‘

Fig. 2.1. Systematics sources of safety requirements for ABS IT Ukraine
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Thus, through the amendment of the requirements of advanced interna-
tional practices in matters of security evaluation methodology BI in ABS es-
tablished relationship between the main security risks and BI, today and in the
near future will take place in Ukraine ABS.

Based on the three-level functional model of strategic set of typical enter-
prise [4] in order to develop conceptual basis for IS BI in ABS synergetic pro-
posed the concept of building a model of threats IS BI in ABS based on a three-
level security management strategy BI in ABS (Fig. 2.3 a, b, ¢).
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Fig. 2.3. The concept of information security threats synergetic model Bl in ABS
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First level describes the overall corporate strategy of the bank and its func-
tional strategy (see. Fig. 2.3 a). Corporate strategy defines development pros-
pects and serves the core mission of the bank. At this level, according to a syn-
ergistic approach the general concept of security of information technology
ABS and emerging goals and objectives to ensure KB. This level is determined
by the state of IS BI in ABS:

SABS _ {SABS SABS SABS}
- 1 s Mo PR ] B
where S e {S ABS}, (i=1,m) — state IS BI in ABS. Functional strategies are

one of horizontal communication and coordinated at the level of goals, with
further detail at the next level strategic set.
The second level is formed corporate strategy IS BI in ABS (Fig. 2.3 b):

{RRABS}Z {RBBI}U{OVBBI}U{IUBBI}’ (2.1)
where {RRAB s } — set of regulatory requirements includes requirements for se-

curity B — {Ry,, } defined in international and national standards set estimates
the extent to which safety requirements {OV,,, } and set the final level of safety
of BI {{U,,, }.

Also defined goals and objectives of key business processes relating to the
protection of personal data of legal and private clients. Corporate Security
Strategy describes how you want to manage and coordinate the efforts of vari-
ous aspects of security. It develops functional strategies, economic financial,
physical and information security.

The third level is made functional strategies detailed second-level strategic
set formed corporate information security strategy (see Fig. 2.3).

The main areas to protect advisable to provide personnel security, physi-
cal security, network and BI. This level is determined by the correspondence
between the applied technical means of information protection (TMIP) and
threats IS, CB, SI in a BI ABS:

k
OPZ*™ =% 0OPZ,, (2.2)
i=1

where OPZ, — general indicator of the level of security of ABS, to evaluate the
level of compliance with the requirements TMIP regulators.

IS strategy is an important function of the bank’s management and security
should be formed and held senior management.

This concept is based on a synergistic approach to the selection of the most
effective ways achieving goals IS BI in ABS to the value of risk at every level
model of strategic management of the bank. The approach allows to conduct
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comprehensive selection of possible alternatives strategic decisions on security
and develop a method of evaluating a generalized indicator of IS BI in ABS,
which includes three stages:

1) Defining the impact probability of threats IS, CB, SI information se-
curity BL.
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2) Definition of dependencies between elements of infrastructure ABS in-
formation assets BI, threats IS, CB, SI and TMIP improved model based infra-
structure ABS synergetic model threats, improved model of the attacker.

3) The definition of a generalized indicator of IS BI in ABS model based
on improved evaluation of the security BI in ABS, for example of the Ukraine
OPS shown in Fig. 2.4.

Developed based on the concept model through integration of the compo-
nents of information security, cyber security and information security opens a
new direction in providing banking information security in automated bank-
ing systems based on the model of the strategic management of the bank to
the value of risk at every level.

2.2 The formalization of the principles of construction
components threats branch banking information security,
information security, cyber security, information security

Step 1. Determining the impact probability of threats IS, CB, SI information
security Bl realized on the basis of the proposed classifier.

To build metrics based threats synergistic approach proposed in [50] use
the approach of constructing the classifier threats based information-analytical
model of the double triples proposed by the authors in [51, 52, 53, 54]. Unlike
well known in the construction of the classifier substantial portion of each of
the four platforms include, respectively:

first platform — classification of threats against the security compo-
nent BI in OPS ABS: information security (IS) (01), security of information
(SI) (02), cybersecurity (CS) (03).

We introduce the following definitions:

Definition 1. Security banking information (S BI) — the state of protection
of banking information, characterized by the ability of users, hardware and in-
formation technology to ensure the confidentiality, integrity, authenticity and
availability BI when it is processed in ABS.

Definition 2. Information Security banking information (IS BI) — the state
security information OPS environment that ensures its formation, use and de-
velopment in the interests of citizens and OPS.

Definition 3. Cyber banking information (CB BI) — a set of tools, policies,
principles of safety, security guarantees, risk management approaches, actions,
training, insurance and technology used to protect cyberspace ABS, resources
and users of OPS.

second platform — classification of threats in nature areas: regulatory (01),
organizational (02), engineering (03);
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third platform — classification of threats in accordance with the basic features
of information: privacy (01), integrity (02), availability (03), authenticity (04);

Sfourth platform — classification by level hierarchy of threats infrastructure
ABS: PHL — the physical layer (01), NL — network layer (02), OSL — level
operating systems (OS) (03), DBL — level database management systems (04),
BL — level banking technology applications and services (05).

Part of the classifier divided point and have the form shown in Fig. 2.5.

XX XX XX XX

| | | |
1 2 3 4

Fig. 2.5. The components of the generalized classifier:
1 — synergistic component security Bl; 2 — nature areas;
3 — Features information; 4 — level hierarchy infrastructure ABS

Fig. 2.6 given the relationship block diagram of the classifier threats ABS
OPS. The set of threats IS, CB, SI BI at the ABS prompted use of electronic re-
sources (http://bdu.fstec.ru/vul).

Step 1.1 Formation metric coefficients expert threats for security services:

d-n(Mr") (2.3)
where M., - the value of h-oh metric of i-offender;
w2 — weighting metrics h-oh i-th offender waws =1.
h
Step 1.2 Formation identifiers threats on classifier components.
At this step, experts form the numerical value (code) of the threat ID for the
relevant components of the classifier.
Step 1.3 Determining the occurrence probability PI i-th threats (Tabl. 2.1).
Table 2.1. — Table determine the potential threats,
depending on the frequency of their manifestation

P, The incidence of threats
0.67 threat appears no more than once every 5 years
0.133 | threat appears no more than once a year
0.2 threat appears no more than once a month
0.267 | threat appears no more than once a week
0.333 | threat manifests itself daily

Step 1.4 Definition of implementation of each i-th threat considering the fre-
quency of its occurrence is under expression:

w,=w Puw/Pbuw'Puw, P =1, (2.4)

where w;,w/,w/,w’" — expert weights security services: confidentiality, integ-

rity, availability, authenticity, P, — probability of the i-th threat.
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Step 1.5 Determining the likelihood of multiple threats at specified security
service determined by the expression (2.4):
N

we = ZWfR — service Privacy;

synerg
i=1

1 —
synerg

N
Zw,.’ P, - service integrity; (2.5)

i=1

N
4 _ A . il
Weere = E w/ P, - service availability;
i=1

N
wh = Zw;‘”Pi — the authenticity of the service,

synerg
i=1

where N — total number of threats in the classifier.

In forming the metric coefficients believes that the results relate to inde-
pendent threats if their relationship (coincidence classifier threats) must use
the full expression determining the probability of dependent events:

P(AB)=P(A4)+P(B)—-P(4B). (2.6)

Statistical analysis of the results of the impact assessment capabilities of i-th
threats to security service experts ABS conducted by the method described in [55].
The final assessment of the i-th averages threat by the number of experts in ac-
cordance with the expression:

N
an xk,
_ n=l
X, v 2.7)
where: x — grade n-th expert i-impact threat;
kn — expert competence;
N — the number of experts.
The measure of consistency of expert opinion is considered a variance,
which is calculated by the expression:

2 1< ~\
o =ﬁ,,z:1:k" (xn —xl.) , (2.8)
The statistical significance of the results with probability 1-P, is:
[xl. -A,x, +A],
where the value x, normally distributed with the center in x, and dis-
persion O'f.

Then A is defined by the expression:

A=tJc?/N, (2.9)
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where ¢ — the quantity that obeys student distribution for N — 1 degrees of
freedom, N — number of experts.
Step. 1.6 Determination of the total threats for the safety components on the

basis of expression (2.3) is detﬁe{:rmined by:

Wi =3 (wE Now! N o™ )P,
i=1
N

st,irg:Z(wfﬂwfﬂwfﬂw{*“)E, (2.10)
i=1
N

Vstierg = Z(WIC n Wll ﬂWtA n wiAu)I)i'

i=1

Step. 1.7 Definition of generalized synergetic threats in the BI ABS:

IB,KB,BI __ 1B KB BI
I/Vsynerg - I/Vsynerg U I/Vsynerg U I/Vsynerg ° (21 1)
Step 1.8 Definition of generalized synergetic threats based on their hybrid-
ity is determined by:
hybrid C,1,4,4Au _ C 1 A4 Au
W ere =W,y ere W W W (2.12)

The research results threats max the frequency BI on their display in ABS
are given in Table. 2.2.

Table 2.2. — Results threat assessment based on a synergistic approach

Safety Security services
COMPONENS | C, W g | b W | A Wopprg | A W | RESUIE
IS, W2 0.023 0.223 0.193 0.207 0.0002
KB, Wi 0.222 0.234 0.197 0.134 0.0014
BL W, 0.226 0.109 0.152 0.189 0.0007
Result 0.471 0.566 0.542 0.53
A L L
=0.0002+0.0014+0.0007 =0.0223 |=w NOW,  OW, (W, =
=0.471x0.566%0.542x0.53=0.0766

Developed a software tool that implements advanced Classification of in-
formation security threats BI in ABS, which unlike the known synergistic
model based threats, which allowed to classify threats by security components,
types of services and infrastructure hierarchy levels of automated banking
systems. Practical implementation allows on-line form expert evaluation of
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threats BI, analyze synergies and hybridity, assess the likelihood of the impact
of these threats to information security of banking information without signifi-
cant cost investment and human resources (electronic access to the resource:
http://skl.hneu.edu.ua/).

To determine the relationships between the elements of infrastructure
ABS information assets BI, threats IS, CB, SI and TMIP in step 2, consider
an improved model of infrastructure ABS synergistic model threats and im-
proved model of the attacker.

2.3 The formalization of the problem of evaluation
generalized index of banking information
security in automated banking systems

2.3.1 Improving the infrastructure of automated banking system

One of the most important tasks of constructing optimal comprehensive in-
formation security system is the choice of a plurality of such means of recruitment,
which will ensure neutralization of all the potential threats of information with the
best quality and the lowest possible cost resources. The most effective information
security problems are solved under preventive protection strategy when evaluated
at the design stage potentially possible threats and implemented mechanisms to
protect them. In the process of designing systems with a developer having statistics
on the results of the operation created a system has to decide on the composition
of a means of CO being in the face of considerable uncertainty [1, 48, 56, 59, 61].

Security models play an important role in the development and research
of secure computer systems which include ABS. Models provide system inte-
grators approach that includes addressing critical problems: choice and study
the basic principles of the architecture of ABS, defining mechanisms for im-
plementing the means and methods of information security, proof of proper-
ties (security) developed systems by formal proof of compliance with security
policies (requirements, conditions, criteria) drafting formal specification of se-
curity policy as an essential component of organizational and documentation
software developed protected computer systems.

Construction of models when designing or upgrading of information secu-
rity in banks seems naturally solving analysis and design with minimal cost and
high efliciency. Thus, the analysis stage model of information security used to
study each functions (operations) to detect, for example, what information and
what resources should have access to every worker on duty [1, 48, 56, 59, 61].

The main result of the formation of the methodological foundations of se-
curity BI in ABS, according to a systemic approach [57, 59, 61, 63, 64, 65, 66, 67,
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70, 74] is an idealized or reference model (RM) protected ABS, realizing funda-
mentally safe technologies circulation BI. In addition, RM provides the potential
for implementing decisions standardization and harmonization of architectural
approaches, by developing regulations and standards in the security BI.

To build a security model based on a synergistic approach to threat as-
sessment BI, regardless of component safety: IS, CB, SI appropriate to apply
risk management principles, which will allow for proper use of its basic pro-
cedures promptly identify and classify threats and, according to the likelihood
of negative consequences of their possible manifestations organize a system of
adequate security BI in ABS.

In [1,2,30, 38, 39,45, 46,47, 48, 56, 57, 59, 60, 61, 62, 63, 64, 67, 68, 69, 70, 73]
noted that security information, including banking, can be provided only in the
complex the whole gamut of available remedies in all structural elements of the
production system and at all stages of the cycle processing. Ignoring system
analysis methodology to establish system of banking information based on the
difficulty and sometimes impossibility of objective confirmation of established
system efficiency due to imperfect regulatory and methodological information
security, especially in the field of indicators and criteria [69, 72, 74] just creates
obstacles to the solution of the abovementioned problems.

Development theories IS, CB, SI is now associated with the new circum-
stances specific to the modern period of development of information society
based on high technology. First, because it is more urgent not only data protec-
tion but also protection of the community, people and communication sys-
tems primarily critical applications (CA) from the damaging effects of infor-
mation in cyberspace, the emerging problem of security as an organic totality
problems of information security and protection of information.

Second, from the start of regular use of automated information processing
technology urgency of the task to ensure the required quality of information in-
creases, and the problem becomes complicated. Thus, the evolution of computing
technology leads to emergent properties of automated systems management and
security tasks impossible without quality assurance information.

Third, problem solving information security, information protection ob-
jectives and quality of information determines the effectiveness of the proj-
ects. There is a generalized concept of information management that integrates
concepts are defined above. In turn, job accounting information management
required for the formation, maintenance and use of the concept of information
support of the objects.

Fourthly, serious attention to the new stage of development of the theory
of information security should be given to improving the scientific and meth-
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odological basis and tools that ensure resolution of any emerging challenges on
a regular basis in organic connection to the problems of information security,
information technology, information society. So, the foregoing reveals the follow-
ing most urgent problems of the theory and practice of IS [2, 36, 37, 39, 45, 48]:

- creation of theoretical bases and the formation of scientific and meth-
odological basis that can adequately describe the processes in the face of
considerable uncertainty and unpredictability manifestations of destabi-
lizing factors (threat information) in interconnecting synergetic approach
to the evaluation of all components of the concept of security, IS, CB, SI;

- develop scientifically grounded regulatory guidance documents on se-
curity BI in ABS based on the study and classification of threats to in-
formation and to develop standard requirements for protection;

- standardization of approaches to creating information security systems
and streamlining management structures and circuits for protection
object, regional and national levels.

Solutions range of these problems is important for the implementation of
the National Security Strategy of Ukraine Doctrine and security of banking in-
formation. Obviously, one of the most important tasks of constructing optimal
comprehensive information security system is the choice of a plurality of such
means of recruitment, which will ensure neutralization of all the potential threats
of the best quality and the lowest possible cost resources. To that end security
model used, allowing to synthesize security settings ABS to reduce labor costs
and increase the degree of compliance with regulations when designing systems
(subsystems) CO and planning protection throughout the cycle TSZI use in ABS.

Fig. 2.7 summarizes the synergetic approach to building security model
Blin ABS.

Analysis Fig. 2.7 shows that the main difference between the proposed ap-
proach simulation model of security against known is, firstly, the use of a syn-
ergistic approach to constructing a model of threats, giving emergent effect of
obtaining interconnecting threat assessment BI, secondly, to ensure success-
tul implementation of business processes with features safety BI in ABS se-
lected items based on the requirements:

- ensuring the confidentiality of information;

- ensuring access to information, services and network and hardware

subsystems;

- ensure the integrity of information;

- ensuring business continuity.
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In practice, the most widely used two approaches to study the draft security
subsystem [1, 45, 57].

The first is based on checking the compliance of IP protection require-
ments of one of the standards in the field of information security. It can be a
form of protection according to requirements of protection profiles developed
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according to the standard ISO-15408 or any other set of requirements. Then
the goal criterion in security — a given set of performance requirements. The
criterion of effectiveness — the minimum total cost of fulfillment of functional
requirements: X¢, > min, where ¢, — the cost of the i-th remedy. The main draw-
back of this approach is that in the event that the required level of protection is
not rigidly specified (e.g. through legal requirements) to determine the “most
effective” protection level ABS is difficult.

The second approach to building security system linked with assessment and
risk management based on the principle of “reasonable sufficiency”. However, the
analysis showed that the balance between the cost of protection and the resulting
effects, including and economic, that is to reduce losses from security breaches is
subjective and depends on the risk assessment of threats to the elements ABS.

The analysis [1, 22, 23, 26, 34, 35, 36, 37, 41, 45, 47, 48, 52, 56, 57, 59, 60,
61, 62, 63, 64, 70, 71, 73] introduce a definition of information security, basic
mechanisms and procedures as part of building a security model based on BI
synergistic approach:

Definition 4. Banking information (BI) — the information resulting from
banking activities, as well as information characterizing the bank itself, its fi-
nancial position, performance and reliability requirements of the law.

Definition 5. Privacy (confidentiality) — BI condition in which the infor-
mation can not be obtained by unauthorized users and/or processes.

Definition 6. Privacy system (system confidentiality) — property system to
protect BI in the transfer from passive attacks;

Definition 7. Integrity (integrity) — BI condition in which the information
can not be modified by an unauthorized user and/or process.

Definition 8. The integrity of the system (system integrity) — property sys-
tem to protect the storage BI and BI possibility of modifying only the autho-
rized user and/or process.

Definition 9. Availability (availability) — BI condition in which there are
no obstacles to access to information and regular use of the authorized user
and/or process.

Definition 10. Availability of the system (system availability) — property of
the system, which is that the authorized user and/or process that has proper au-
thority can use the resource in accordance with the rules laid PB without wait-
ing longer given (small) amount of time, as required the user to place required
the user and the time when it is needed.

Definition 11. Authenticity (authenticity) — BI condition in which the in-
formation provides authentication source (authorized user and/or process)
of information.
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Definition 12. The authenticity of the system (system authenticity) — prop-
erty system, which is that the authorized user and/or process with relevant au-
thority may confirm the authenticity of sources.

Definition 13. Business continuity (Business continuity) — property system,
which is to ensure the smooth operation of the internal and external appli-
cation workloads and services operate without interruption during planned
downtime and unplanned disruptions and ensure backup and storage of critical
business data and the possibility of their recovery within a reasonable period of
time in case unexpected incident or accident.

Definition 14. Items threats IS — information on the composition, condi-
tion and performance of the bank (personnel, material and financial values,
information resources bank).

Definition 15. Security Threats BI — a set of conditions and factors endan-
gering unauthorized, including random, access to bank data, which may be the
result of the destruction, modification, blocking, copying, distribution BI and
other tamper with their treatment in ABS.

Threats to information expressed in violation of its availability, integrity,
authentication and confidentiality.

Definition 16. Synergetic indicator banking information security in ABS —
evaluating the effectiveness of synergetic integrated application capabilities bank-
ing information security in terms of antagonistic counteraction system of bank
protection random and targeted security threats.

A threat act competitors, criminals, hackers and insiders. Sources of threats
while pursuing the following objectives: familiarization with banking informa-
tion in their modification and destruction of useful purposes for the applica-
tion of direct material losses.

Illegal appropriation of confidential information is possible due to its dis-
closure, leakage BI through technical means and unauthorized access to the BI.

Sources staff is confidential information, bank processes, documents, tech-
nical media BI, means providing banking transactions.

The main areas of information security is a legal, organizational and techni-
cal protection of information as exponents of an integrated approach to infor-
mation security BI.

Remedies information is physical, hardware, firmware, and cryptographic
methods. As a means of protection serve organizational and technical mea-
sures, methods and steps to ensure prevention of illegal actions, prevention,
suppression and combating unauthorized access to BI.

In summary, the components are considered as conceptual synergetic secu-
rity model BI in Fig. 2.8.
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Step 2. Defining relationships between elements of infrastructure ABS infor-
mation assets BI, threats IS, CB, SI and TMIP improved model based infrastruc-
ture ABS synergetic model threats, improved model of the attacker.

Conceptual synergistic security model BI is based on the methodology
and synergetic approach to security BI and evaluation of the security BI ABS
Ukraine under hybridization threats to the components of security: IS, CB,
SI in a BI in ABS and private models: improved infrastructure models ABS
synergetic model threats and improved model of offender assessment model

protection ABS.
Infrastructure ABS model is the next formal model:
G35 — { {OABS},{LABS}’{IA }} i (2.13)
where:

O*5 — set of objects environment, describing elements of ABS and they
belong to levels of hierarchy ABS;

LB — set of relationships between elements, determined adjacency
matrix:

APS = ||af‘BS||. (2.14)

y

{I,} — the set of elements of information assets. Each element / 4 € {1,}
described vector 7, = (T ype, A<, A7, 4", A, C, ) Type — the type of informa-

tion assets, described by the set of basic values Type = {BT, PID, CrD, KT, StO,
Ol, YI, PD}, where BT — bank secrecy, PID — vouchers, CrD — credit instru-
ments, KT — trade secrets, StO — statistical reports, Ol — public information,
YT — managing information, PD — personal data, AX — confidentiality, A —
integrity, A® — availability, A* — authenticity, C, — continuity — the proper-
ties of information that must be provided. Takes values 1 — if the property is
necessary, 0 — otherwise.

Step 2.1 Determining the link between information assets BI {I,} and ele-

ments of infrastructure ABS 4% = ”a;BS ” Each element/, e {I,} described

vector [, = (T Vpe, A, A", A", 4™, C, ), Type — the type of information assets,

described by the set of basic values Type = {BT, PID, CrD, KT, StO, Ol, YI, PD},
where BT — bank secrecy, PID — vouchers, CrD — credit instruments, KT —
Commercial mystery, StO — statistical reports, Ol — public information, YI —
control information, PD — personal data, A — confidentiality, A" — integrity,
A* — availability, A** — authenticity, C, — continuity — the properties of in-
formation that must be provided. Takes values 1 — if the property is necessary,
0 — otherwise.
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Step 2.2 Determine connection between information assets {I,} objects and
environment. Each element O, € {OABS } described vector O, = {Y ABS,IO} where

Y485 — level hierarchy information structure, defined by a plurality
Y48S = {FL, NL, OSL, DBL, BL}, where FL — physical layer, NL — network level,
OSL — level operating systems (OS), DBL — level systems database manage-
ment, BL — level banking technology applications and services. To specify the
connection type and JO® existing relationship between information assets and
real environment using generally used:

10" = 10]

, (2.15)
where 10 - reflects the presence and type of connection between the i-th in-
formation assets and I-object of protection ABS. With Vie{I,},aV/e {OABS }:

0,connection is absent

« | cs, include and save
10, = . (2.16)
pt, processes and transmits

s0, supports operation

The next step — defining a plurality of integration based threats synergetic
model threats and generalized model of the offender.

2.3.2 Development of a conceptual model of synergistic threats to informa-
tion security of banking information in automated banking systems

Step. 2.3 Definition of integration sets threats based threats synergetic model
and generalized model of the offender.
Synergetic Model threats formally described by:

GR'™ = {{DF S| (T, W AT, }AT, ). (vi }}. (2.17)
A plurality of sources of security threats presented ABS tuples:
DF 55 — {VNS VAS}
in which: V™ — class natural sources of threats;

Ve = {VAS'B VAR At } — class anthropogenic threats where:

VASIE — set of information security threats, VA€V — set of cyber security threats,
VASBl — set of information security threats. T, — qualitative indicator of risk,
T, — set of basic terms probability of at least one threat j-th asset, T, — set ba-
sic terms the value of the loss from the sale of threats ui, VH — set a destructive
state of elements of ABS, which refers to unwanted and unplanned state of the
component ABS, in which he found himself as a result of one or more threats.
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For synergies enhance the security BI must consider integration of threats:
DF* =y U {r*}, (2.18)

where {VAS } — {VASBI } N {VASIB } N {VASKB } )
Each element of the plurality of threats DF, e {DF a5 } may be represented

by the following vector value DF,(p, u, risk), where p — the probability of
threats, u — potential loss, risk — the risk is expressed in a qualitative manner
and adopting one of two states T, = {valid, invalid} = {« , a }.

Step 2.4 Definition full price of risk assets BI. Price risk is the full amount of
the price of risk assets:

R, =D.R,. (2.19)
Jj=1

Step 2.5 Determining the probability of at least one threat to each asset BI.
Calculation of the probability of at least one threat for each asset is performed
by the expression:

p;=1 —li[(l - 1), (2.20)

where p . — probability of realization of at least one threat j-th asset.
It is assumed that in the case of for j-th asset in at least one of the plurality
of threats V* = {VAS’B N ,VASKB'} damage is asset-based asset detail and

careful selection of current threats:
q,=u, (2.21)

It is believed that the threat can be implemented independently of each other
[72], Then the price risk R, for each j-th asset is determined by the expression:

R =pr,xq,. (2.22)

Thus, the probability of realization pr; environment, with the area deter-
mine R=[0, 1] ask according to [73] set basic terms Tr={unrealized, mini-
mum, medium, high, critical} = {“xp a o, o, ocxs}.

Evaluation of potential losses from the sale of threats is closely linked with
the capital (see Expression (2.18)) and is based on expert opinion. The value
of the loss from the sale of threats ui given set of basic terms T, = {Minimum,
medium, high, critical} = {ocyl, A X & ocys}. To switch between qualitative
and quantitative values using generally proposed in [73].

To determine the value of risk we use the rule proposed in [70] on the basis
of unclear statements, expression (2.23):

=) i’: (E\UE,UE,UE,UE, UE,UE,;UE, UE,, :risk; is ;)
L, (E,,UE,UE, UE,UE UE,,UE,UE, UE,UE,, :risk;is a,,)
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Where E:“p ea,and u,ea
The analysis of documents on modeling threats, risk and reliability theory,
the following states destructive elements ABS (plural {VH }, Fig. 2.9):

a) information assets:
- unavailable (broken availability), I,'”);
- compromised (broken confidentiality), I A[KJ;
- changed (broken integrity), I,“;
- broken safety label (digital signature) (broken authenticity), I,*.
b) software:
- inaccessible (failed), SW!;
- compromised (hacked (GCD)or an attacker elevated privileges
user), SWU;
- violation of accessibility, SW!;
- changed (unauthorized modified code and/or configuration), SW™.
¢) technical means:
- not available (there was a temporary disruption), HW'};
- violation availability, HW!Y;
- unable to work (there was a failure, requiring repair or replace-
ment), HW®);
- lost (there was a loss or theft of the legitimate owner), HW!};
- compromised (hacked (GCD) or an attacker elevated privileges
user), HWUW,
d) link:
- unavailable (failed or failure), CLI’;
- violation availability, CL!Y};
- compromised (NCC received attacker), CLY.
The next section is considered advanced model of the offender.

2.3.3 Improving the offending model based on a synergistic approach
to the assessment of threats to information security, cyber security,
and information security

One of the main threats of the model is a model of the offender that pro-
vides semantic relations between a full description of the threats and oppor-
tunities the assumption of wrongdoing, which is the source of the threats,
which he can use to design and conduct attacks, as well as restrictions on
these opportunities.

To construct the model used by the intruder approaches, with common
classification criteria, but not always correlated to different sources.
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When building models offender allocate internal and external perpetrators
and take into account [47, 58]:

- presence of offenders accessing standard means (a set of software,

hardware-software and hardware);

- knowledge of the targets offenders;

- thelevel of training violators;

— the use of various means offenders for the attack;

- pursued violators purpose;

- the possible collusion different categories of offenders.

In addition to these aspects, the construction of models in ABS offender
should be considered for matching objects access of attacks, channel descrip-
tion attacks, attacks justify exclusion of subjects with the number of potential
offenders, as well as life cycle and levels of ABS, which may affect the offender.

Guaranteed to meet the challenges of information security in the ABS [47, 48]
should take into account such offenders exposure levels: levels of technical chan-
nels, unauthorized, harmful effects, embedded devices, information security sys-
tem. Established tools, which you can use with unauthorized access, can be very
different: software, hardware and software and maintenance of computer tech-
nology (Sot) or ABS. It is therefore necessary to categorize the level of unauthor-
ized access to the BI, as well as objects and lines (LS) ABS. Based on the model
proposed qualifying offender characteristics define five categories (Fig. 2.10):

Category 1. Users ABS and applications — OPS employees that have op-
portunities for access to confidential information as part of their duties. Can in-
fluence the level of database management systems (04), and the level of banking
technology applications and services (05), in order to steal information or af-
firmation accident.

This use technical means to intercept (TMI) without modifying the compo-
nents of ABS and standard means of protection and disadvantages to overcome.

Category of users ABS advisable to divide into the following groups in
terms of trust 1.1 — trusted users (e.g. top management of the organization
BS); 1.2. — user (most workers OPS); 1.3 — user “at risk” (e.g. OPS employees
on probation who applied for release or previously involved in incidents IS).

Category 2. Operating personnel — persons, including non-employees
BS organization, have opportunities to access information of a confidential
nature in carrying out tasks related to the operation and (or) administration
of information infrastructure OPS, ABS and applications organization BS. Can
affect all levels — physical layer (01), network layer (02), the level of operat-
ing systems (OS) (03), the level of database management systems (04), the
level of banking technology applications and services (05), in order to steal
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information and to disable the ABS. This means using all attacks. Possible plot
against violators third and fifth categories. Do not have access rights to the net-
work configuration of means, except for control (inspection).

Category 3. Technical and support staff — persons, including non-em-
ployees OPS that do not have powers of access to confidential information,
but perform direct physical access to the premises in which the processing of
such information. Can affect all levelsphysical layer (01), network layer (02),
the level of operating systems (OS) (03), the level of database management sys-
tems (04), the level of banking technology applications and services (05), in
order to steal information and to disable the ABS. This means using all attacks.
Possible plot against violators of the second and fifth categories.

Category 4. Persons who are not employees of the organization BS, have ac-
cess to confidential information on the basis of the contractual relationship (such as
auditors, partners and contractors) legal requirements (e. g. public authorities) and
(or) the judgment. Can affect all levels, in order to disable the ABS. This means
using all attacks. Possible plot against violators of the second and fifth categories.
Do not have access to the information security and logging and key elements of
the ABS.

Category 5. External offenders, which are persons engaged influence outside
the controlled zone OPS. Can affect all levels in order to steal information, asser-
tiveness and disable the ABS. This use methods and means of active influence
(modification and connection of additional technical means connecting to data
channels, bookmarks and implementation of software using special tools and
technology programs).

This classification covers aspects more fully reflected in regulatory guid-
ance documents, and enables uniquely classify the offender.

Formal models offender define the propositions authors [58, 68]:

G ={aid,, pur,.T,,. S, . pr,»MS;"* | Vien,Vjem, (2.24)

where aid, € {aid} — ID offender (violator category), pur, € { pur;} — the pur-
pose of the offender, T,

, — a successful implementation of threats,

max;

MS/IBS

probabilistic damage system, MS;™ ={ms,} — recommendations on
1=

detection, response TMIP, N — the number of recommendations known

MSABS
ABS, n — number of threats, m1 — number of assets.
A plurality of sources of threats includes four types of sources:

DF*5S = {VNS,VAS,TS, PI,NI}, (2.25)
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where DF** - set of sources of security threats ABS, which V™ — class natural
sources of threats V*° = {VAS’B SV ASBL  ASKE } — class anthropogenic threats

where V4 — set of threats to information security, V4" — set of threats BI,
VAKE _ set of threats CB; TS — hardware and systems; PI — intentional viola-
tors; NI — unintentional offenders (criminals).

Emission of threats called one or more passages related components in ABS
destructive conditions from exposure to sources of threats. One or more scenar-
ios of threats can be represented by directed graph G (V, H), wherein: the initial
peak (v,) is set, one of the species or specific source of threats; intermediate and
final vertices (v ) is a destructive state of ABS components; arcs (k) unite two
peaks, one of which is the cause (V,-)’ and the second — the result and the result of
the transition (Vj), scenario implement privacy threats considered in [74].

To assess the degree of hazard indicators offenders and the degree of imple-
mentation of protective measures define sets of weighted metrics that take val-
ues in the range [0, 1]. Each metric describes a certain extent to the offending
signs or protective measure given target value.

To assess the degree of danger the offender is proposed to use the follow-
ing metrics formed with the provisions [72, 75]: Motivation equipped (existing
equipment), technical expertise, knowledge and information about ABS TSZI,
permissions (to implement threats), access (to the discovery and response de-
gree of danger of i-offender is defined by the expression:

dt=H(Mi’;F'm) n (2.26)
where M, - the value of h-oh metric of i-offender;
wi"" — weighting metrics h-oh i-th offender > wi"" =1.
h
Metrics degree of implementation of protective measures, which are divid-
ed into preventive (preventing switching element in the ABS destructive state) v/

and adjusting (reducing the value of loss on conversion) l[/;. define the expression:

S ABS W;;
v, = g(ZW;Z x MY j : (2.27)
1
where: M ;,ZABS — l-value metric oh safeguard measure g-category;

ZABS

sz weight [-oh safeguard measure g-category, ZW; =1;
1

ng

K ; r=
wi — g-weight category, szg =1
g

The degree of implementation of corrective safeguard measures y; similar

to y, given by (2.27).
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Vector weighting coefficients W is determined by the valuation result-
ing vector priorities determined by an expert:

w, = b, m _,Vie[l;m],EZKE ’Hbik > (2.28)
k

i=1
where b, — the resulting priority of the i-th element, b, — i-priority element,
rated k-th expert, m — dimension matrix of pairwise comparisons, KE — num-
ber of experts.

Formation of the expert group (number of experts) to calculate the formula
that proposed in [55]:

K >0.5(0.33/ B +5), (2.29)

where p — error results of expert analysis or acceptable probability of error.

Consistency of the estimates determined twice [74]. Initially estimated in-
dex of consistency guest expert:

C, =t — (2.30)
m—1

where 4, — the maximum amount of own matrix of pairwise comparisons
k-th expert; m — dimension matrix of pairwise comparisons.

Experts estimate considered consistent if the consistency ratio CR = CE / CIS,
where the CIS - the average consistency index, defined as the range (tab. 2.3).

Table 2.3. — CIS and CR values of m

m 3 4 5 6 7 8 9 10 11 12
CIS| 0.58 0.90 112 | 124 1132|141 |145]|149| 151|148
CR [[0;0.05] [ [0;0.08] [0;0.1]

Consistency opinions of the expert group is determined by three sigma
rule. inconsistent estimates are not included in the calculation of the result-
— - — —\T
ing vector priorities B = (bl,bz,...,bm) .
Confidence interval &, is given by:
8 =t,xc, /K, (2.31)
where t,=0.95 — Student test;
Step 2.6 Determining the link between the sources of threats and elements

ABS:
A7 =|af"|. (2.32)

The next step is to determine the generalized index of IS Bl in ABS based on
the improved model of evaluation of the security BI in ABS.
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2.3.4 Improving evaluation model of banking security in automated
banking systems.

Step 3. Definition of generalized index of IS BI in ABS based on improved
model of evaluation of the security Bl in ABS.

Definition of security threats ABS IS, CB, SI BI on the ABS invited to get
through improved model of banking information security in automated bank-

ing systems:
s { }{OABS}{ FABS} {RRABS},

oz — {SZABS}’{ROZABS }’{UZ:IBS}

I,} — the set of elements of information assets;

, (2.33)

where

ROZ™" S} — accounting data on the results of security evaluations ABS;
{UZ AP S} — the level of security of ABS.

Step 3.1 determining the link between threats and means of information se-
curity (TMIP):

(DFSZ _ aé_)FSZ , (234)
with Vj e{ } and Vi e{DF}
1, if there are i-threats to the j-th asset,
‘ADF H =7 J (2.35)
0, if there are no i-threats to the j-th asset.

Each protection mechanism BI in ABS SZ, e{SZABS} characterized by
the vector SZ, =(T,,T,,Cs, ) where T, — type of remedy, T, — the imple-

mentation, CSZ — cost.
To describe the connection between the threats and TMIP matrix is used:

ADFSZ _ al.?F 2, (2.36)
where aD FSZ _ reflects the link between i-th security threats caused

DF, e {DFABS } and j-th TMIP SZ, € {SZABS }
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The model used the following types of communication: MZ — is a defense
mechanism that provides the opposition to its destructive influence VH, € {VH };

NMZ — no protection mechanism to ensure the i-th counter threats.
With aD FSZ {MZ ,NMZ }, MZ, NMZ — the link between a certain type

of i-th and ]—threat of TSZI. For values of matrix elements defined by the rule:

,DFSZ ‘ MZ ,if i-th threat is disclosed j-th TZZI; (237)
l] NMZ,if j-th threat is disclosed j-th TZZI. '
Ifalli=m aD FSZ _ Nmz , then concludes that TMIP ABS can not protect

Bing from this destructive influence and thus to increase the level of security of
ABS must raise additional funds for protection mechanisms.

Step 3.2 Defining the requirements of regulators {RRABS } that includes re-

quirements for security BI — {R,,, } ,defined in international and national
standards set estimates the extent to which safety requirements {OV,,, } and set

the final level of compliance with the safety requirements set BI {IU,,, }:

{RRABs} {Ryp U{OV YU{IU ). (2.38)

Step 3.3 Definition of generalized index of security of ABS, which allows you
to assess the level of compliance and regulatory requirements TMIP determined:

k
OPZ** =%"0PZ,, (2.39)
i=1
where: k — number of individual safety parameters,

OPZ, — index takes the value from the set:

OPZ, — the absence of unacceptable risk, if in OPS threats in the prepa-
ration of model/models offender and found unacceptable risk to the level of
risk is OPZ =0, otherwise — OPZ =1;

OPZ,— no dangerous threats closure mechanisms TMIP, OPZ,=0, if
the OPS in the preparation of a model found “unbalanced” threat — OPZ,=1;

OPZ, — level security compliance requirements BI regulators recom-
mended recognized — OPZ, =1, if deemed unauthorized — OPZ,=0.

Based on these data the system is assigned to one of three levels of security

uzABS = {low, medium, high} according to the rules:

high, if OPZ*** =3;
UZ" = medium, if 1 < OPZ*% <3; (2.40)
small, if OPZ** = 0.
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The resulting audit assessment of the security Bl to determine the most valu-
able information assets BI, the effectiveness of the means to protect them, and
the degree of conformity of TMIP OPS requirements for protection and the
level of security controls, identify the most vulnerable places and make recom-
mendations to improve, if necessary, protection ABS OPS.

To assess the economic feasibility of the introduction of a mechanism to
TMIP ABS OPS depending on the value of the ABS BI introduce the following
notation:

Véﬁs — Bl value for OPS (parties have the information and try to defend it)
Vé‘;‘n — Bl value for the attacking side (which is trying to get information);
574BS _ TMIP means possible;

SVAS {SVASIB SVASB[ SVASKB} — the means allocated for the ex-

traction of BI:

SVASIB — fracture mechanisms and tools TMIP IS in ABS;
S VASB 1 means breaking mechanisms and TMIP SI in ABS;
sy ASKB hacking tools and mechanisms TMIP BC:

sy AS _ {SVA&@}O{SVA&M}ﬂ{SVASKB}' (2.41)

The obvious fact is recognized that pointless to invest in mining or protec-
tion than the value BI:

ABS ABS AS ABS
SZ <V I , SV < VB[n . (2.42)
Suppose the probability determined by the expression:
g, %5785
P, = (2.43)
Zj xSZABS+qV><SVAS
ks S VAS
Py = (2.44)

. AS ABS’
J quSV +qZ><SZ

where: ¢ 704y — weights that determine how each side close to the target;

Uy
P, — thelikelihood of the realization of at least one i-th threat j-th asset
(probablhty of success attacking side);
p,, — likely to protect against the threat of the i-th j-th asset (probability
of success defending side).
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Assume that the amount of funds allocated to the attacking side is the value
BI and BI value is the same for both sides, and opposing sides are equal, then
the economic value of spending on defense BI must not exceed:
ABS _jABS N5-1

Bin 2

The effectiveness of the proposed model estimates the economic costs de-
pends on the accuracy of the wording probability of success of protection and
determine the value BI.

SZ (2.45)

2.4 Conclusions of the second section

Thus, in the second section of the proposed concept, based on a synergetic
approach to the selection of the most effective ways achieving goals IS BI in
ABS to the value of risk at every level model of strategic management of the
bank. As a result, the following scientific and practical results:

1. The concept of building a synergetic model of threats IS BI in ABS, ba-
sis of which is a three-tier security model of strategic management of bank-
ing information technologies. The concept covers all main areas of the bank’s
activities to ensure information security, based on a synergetic approach to the
selection of the most effective ways achieving goals IS BI in ABS to the value
of risk at every level model of strategic management of the bank and provides
effective control over the implementation of ISMS functions OPS.

2. A software tool that implements advanced classification of banking in-
formation security threats in automated banking systems, which in contrast to
the known synergistic model based threats, which allowed to classify threats
by security components, types of services and infrastructure hierarchy levels
of automated banking systems. Practical implementation allows on-line form
expert evaluation of threats BI, analyze synergies and hybridity, assess the like-
lihood of the impact of these threats to information security of banking infor-
mation without significant cost investment and human resources (electronic
access to the resource: http://skl.hneu.edu.ua).

3. A practical method for evaluation of information security in the bank-
ing information ABS synergetic model based threats generalized model of
offender assessment model security BI in ABS and ABS models of infra-
structure to optimize the cost of funds for the construction of a system for
IS Bl in ABS. The practical significance is the ability to timely evaluation of
the relationships between assets BI, infrastructure elements ABS, ABS TMIP
and possible signs of threats IS, CB, IS, which allows time to adjust the guide-
lines of the bank of IS, plan investment in TMIP, generate preventive mea-
sures to prevention of threats.
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CHAPTER 3. Development approaches to security
banking services in automated banking system on
hybrid crypto-code designs from unprofitable codes

3.1 Setting properties crypto-code systems geometrical codes

The main advantage of symmetrical and asymmetrical theoretical coding
schemes (TCS) is a high-speed data conversion and maintenance of integrat-
ed probability and information secrecy (confidentiality) that meets the basic
requirements of IS SI in ABS. General classification methods crypto conver-
sions IP shown in Fig. 3.1.

To ensure information security SI in ABS promising area is the use of asym-
metric cryptosystems based TCS McEliece and Niederreiter providing integrated
(a mechanism) indicators of reliability at 2°-2'? and reliability — 2*-2% group
operations during its construction over the field GF(2'°). Fig. 3.2 These results
cryptoconversions modern performance symmetric and asymmetric cryptosys-
tems. Table 3.1 shows the results of comparative studies of the effectiveness of
cryptographic methods of information security at a fixed level stability:

- average (best known difficulty of cryptanalysis algorithms at least

2!28 gperations);

- high (difficulty of cryptanalysis best known algorithm at least 2%

operations);

- ultra-high (difficulty of cryptanalysis best known algorithm at least

2°!2 operations).
Table 3.1. — The results of comparative studies of the effectiveness of
cryptographic methods of information security at a fixed level stability

Metho@s crypto- Security The length | Speed of the Additional

graphic trans- model of the key | cryptopereet- features
formation data bits | vorene., bit/s

Block ciphers, | Practical | ), )56 512|  10-10° | Do not have

symmetric safety

Stream ciphers, | Practical | )4 )56 15| 1072100 | Do not have

symmetric safety

Asymmetric Evidence-

RSA-like crypto Based 3248 (128), 10°-10° Do not have

. . 15424 (256)

algorithms security

Asymm.etrlc Evidence- 0.5-10° (128), o Con.trol er-

CCR using code Based B 10°-10 rors, increas-

. . 2-10° (256) . 11
constructions security ing reliability
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Thus, as follows from the results of comparative analysis (Fig. 3.2 and Ta-
ble 3.1) asymmetric crypto algorithms using TCR can realize data encryption
public key technology and provide the speed crypto-code conversion informa-
tion with speed encryption BSC. In addition, practical use NCCS information
security allows integration mechanisms based on channel coding and encryp-
tion comprehensively ensure the safety and reliability of the data.

Consider the overall design of theoretical coding schemes (TCS). Fix a fi-
nite field GF(q). Consider the vector space GF"(q) a plurality of n-sequence
elements from GF(q) of the component — wise addition and multiplication
by a scalar. Linear (n, k, d) code C is a subspace in GF"(q), is non-empty set
of n-sequences (code words) over GF(q), k — dimension linear subspace, d —
minimum code length (the minimum weight of the non-zero coded word).

Linear subspace. That identifies the code C is orthogonal complement, basis
of which is set by checking the code matrix H C is a matrix of rank rank (H) =,
r=n-k. The dimension checking matrix rxn, and Gx H'=0. If we consider the
matrix H as a set of basis vectors of a linear subspace, we obtain a linear code C*
called dual north arbitrary sequence of n-C is a code word C code then, if each
line checking orthogonal matrix H is cx H'=0. The vector S, called a syndrome
coding theory, can be calculated by multiplying the codeword with error c*=c+e
to test the transposed matrix H code: S=c*xH'=c x H'+ex H'=e X H, where
e — vector errors, ¢* — distorted codeword errors.

Obviously, the value of the syndrome depends on the error vector and is in-
dependent of the codeword.

Geometrical codes have good asymptotic properties. With increasing power
of the alphabet code symbols asymptotic properties of these codes are improved.
Obviously, the great length of these codes are above the Varshamova Gilbert, in-
dicating a high potential characteristics of these codes. Thus, encoding geometri-
cal codes enhances reliability SI in ABS is one of the promising areas. The larg-
est energy effects of coding noise immunity is achieved when using large length
codes [1, 2, 34, 35, 36, 37, 38]. Geometrical length code sets the number of points
of projective curve, based on which the code [4, 16, 24, 30].

Let X(GF(q)) —setpointcurve X overafinitefield GF(q), N = |X(GF(q))| -
their number. Number N points of the curve X over GF(q) restricted expres-
sion top [41, 42, 43]:

N<2Jq-g+q+1, (3.1)
where g — generation curve.

Fix a finite field GF(q) . Let X — smooth projective algebraic curve in the

project area P"ie a set of solutions p (x,,%X.%,), Py(XpXeX,) o0
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Py (Xp>%5e0%,), ¥V p € P" irreducible homogeneous system of algebraic equa-

tions with coeflicients degX degree of GF(q) .

Table. 3.3 shows the kind of upper bound g curve X.

Table 3.3. — Upper kind of evaluation g curve X in P"

deg X g(P?) g(P) g(P") g(P?) g(P%)
2 0 - - - -
3 1 0 _ _ -
4 3 1 0 - -
5 6 2 1 0 -
6 10 4 2 1 0
7 15 6 3 2 1
8 21 9 5 3 2
9 28 12 7 4 3
10 36 16 9 6 4

Table 3.4 shows the upper estimate of the number of points of the curve
over a finite field.

Table 3.4. — Evaluation upper limit of the number
of points a smooth projective curve

g deg X N= |X(GF(q))|
GF4) | GF®) | GFae) | GFG32) | GFe4)

0 2 5 9 17 33 65
1 3 9 14 25 44 81
2 4 10 18 33 53 97
3 4 17 24 41 66 113
4 5 21 29 49 77 129
5 5 34 57 88 145
6 5 39 65 99 164
7 6 44 73 110 180
8 6 49 81 121 196
9 6 54 89 132 212
10 6 59 97 143 228
11 7 64 105 154 244
12 7 69 113 165 260
13 7 121 176 276
14 7 129 187 292
15 7 137 198 308
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The general scheme of coding geometrical first proposed in [45]. Let C —
Class on dyvizoriv X degree a . Then C sets display ¢: X — P™ Set function
generator y, =@(x;) length code sets geometrical n<N. Coded characteristics
(n,k,d) are related k+d>n—g+1.1f 2¢ -2 <a <n Code related characteris-
tics (m,a—g+1,d),d>n—a.

We give the following definition geometrical code.

Property 1[1,2]. Let X — smooth projective algebraic curve in the project
space P", ie the set of solutions of a homogeneous irreducible algebraic equa-
tion degX degree with coefficients in GF (g). Consider the variety correspond-
ing projective hypersurface, given P" in the equation F=0, where F — homo-
geneous monomials degree degF. Let I(i,, i, ..., i ) — sequence information.
Geometrical code curve X over GF(gq) — linear code of length n <N, code
words C(c,, c,, ..., ¢, ) is defined by equality:

k-1
ZijF/(Pi):cia (3.2)
i=0

where P (X, Y,, Z ) — projective curve point X, which is (X, Y,, Z ) — a homo-
geneous solution of algebraic equations that define the curve X, i=1,n;
F(P) — value generator functions at the points curve.

This definition is equivalent matrix representation geometrical code [1, 2]:
(CTS A A Vo= (€»> €ppeer €, 1) (3.3)
where G — generative matrix of dimension kxn, K=a-g+1, a=degX-degF
species:
E(B) E(R) . E(B)

E(B) E() .. E@,

(S 1 Y

E,(R) E,(P) .. E, ()
Property 2 [1, 2]. Elliptic curve (EC) in affine space A? over the field GF(q)
is called a smooth curve defined by the equation:

2 — A3 2
yt+axytay=x'+ax’+ax+a, (3.5)
or P? defined homogeneous equation:
Yz+axyz+ayz=x+ax’z+axz+az, (3.6)

a,€ GF(q), the genus of the curve g=1.
Statement 1 [1; 2]. Geometrical (n, k, d) code elliptic curve (elliptic code)
over GF(q) built through the display view ¢: EC-> Pk -1 related characteristics

k+d=n, And: n<2\/q+q+1,k>2a,d>2n-a, a=3"-degF.
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Proof. Let EC — smooth projective elliptic curve in the project area P* over
GF(q),g=g(EC)=1,EC(GF(q)) — thesetof pointsover GF(q), N=EC(GF(q)) —
their number. By Theorem Khase Vale number of points a smooth projective
curve of genus gin P? over GF(q) isbounded above expression N <2 g\/a +q+1.

For elliptic curve will look like this expression N < 2\/5 +g+1. By definition,
n< N respectively n < 2\/5 +gq+1.

Let C — Class degree in EC a > 0. Then C determines display ¢:
X- P! where k>a. Sets y.= ¢(X) sets the code. The number of points in
the intersection ¢ (EC) with equal hyperplane «, i.e. n-d < a. Thus, parameters
geometrical code for elliptic curve are related by k+d>n, And d>n - a. Degree
degEC =3, respectively, =3 degF.

Property 3[1,2]. Let X — smooth projective algebraic curve in P, i.e. the set
of solutions of a homogeneous irreducible algebraic equation of degree degX with
coefficients from GF(q), F— homogeneous monomials degree degF. Geometrical

code curve X over GF(q) — a linear code, consisting of all words (C,C, .o CN)
of length n<N, for which the equality d+g- 1 equations:
n—1
D ¢F(P)=0, (3.7)
i=0

where SI € GF(q), d>a-2g+2, a=degX-degF.
This definition is equivalent matrix presentation geometrical code:

H(cyc¢pp e, ) =0, (3.8)
where H — the verification code matrix dimension rxn, R=n-k=d+g-2:
E(B)  E(B) . E(B.)
E(P E(P .. E(P
H = 1( o) 1( 1) 1( n—1) =||F](R)|| . (3.9)

E (R) E.(B) . E,(F,)

Statement 2. [1, 2]. Elliptical (n, k, d) code over GF(q), built through the re-
flection type ¢: EC-> Pr—1 related characteristics k+d>n, And: n< 2\@ +q+1,
k2n-a,d>a, a=3-degF.

Structural characteristics of elliptical codes constructed through the dis-
play view ¢: EC> P*! over GF(q), g=2", m=2,6are shown in Table. 3.5. Out-

put of construction geometrical codes (AHA) (modified AHA) are presented in
the Addition B.

The main purpose of encoding information is control (detection and cor-
rection) of errors that occurred during the message transmission on the channel
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noise. For error checking Encoder introduces redundancy (Verification of
length r, r=n-k) in the transmitted data. On the receiving side, analyzing the
properties and checking of their compliance data transmitted, decoder reduces

the impact of errors encountered during transmission.

Table 3.5. — Design characteristics Combination elliptical codes constructed

through reflection ¢: EC> P over GF(q), g=2™, m =2,6

degF « (n, k, d)
GF(4) GF(8) GF(16) | GF(32) | GF(64)
1 3 9,3,6 14,3,11 | 25,3,22 | 44,3,41 | 81,3,78
2 6 92,6,3 14,6,8 | 25,6,19 | 44,6,38 | 81,6,75
3 9 - 14,9,5 | 25,9,16 | 44,9,35 | 81,9,72
4 12 - 14,12,2 |25,12,13|44,12,32 |81, 12, 69
5 15 - - 25,15,10 |44, 15,2981, 15, 66
6 18 - - 25,18,7 |44, 18,2681, 18,63
7 21 - - 25,21,4 |44,21,23]81, 21,60
8 24 - - - 44, 24,20 | 81, 24, 57
9 27 - - - 44,27,17 | 81,27, 54
10 30 - - - 44,30, 14 | 81, 30, 51
11 33 - - - 44,33, 11 | 81, 33, 48
12 36 - - - 44, 36, 8 | 81, 36, 45
13 39 - - - 44, 39,5 | 81, 39, 42
14 42 - - - 44, 42,2 | 81,42, 39
15 45 - - - - 81, 45, 36
16 48 - - - - 81, 48, 33
17 51 - - - - 81, 51, 30
18 54 - - - - 81, 54,27
19 57 - - - - 81,57,24
20 60 - - - - 81, 60, 21
21 63 - - - - 81,63,18
22 66 - - - - 81, 66, 15
23 69 - - - - 81,69, 12
24 72 - - - - 81,72,9
25 75 - - - - 81,75,6
26 78 - - - - 81,78,3

The task of decoding can be effectively resolved (with polynomial complex-
ity) to a narrow class of codes, such as noise codes Bouza-Chowdhury, Hokvyn-
hema (BCH) and Reed-Solomon codes. One of the most efficient algorithms for
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decoding algebraic codes are BCH algorithm Berlekempa-Messi and his modi-
fication (improvement). It is known [1, 2, 34, 35, 36, 37, 38] Algorithm Berle-
kempa-Messi implementation contains a number of multiplications, order #*, or,
formally, algorithm complexity O(#*), where t — correcting ability of the code,
t=|(d-1)/2|. For a large accelerated algorithm using t — Berlekempa Messi that
reduces the computational complexity of the algorithm. Even more effective in
terms of computational complexity, there is a recursive algorithm Berlekempa-
Messi. Asymptotic complexity of decoding Reed-Solomon codes in this case does
not exceed O(nlog’n), and very close to the value of O(nlogn).

Decoding arbitrary linear code (code general provisions) is rather compli-
cated computational problem, the complexity of its solution increases expo-
nentially. Thus, for the correlation decoding arbitrary (n, k, d) code over GF(q)
should, in general, compare all the accepted sequence g* code word and choose
the closest (in metric Hemet). Even for small #, k, d and g correlation decod-
ing task is very time consuming. This position is the basis of all cryptographic
systems on algebraic block codes. Masking code with fast decoding algorithm
(polynomial complexity) at random (random) linear code decoding task imag-
inable for an outside observer (possible attacker) in computing challenger (ex-
ponential complexity).

3.1.1 Setting properties asymmetric crypto code of McEliece and Nieder-
reiter Elliptic codes

Consider a theoretical diagram code (TCS) McEliece, first proposed in [32].
Let G — generative matrix of linear (n, k, d) code over GF(q) with polynomial
complexity decoding X — nondegenerate k x k-matrix over GF(q), D — diagonal
matrix with nonzero on the diagonal elements, P — Adjustable matrix of size
nxn. Rearrangement matrix implements a permutation vector coordinates as
matrix multiplication, namely, the element p, matrix P is equal to 1 if and only if
coordinate with the number i moves using coordinate changes in the number
of j. In other cases, pij=0. Therefore, the matrix P includes in each column and
each row only one unit. The product matrix A =P-D asks permutation matrix A
with nonzero elements of the field GF(q). Rearrangement matrix A (Unipotential
2 matrix) with the permutation vector coordinates keeps distance in Hemet, that
d(a,b)=d(a- A, b-A). Where d(x, y) — distance in Hemet between vectors x and y.

Public key in asymmetric crypto-code system (NCCS) based TCS McE-
liece is a generative matrix Gh=Xx Gx Px D, obtained by multiplying genera-
tive matrix of linear (u, k, d) code over GF(q) to masking matrix (X, P, D),
personal (private) key is the matrix X, P, D. Classified information is a vector of
length » and is calculated according to the rule:
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c, =ixG, +e, (3.10)
where: the vector C =ix beelonging Gh(n, k, d) code of generative matrix G
i — k-bit information vector;
the vector e — secret weight vector errors < t (secret session key).
Properties 1, 2 and the result first statement allow you to specify NCCS
McEliece codes based on elliptic follows [2, 12, 24]. Let GEC — generative el-
liptic matrix (n, k, d) code over GF(q) of the form:
E(B) E(R) . EB)

co_| E®)E(R) . E(E.)

Jee, e
E.(R) E.,(R) .. E,(F.)
and dimension kxn, k=a, a=3"degF.

Let X — nondegenerate k x k matrix over GF(q), D — diagonal matrix with
nonzero elements on the diagonal, P — permutation matrix of dimension nx .
Identify NCCS McEliece from the EU, the public key — the matrix
Gy* = XxG* xPxD, Private (secret) key — matrix X, P, D.

Parking information is a vector of length » and is defined by the rule:
¢y =ixGy +e,
where vector ¢, =ixGy , which belongs elliptic (1, k, d) code of generative
matrix Gy, i — k-bit information vector, the vector e — secret weight vector

errors < t.
Consider a theoretical coding scheme Niederreiter first proposed in [33]. Let
H — test matrix of linear (#, k, d) code over GF(q) with polynomial complexity
decoding. Let X — nondegenerate rx r matrix over GF(q), D — diagonal matrix
with nonzero elements on the diagonal, P — permutation matrix of size nxn.
Open (public) key in TCS Niederreiter the matrix H, = XxNxPx D, personal
(private) key matrix is masking — X, P, D. classified information S, is a syn-
drome — a vector of length r=n -k, which is calculated according to the rule:
S, =exH,, (3.12)

where vector e — vector of length n and weight <¢, that is confidential information.
Authorized recipient of confidential information (which has its own key) is
one of the solutions gk expression S, = c, x H} . Found decision — code word

errors ¢, =ixG, +e. Further, as in the diagram McEliece authorized user

builds a vector ¢ =c, xD™"- P and decode received word. However, instead
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of restoring the information word i', it calculates code word ¢'=i"G and then

the error vector e'=c —c'. The last step is carried calculating the vector
e=e'x Px D, which is confidential.

To set NCCS Niederreiter to use the property EC 3 geometrical representa-
tion of code or matrix code are geometrical:

H(c,,¢p5nc, ) =0, (3.13)
where H — the verification code matrix dimension rxn, R=n-k=d+g-2:
B(R)  F(R) o Fy(BL)
F (P, FEP) ... F(£
| B RE) (£ =|E®) - Gas

F.(B) E.(B) .. F ()

Property 3 and Proposition 2 result (3.4) (3.5) can determine NCCS Nie-
derreiter based on elliptic codes follows.

Let NEC — elliptical test matrix (n, k, d) code over GF(q) of the form (3.14)
and dimension rxn, R=a, a=3"degF. Let X — nondegenerate k x k matrix over
GF(q), D — diagonal matrix with nonzero elements on the diagonal, P — per-
mutation matrix of size nxn. Define asymmetrically Niederreiter scheme of
elliptic code [8]. Public key — matrix - H )}ic = X x H* x Px D, Private (se-

cret) key — matrix X, P, D.

Parking information is a vector of length n and is calculated according to
the rule (3.13). To generate the error vector e (confidential information) in [18]
the practical algorithms for converting vector information in the error vector
on the basis of equilibrium encoding.

Proven assertions 1 and 2 of the proposed EC NCCS allow for asymmetric
cryptosystems, public key that is used for the exchange of classified informa-
tion in the OPS.

General classification crypto-code systems (CCCS) and security services
that ensure their use are shown in Fig. 3.3.

However, conducted in [7, 12, 18] analysis software implementation NCCS
McEliece and Niederreiter showed considerable complexity of program imple-
mentation, which significantly complicates the use of protocols NCCS in ABS.

Research results energy costs (Table 3.6) software implementation, tak-
ing into account that the number of processor cycles required to perform
1,000 operations on average, reading — 27 cycles, compared with the —
54 cycles string concatenation — 297 cycles. The calculation is processor
clocked at 2 GHz based operating system 5 %.
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To collect the submitted values used programming tool for memory debug-
ging, memory leak detection and profiling — Valgrind, namely its module —
Callgrind.

To reduce energy consumption in crypto conversions NCCS McEliece in [7]
Proposed to use modified NCCS (IAMB) for the modified EC (MEC) in the EU.

3.1.2 Development of a method of masking elliptical codes

Known methods modified linear block code more fully discussed in [1, 2,
34, 35, 36, 37, 38]. Fig. 3.4 are the most common ways of modification. Elonga-
tion (n, k, d) linear block code is to increase the length n + x by adding new in-
formation symbols k + x. Expansion (#, k, d) linear block code is to increase the
length 7+ x by adding new check symbols 7+ x.

Deletion (N, k, d) linear block code is to reduce the length n-x by reduc-
ing check symbols r-x. Reduction of (n, k, d) linear block code is to reduce the
length n-x by reducing the information symbols k-x. Replenishment (n, k, d)
linear block code is to increase the length of the information symbols k + x with-
out increasing the length of the code. Throwing (n, k, d) linear block code is to
reduce the information symbols k - x without increasing the length of the code.

Potential resistance is determined by the complexity of decoding NCCS
random (#, k, d) block code. Thus, the potential to build sustainable theoretical
coding schemes necessary to use methods modifications not allow the reduc-
tion of the minimum code distance. Methods of lengthening and shortening of
linear block codes do not change the minimum distance, and so allow building
resistant to fracture NCCS [1, 2, 7, 12, 15, 30].

We use the definition of elliptic codes [1, 2, 42]. Just following properties:

Property 4. Elliptical (n, k, d) code over GF(g), built through the reflection

type ¢: EC>P*! related characteristics k+d>n, And: n<2\/q+q+1, k>aq,
d2n-a, a=3-degF.

Property 5. Elliptical (n, k, d) code over GF(q), built through the reflection
type ¢: EC-> Pr—1 related characteristics k+ d>n, And: n < 2\/6 +q+1,k=2n-a,
d>a, a=3-degF.

Let A — generating elliptical matrix (n, k, d) code over GF(q) of the form:

E(R)  E(R) . E(B.)

E(B) E®B) .. E(B.)

@), G

Ep (R) Ep(B) o Eyy(B)
and dimension Mxn, M=a, a=3-degF.
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To reduce the amount of key data in the theoretical coding scheme on el-
liptic codes use the following features of the matrix A.

Generating A matrix formed by reflection points of an elliptic curve gener-
ating basis functions. Generating an elliptic matrix code, built on a curve:

Yztaxyz+ayzZ=x+ax’z+axz+az, (3.16)

a,€ GF(g), with polynomial coefficients uniquely define a curve and, accord-
ingly, set design points which built elliptical code (the generator matrix). Fair
the following statement.

Statement 3 [7]. Elliptical (n, k, d) code over GF(q) uniquely given set

a, Va e GF(q).
Bringing. Consider the elliptical generator matrix (#, k, d) code over GF(g):

E(R)  E(R) . E(R)
L_| BB E®) . E@®) | 1)
FM—I(R)) FM—I(PI) b M 1( )

Each character generator matrix formed by calculating the value generating
function Fat the point P, elliptic curve. M number generator functions defined de-
sign features elliptical (n, k d) code. Type of power of the functions F, determined
display points of the curve and thus the same design parameters glven code.

Thus, if the set design (n, k, d) features elliptic code is unique generator
matrix defines a set of points P,P,..,P, which estimated value generating
functions. A specific set of points of the space definitely P* given type of poly-
nomial curve coefficients is set a, ... a,, Va, € GF(q).

Outcome 1. The amount of the private key (in bits) in motivated crypto-
code system based on TCS McEliece, based on elliptic (1, k, d) codes over
GF(2™) is the sum of matrix elements X, P, D (in bits) and given by expression:

L. =5xn*xk*xm. (3.18)

Bringing. Indeed, the secret key in the scheme of McEliece — generating
matrix A (generative matrix) and matrix masking X, P, D. To determine the se-
cret key (in bits) Elliptical (n, k, d) code over GF(2™), according to 3, enough to
define a set of coefficients a, ... a,, Va, € GF(2") and masking matrix elements.
Total should be kept [, =5xn*x k* x m bits of secret key information.

Expression (3.18) to evaluate the amount of secret key data NCCS McE-
liece in the EC.

Thus, a method of masking based on building NCCS modified to EC
(MNCCS to the EC), which as sensitive data using elliptic curve parameters,
can significantly reduce the amount of key data compared with the classical
scheme McEliece.
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3.1.3 Develop methods modified elliptical codes

The most simple and convenient way to modify the linear block code that
does not reduce the minimum code distance is shortening its length by reducing
the information symbols. Let I=(I, L, ..., I, ) — information vector (1, k, d) block
code. We define the subset of information symbols A, |h|=x, X<1/2k. Put in in-
formation vector I in a subset / zero, ie I.= 0, VI € h. On the other positions put
the vector information symbols. When encoding information symbols set vector
h is not involved (they are zero) and can be discarded and the received code-
word is shorter in x code symbols. For modifications (shortening) codes will use
the elliptical reduction set point curve. Fair the following statement.

Statement 4. Letthe EC — elliptic curve over GF(q), g=g(EC) — the family
of the curve, EC(GF(q)) — the set of points over a finite field, N= EC(GF(q)) —
their number. Let X and h — disjoint subsets of points, X U h = EC(GF(q)),
|h|=x.

Then truncated elliptical (n, k, d) code over GF(q), built through the reflec-
tion type ¢: X->P! related characteristics k+d>n, and: n<2\/q+q+1,

k>a-x,d>n-a, a=3-degF.
Statement 5. Truncated elliptical (n, k, d) code over GF(q), built through
thereflection type : X > P! related characteristicsk+d>n,and: n <2,/qg +q+1,

k2n-a,d>a, a=3-degF.

Using the result of statements 4, 5 MNCCS ask McEliece on modified
elliptical codes (MEC), built through the reflection type ¢: X->Pk-1 and ¢:
X~ Pr-1. Just following statement.

Statement 6. Truncated elliptical (n, k, d) code over GF(2™), built through
the reflection type ¢: X > P*~! determines MNCCS to MEC with parameters: the
secret key dimensions:

e, =x-[log2 (2 q+q+1)—|; [=(a-x)-m. (3.19)
Dimension vector information (in bits):
[=(a-x)xm. (3.20)
Codogram dimension:
1S=(2 q+q+1—x).m. (3.21)
The relative speed of coding:
R:(a—x)/(Z q+q+1—x). (3.22)

Statement 7. Truncated elliptical (n, k, d) code over GF(2™), built through
the reflection type ¢: X P!, built through display type:
Private key dimension is defined by (3.20);
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Dimension vector information (in bits):
l,=(2 q+q+1—a)><m; (3.23)

Codogram dimension is defined by (3.21);
Relative speed:

R=(2Jg+g+1-a)/(2Jg+q+1-x). (3.24)
Consider formal description MNCCS McEliece through the use of methods

and practical modifications formation algorithms to ensure privacy SI in ABS.

Mathematical model NCCS using TCS McEliece-based shortening (reduc-

tion information symbols) formally given the totality of these elements [7]:
- the set of open-source — M= {MI,MZ,...,qu}, where

M, ={,.1,,.. 1, .1}, VI, € GF (g); h, — information symbols are zero,
|h|=%k,that is[=0,VILeh;

-set closed texts (codogram) — C= {Cl,Cz,...,qu}, where
C; =4y, 4,4, A ), VA, €GF(g);

- set direct mappings (based on the use of public key — generative ma-
trix): ¢ ={¢, .9, ,...,9, }, where ¢ : M — Ck_h/, i=12,..,8i=12,..,5;

- set of inverse mapping (through the use of closed (private) key —
masking matrix): ¢ = {¢; ., ,....¢, '}, where ¢ : G, > M, i=12,..,5;

- a set of keys that parameterize direct reflection (public key authorized
wsen): K, ={K, K, K, J={GE,,Gi%, .. GE, J, where GECT, —

s B
aj a;

generative nxk Matrix disguised random code block geometrical (n, k, d)
with elements of the code GF'(g), i.e. ¢, : ML)CH ;i=1,2,..,8,a—a

set of polynomial curve coefficients a, ... a, Va, e GF(q) clearly poses a spe-
cific set point curve space P%

- a set of keys that parameterize reverse mapping (private (secret) key
authorized user):

K* = {K:,K;,.,Kj} = {{X5P3D}1>{X5P,D}2"“5{X7P3D}S}a
{X,P,D}, ={X',P',D'}, (3.25)
where X' — masking nondegenerate randomly generated equally probable

source keys k xk matrix elements of GF(q); P' — rearrangement randomly
generated equally probable source keys nxn matrix elements of GF(q);
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D' — diagonal matrix formed from a source key elements of GF(q); that is
¢ :C KM , i=1,2,...,s, the complexity of reverse mapping ¢ without
knowledge of the key K, € K" related to the decision-theoretic challenger de-

coding the random code (code common position).

Initial data considered in describing the asymmetric crypto-code informa-
tion protection system are:

- geometrical block (n, k, d) code Ckfhj_ over GF(q), i.e. the set of code

words C, € C,_, such that the equality C,;H" =0, where H — test matrix geo-

metrical block code;
- a, — a set of polynomial curve coefficients a, ... a, Va, € GF(q) clearly
poses a specific set point curve P* space to form a matrix that generates;

1
- hj — information symbols are zero, |h|= Ek ,i.el=0,VIeh;

- masking matrix display given set of matrices {X, P, D},, where X — non-

degenerate k x k matrix over GF(q), P — rearrangement 7 X1 matrix over
GF(g) with a non-zero element in each row and each column of the matrix, D —
diagonal 7 X n matrix over GF(g) with nonzero elements on the main diagonal.

In MNCCS McEliece modified (shortened) geometrical (n, k, d) code C, _ h
with fast decoding algorithm disguised as random (1, k, d) code C,_, *by multi-
plying generative matrix of code GES C,_, for masking matrix that are in secret
X", P* and D" [7] to form the public key of the authorized user:

Gic" =X"-G*-P"-D", ueil,2,..,s}, where G — generative nxk
geometrical block matrix (n, k, d) with elements of the code GF(q)built on
the basis of user-selected polynomial curve coefficients a, ... a,, Va,e GF(q)
clearly that define a specific set point curve space P*.

Forming a closed text C; € C,_, introduced by the plaintext M; € M and
given public key G)fc”al, uef{l,2,..,s} carried out by forming a code word

masked with adding code to it randomly generated vector e = (e, e,,...,e, |):
C,=¢, (Ml.,G;)z M, (G}‘( )T +e, Hemet and weight (the number of non-

zero elements) vector e does not exceed the capacity used algebraic correcting

code block: 0 < w(e) <t= L%J, |_x_| — the whole of real numbers x.
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For each closed text which formed C € C,_, corresponding vector
e=(e,€,...,€, ) acts as a one-time session key that is specific to E; vector e

formed by accident, equally probable and closed independently of the other texts.
In the channel coming C j* =C,-C,-

On the receiving side the authorized user who knows masking rule, the
number and location information null characters can use speed decoding algo-
rithm geometrical code (polynomial complexity) to recover the plaintext [7]:

—1 *
M,=9,'(C/.{X,P,D},).
To restore the plaintext authorized user adds zero information symbols
C j* =C;+C,_, , recovered from a closed text C; takes action secret permuta-

tion and diagonal matrices P* and D" :
e (2) () () e (o) () -

=(M-(X“-G-P“-D“)T+e)-(D”)’1-(p“)’1 -

(3.27)
=M, (X)) (P) (D) (D) () e (D) (P) =
=M,-(X") (G) +e-(D") " -(P")"

Decode received vector algorithm Berlekempa-Messi [34, 35, 36]:
C=M,-(X") -(G*) +e (D) -(P) . (3.28)

That gets rid of the second term and the multiplier (G)EC in the first term

on the right side of equality, then remove the masking effect of the matrix X".
-1

For the result of decoding M, -(X ! )T be multiplied by (X ”) :
(Ml. -(X” )T)-(X” )_1 = M. The resulting solution — are plain text M, .

Block diagram of protocol information in real time using MNCCS McE-
liece with modified (shorter) elliptical codes shown in Fig.3.5.

Fig. 3.6 The algorithm formation cryptograms/codogram algorithm to de-
code MNCCS McEliece with short MEA shown in Fig. 3.7.

The second way to mdify the linear block code that stores the minimum
code distance and increases the amount of data transferred is extending its
length after forming initialization vector, by reducing the information symbols.
Let I=(I, I, ..., I) — information vector ((n, k, d) block code. Let's choose a
subset of information symbols &, |h| =x, X <k and form the initialization vector.
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Beginning Stage 1. Setting the code

7 parameters

requiredProbability //

Required Probability - The
probability of block distortion is

given.
n - total number of characters in the
—>  degF++ a=degl * degCurve,
& k= EF, a+ g 1 code (code length),

T T k - number of information symbols,
Yes Yes @ d - the minimum distance of
Hi Heming code combinations;

‘ p = computeErrorProbability (probability) ‘ degCurve is the degree of curve

> requiredProbability

Hi Stage 2. Formation of personal and
/  degFkd / public keys of asymmetric
cryptosystem, introduction of
X.P,D, GF, IV /,Ai information parcel

= l e X is a non-degenerate k& x k£ matrix over GF(g),
‘GX =X xG" xPx D| P is a permutational » x n matrix over GF(g),

g - the genus of the curve,

Yes  degF - degree of generator function,

l D is the diagonal #n x n matrix over GF(q),
e - . o
Tntroduction of the information /,/ G* -ge?erann_g_k x n matrix of elhp.tlc code GF(q), a,
vector i, the introduction of the /  — St of coefficients of the polynomial of curve a, ...a,,
public keyGE® IV — initialization vector, [V =| h | = 2 k — elements of
reduction

Formation of the error
vector

No  Stage 3. Formation of the session key and

¢ the codogram

vector e is formed by chance, equally

Yes
v probable and independently from other
Formation pfa code word closed texts
Cy = nd}t@ Xi+e
! In the communication channel, the code
Fomation of fhe codogranyy - word cX * is received without zero
X - X

elements of the initialization vector
- (shortening operation)

Fig. 3.6. Algorithm formation codogram in MNCCS McEliece with short MEC
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Stage 1. Setting the parameters of the code,
entering a personal key and a codec

/ X P.D HY, ey / X is a nondegenerate £ x k& matrix over GF(q),

P is a permutational #» x n matrix over GF(q),

D is the diagonal » x » matrix over GF(g),

HEC— generating £ x n matrix of elliptic code GF(q),

adding null characters to the initialization

vector . .
. a,— set of coefficients of the polynomial of curve
€y =C;+Chy, a ..a
1 6
Removing diagonal and
reset matrices Stage 2. Disassembly codographs

¢ ) )

Decoding the vector by Berkelmpa-Messi
algorithm.
Formation of the vectori *

l

Formation of information
vector
- (X)" =i,

'
( End )

Fig. 3.7. Decoding algorithm in MNCCS McEliece with short MEC

Put in information vector I in a subset of h zeros that is. I[=0,VIe h.On
the other positions, I put the vector information symbols. Once in position
add the initialization vector information symbols. For modification (exten-
sion) will use the elliptical codes set point reduction curve. Fair the following
statement.

Statement 8. Let the EC — elliptic curve over GF(q), g=g(EC) — the fam-
ily of the curve, EC(GF(q)) — the set of points over a finite field, N= EC(GF(q)) —
their number. Fix subset h ch, |h |=x,. Let set elliptical (n, k, d) code over
GF(q), built through the reflection type ¢: X->P*'. Then extended options
for x, symbols of GF(q) elliptic code built through the reflection type ¢:

(thl)eP’”, n=2\q+q+1-x+x, are related by k: k20¢—x+xl, d>n-a,
a=3-degF.

Bringing. If x < x, then the extension code on x1 is equivalent to shortening
the source code x-x,. Substituting these parameters in expression (3.12), we
get the result outcome 1.
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Outcome 2. 1f you know kind of elliptic curve (set a, ... a, Va, e GF(q)),
the subset h and h, fully define modified elliptical (n, k, d) code over GF(q),
built through display type: ¢: X P*-'and ¢: (XUh,) > P,

Proof. A set of coefficients a, ... a, Va, € GF(q) specifies the type of elliptic
curve and, therefore, a set of dots EC(GF(q)). Using the display type ¢: EC>P"
statements and results of 1-2, construct elliptical (n, k, d) code over GF(q). If you
know the extension of the characters, the extended build codes. According to the
8 symbols set i , which fully define a modified elliptical (n, k, d) code over GF(q).

Statement 9. Fix subset h cCh, |h1| =x,. Let set elliptical (n, k, d) code over
GF(q), built through the display view ¢: X>P~'. Then extended options
for x, symbols of GF(q) elliptic code built through the reflection type ¢:
(XUh,)> P, are related: n =2\/a+q+1—x+x1 ykz2n-a,d>a, a=3-degF.

Outcome 3. 1f you know kind of elliptic curve (set a, ... a, Va, e GF(q)),
the subset h and h, fully define modified elliptical (n, k, d) code over GF(q),
built through display type: ¢: X->Pr-1and ¢: (XUh )>Pr-1.

Proof. A set of coefficients a, ... a, Va € GF(q) specifies the type of elliptic
curve and, therefore, a set of dots EC(GF(q)). Using the display type ¢: EC>PM
statements and results 1-2, build elliptical (n, k, d) code over GF(q). If you know
the extension of the characters, the extended build codes. According to 9 sets of
symbols h and h1, which fully define a modified elliptical (#, k, d) code over GF(q).

Results statements 8, 9 and their consequences can build modified (extend-

ed within n<2,/q +q+1) Elliptical (n, k, d) code over GF(q). Define the fol-

lowing algorithm for constructing modified elongated elliptical codes.

Algorithm elongated elliptical construction codes.

Step 1. Fix elliptic curve over GF(q). We find a set of simple points of the
curve EC(GF(q)): (P, P,, ..., P,). Construct shortened (n, k, d) code over GF(q)
as a result of reflection ¢: X P".

Step 2. Fix a subset of points of the curve h (GF(q)): (Rx,, Rx,, ..., Rxx,),
h,ch,|h|=x,

Step 3. Construct display ¢: (XUh,)>PM. If M=k, we obtain an elongated
elliptical (n, k, d) code over GF(q) with parameters n= Z\M +q+1-x+x,

k>a-x+x, d>n-a, a=3-degF (See Consequently approving 10). If M=r, we
obtain elongated elliptical (1, k, d) code over GF(q) with the following parameters:
n=2\q+q+1-x+x,k=2n-a,d>a, a=3degF.

Using the result 8 statement and its implications ask MNCCS McEliece
extended to MEC constructed through mapping species ¢: X> P! and ¢:
(XUh,)~» P!, Fair the following statement.
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Statement 10. An elongated elliptical (1, k, d) code over GF(2™), built
through the reflection type ¢: (X\Uh, )> P! determines MNCCS with param-
eters:

The dimension of the secret key (in bits):

L. =(x—x1)-’710g2 (2 q+q+l)-’. (3.29)
Dimension vector information (in bits):
l=(a-x+x) -m. (3.30)
Cryptograms dimension (in bits):
lS=(2 q+q+1—x+x1)-m. (3.31)
Relative speed:
R=(a—x+x1)/(2 q+q+1—x+x1). (3.32)

Bringing. According to the results statement 10 MNCCS McEliece, built us-
ing generative matrix (n, k, d) code over GF(2™), has the following parameters:
the size of the secret key kxn symbols of GF(2™); information vector of length
k symbols of GF(2™); length codogram — n symbols of GF(2™); Relative

speed — R=k/n. Number the record straight curve. Total of N < 2\/5 +q+1.
So, for numbering the points curve necessary{log2 (2 q +q+1)—| bit. If the

power symbol subset shortening |h|=x then to describe all characters need

shortening x- (log2 (2 q+q+ 1)—‘ bit. These characters are kept in secret and

set the amount of key data — expression (3.14). If the power symbol subsets

extension |h|=x then to describe all characters need updating

(x—x,)- (log2 (2 q+q+ 1)—’ bit. These characters are kept in secret and set the

amount of key data — expression (3.20).

Using the result 8 statement and its implications ask MNCCS built through
the reflection type ¢: X> P"-'and ¢: (X\Uh,) > P"". Fair the following statement.

Statement 11. An elongated elliptical (n, k, d) code over GF(2™), built
through the reflection type ¢: (X Uh )>P~' determines MNCCS with param-
eters:

Private key dimension is defined by (3.29);

Dimension vector information (in bits):

L=(2Jg+a+1-a)-m. (3.33)

Codogram dimension is defined by (3.31);
Relative speed:
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R=(2Jg+q+1-a)/(2Jg+q+1-x+x,). (3.34)

Bringing. According to the results statement 2 NCCS built using matrix
algebraic checking block (#, k, d) code over GF(2™), has the following param-
eters: a vector of length k information symbols of GF(2m); length codogram —
n symbols of GF(2™); Relative speed — R=k/n. Substituting the parameters
modified (shortened and elongated) elliptical (n, k, d) code over GF(q), built
through the reflection type ¢: X->P ' and ¢: (XUh,)> P (see 9 statements)
receive, respectively, expression (3.33) (3.34).

Thus, the results statements 8, 9 and their consequences can build modified
elongated elliptical (n, k, d) code over GF(q). Statements 10 and 11 allow you
to specify MNCCS McEliece for MEC, thus providing the necessary crypto-
graphic immunity.

Consider formal description MNCCS information security through the use
of methods of modification.

Mathematical model modified asymmetric crypto-code information pro-
tection system using geometrical block codes based MNCCS McEliece-based
extension (increase information symbols) formally given the totality of the fol-
lowing elements:

- Asetofopen-source: M ={M1,M2,...,qu},where M; =L, 150y 5 I}

1
VI, € GF(q), H — information symbols are zero, || = Ek ie.I=0,VIehh —

extension of information symbols k, |h|= lk ;

— Closed set of texts (codogram):
C=1{C,,C,,...C:}, where C, = (€x,Ch, »eeC, 2, ) V€ € GF(q);

- Set direct mappings (based on the use of public key — generative ma-
trix): ¢ ={¢, .9, ..., }, where ¢ : M >C, ,i=12,...;s;

- Set of inverse mapping (through the use of closed (private) key — mask-
ing matrix): q)"l = {(/)1_1,(/)2_1,...,(/)5_1}, where q)i_l :Ch, > M,i=12,..5;

— A set of keys that parameterize direct reflection (public key authorized
user)): K, ={K, K, ,..K }={G{ G, .G, }

, yeo
a; X q

where Gf(c" ., — generative k xn Matrix disguised random code block geo-

metrical (n,k,d) with elements of the code GF(q) that is ¢.: M L)Ch,;

1=12,...,5;
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- A, — a set of polynomial curve coefficients a, ... a,, Va, € GF(q) clearly
poses a specific set point curve space P
A set of keys that parameterize reverse mapping (private (secret) key au-
thorized user)):
K" ={K},K;,...K;} = {{X,P,D},{X,P,D},,...{X,P,D} },

{X,P,D}, ={X',P',D'}, (3.35)
where X' — masking nondegenerate randomly generated equally probable
source keys kxk matrix elements of GF(q); P' — rearrangement randomly

generated equally probable source keys nxn matrix elements of GF(q). D' —
diagonal formed a key source nxn matrix elements of GF(q), that is —
¢ :C —K M, i=1,2,..,s, the complexity of reverse mapping ¢ without
knowledge of the key K, € K related to the decision-theoretic challenger —

decoding the random code (code common position).

Initial data in the description are considered NCCS options in previous
models.

In MNCCS McEliece modified (extended) geometrical (n, k, d) code C,

with fast decoding algorithm disguised as random (1, k, d) code C, * by multi-
plying generative matrix GES code C,_, masking the matrix stored in a secret
X", P* and D", to form the public key of the authorized user:

Gy =X"-G* - P"-D", ue{l,2,..,s}, (3.36)
where G* — generative matrix block geometrical (1,k,d) with elements of the
code GF(g) built on the basis of user-selected polynomial curve coefficients

a, ... a, Va e GF(q) clearly define a specific set point curve space P*.
Forming a closed text C; €C, entered in clear text M, e M and given

public key G}‘Ec“ai , uefl,2,...,s} carried out by forming a shortened codeword,
and then disguised extension of the code of adding to it randomly generat-
ed vector e =(e,,e,>....e, ;):
u u T
C,=¢,(M,Gy)=M,(Gy) +e. (3.37)
For each molded closed text C ;€ Ch, corresponding vector e = (e ,e,,...,e, ;)

acts as a one-time session key that is formed by accident, equally probable and
closed independently of the other texts.
In the channel coming C;" =C, - Cir, G,

,
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On the receiving side, the authorized user who knows masking rule, the
number and location information null characters can use speed decoding algo-
rithm geometrical code (polynomial complexity) to recover the plaintext:

M, =¢,'(C, {X,P,D},). (3.38)

To restore the plaintext authorized user replaces characters elongation at
zero information symbols:
C =G, —>Cp, . (3.39)

Recovered from a closed text C; takes effect rearrangement and secret di-
agonal matrix P* and D":

C =G (D) () = (M(Gr) e (p7) (P -

:(Mi.(Xu.G.Pu.DV)T+6).(DV)71-(PL’)71 =

=M(X) () (P) (D) () () e (D7) () =
=M, (X") (G) e (D7) (P)
Decode received vector algorithm Berlekempa-Messi:
C=M,(X") (G*) +e:(D*)"-(P*) . (3.41)
That gets rid of the second term and the multiplier (G)ECT in the first term

(3.40)

on the right side of equality, then remove the masking effect of the matrix X".
For the result of decoding M, be multiplied by (X ‘ )71 :

M, (x") =M, (3.42)

The resulting solution — plain text M, To which characters are added ex-
tension: M, = M, +h, — are transmitted message.

Block diagram of protocol information in real time using asymmetric cryp-
tosystem based MNCCS McEliece with modified (extended) elliptical codes
shown in Fig. 3.8.

Fig. 3.9 The algorithm encoding MNCCS McEliece extended to MEC, de-
coding algorithm shown in Fig. 3.10.

To assess the time and speed performance commonly used unit cpb, where
cpb (cycles per byte) — the number of cycles of the processor that need to
spend for processing one byte of input. The complexity of the algorithm is cal-
culated by the expression: Per =Utl* CPU _clock / Rate, where Utl — utili-

zation of processor cores (%), Rate — bandwidth algorithm (bytes/sec).
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Stage 1. Setting the code parameters

Required Probability - The probability of
block distortion is given.
n - The total number of characters in the

code (code length),

k - number of information symbols,

d - the minimum distance of Heming

Beginning
requiredProbability
degF =1, @
p=10
v No
A4
—»  degF++ a=degF * degCurve,

k=n-a+g-1

Yes Yes @

-No

‘ p = computeErrorProbability (probability)

> requiredProbability

No

deght. k. d

X,P,D,G¥ v

‘G_,‘E»C =X><GEC><P><D|

Introduction of the information
vector i, the introduction of Ll}e

public key
No

Yes
v

7(
Tx

Formation of the error
vector e

Formation OfE%code ‘word
cy =Gy xi+te

'

Forpmation of the codogram

cy=cy +1V(h,)

End

code combinations;
g - the genus of the curve,
degF - degree of generator function,

degCurve is the degree of curve.
Yes

Stage 2. Formation of personal and public keys
of asymmetric cryptosystem, introduction of
information parcel

_ Xis a nondegenerate k£ x k& matrix over GF(q),
P is a permutational #» x n matrix over GF(q),
D is the diagonal n x n matrix over GF(g),
G*© — generating k x n matrix of elliptic code
over GF(q), a,— set of coefficients of the

polynomial of curve a, ... a,,
1V — initialization vector, IV=|h |=Y k-
elements of reduction

h —extensions, | h | =2k

Stage 3. Formation of the session key
and the codogram

Vector e is formed by chance, equally
probable and independently from other
closed texts

A communication code enters the
communication channel with the
insertion of zero elements of the vector
of initialization of non-zero elements of
information symbols (elongation
operation)

Fig. 3.9. Algorithm formation codogram in MNCCS McEliece extended to MEC
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/ X P, D, H*, V¢, /

replacement of characters with extensions
to zero informational symbols

C'=C, >Cy,

|

Removing diagonal and reset matrices

c=c )

Decoding the vector by Berkelmpa-Messi
algorithm.
Formation of the vectori *

|

Formation of information
vector
X

F()" =,

L=

Formation of information

data
Mj = li H hr

|
C End )

Stage 1. Setting the parameters of the code,
conducting a private key and codogram

X is a nondegenerate k x k matrix over GF (q),
Pis a permutational n x n matrix over GF (q),
D is the diagonal n x n matrix over GF (q),
NEC-verifiable r x n matrix of the elliptic code
over GF (q), ai - set of coefficients of the
polynomial of the curve al ... a6,

IV - initialization vector, IV = |h | =% k -
elements of reduction

Stage 2. Decoding the codogram

Stage 3. Formation of information data

Information data is formed on the basis of the
algorithm of concatenation of the information
vector and the characters of the extension. In
the event of an error in the extension symbols,
a codeword consisting of n symbols with null
elements supplemented with extensions is
generated and the Berkelampa algorithm is
used to restore them.

Fig. 3.10. Decoding algorithm in codogram MNCCS McEliece

Table 3.7, 3.8, 3.9, 3.10 these results depending on the length of the code
sequence MEC (shortened/lengthened) in MNCCS McEliece on the number
of CPU cycles to perform basic operations software implementation crypto-

code systems.

Analysis Table 3.7, 3.8, 3.9, 3.10 shows that the use of modified (short-
ened/lengthened) MEC reduces the energy capacity of program implementa-
tion MNCCS McEliece almost 2 times, but to provide the required level of
reliability in the implementation of smaller field GF(2°-2%). Consider the basic
properties of the modified proposed cryptosystem (cryptoconversions speed,

complexity break and so on).
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3.1.4 Research on properties of modified elliptical cryptographic codes

A comparative evaluation parameters NCCS McEliece on EC MNCCS us-
ing modified elliptical codes. We introduce the following notation:

I, — the length of the sequence information (block), which is the input of
the CCS scheme (in bits); [, — public key length (in bits); [, — private key
length (in bits); [, — codogram length (in bits); O, — forming codogram com-
plexity (number of group operations); O, — complexity decoding codogram
(number of group operations); O, — the complexity of solving the problem
analysis (the number of group operations). For charting used conventional
reduction (console): uk — MNCCS with short MECs; ud — MNCCS with a
long month. In calculating parameters cryptosystems used Galois field: for TCS
McEliece — GF(2'°); for MNCCS with short/extended MEC — GF(2°).

To estimate the length of sequence information (in bits) that receives input
from MES MNCCS (n, k, d) — code over GF(2m) use the expression:

TCS for the EC: [ =kx m;

MNCCS for MEC on the truncated codes: [,=1/2k x m;

MNCCS for an extended MEC codes: [, =k x m.

Table 3.11 in Fig. 3.11 are depending on the complexity of forming codo-
gram the power off.

Table 3.11. — Dependence difficulty forming cryptograms in different GF(2™)

" Relative encoding rate, R

GFR" o5 | 075 | 0.5(ud) | 0.75(ud) | 0.5(uk) [ 0.75(uk)
3 31 87 242 603 817 968
4 76 340 760 980 2140 6282
5 335 872 2241 6121 8706 11461
6 582 2170 6348 9830 10722 60760
7 1023 6172 17092 61751 83000 210170
8 5237 10673 67016 105265 | 207422 | 605005
9 10563 50487 98765 510780 | 710920 | 1018079
10 52704 103822 | 497309 | 908243 | 4572881 | 5561379

These data show that the complexity of forming cryptograms to the se-
lected power Galois field 2° on the truncated and extended codes is much lower
(5 times more) than the original implementation at TAS EC. Accordingly, the
rate of formation of cryptograms significantly increased.

To evaluate codogram length (in bits) use the expression:

TCS for the EC to: [;=nxm;

for MNCCS truncated at MEC: [ = (2 qg+q+1-1/ 2k) x
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MNCCS extended for at MEC: [, = (2\/3 +g+1-1/2k+ 1/2k) x .

1E+09

100000000

10000000

—

1000000

100000

10000

1000

100

10

0

—RI1=05
——R2=0.75
—R1=0.5(ud)
—R2=0.75(ud)

—R1=0.5(uk)
R2=0.75(uk)

1 23 45 6 7 8 9101112131415

m

Fig. 3.11. Dependence difficulty forming cryptograms in different GF(2™)

Table 3.12 and Fig. 3.12 decoding complexity are dependent on the power
codogram field.

Table 3.12. — Dependencies decoding complexity

codogram the power field GF(2™)

R
GF2") [45 075 | 0.5(ud) | 0.75(ud) | 0.5(uk) | 0.75(uk)
1 43 57 78 81 82 96
2 67 98 456 457 457 556
3 120 640 1024 1168 1280 5127
4 680 2378 7672 8232 11028 23674

5 2092 7512 21073 42082 78634 277830
6 12397 61246 103862 281472 760553 5220573
7 127523 136495 642648 752018 | 4566721 | 19768512
8 1203984 1494284 | 3564898 | 3957812 12948312 | 52694229
9 10637991 | 12768954 |54678128|67458242 92516734 | 102564872
10 175645127(193648924| 1le + 09 le + 09 le + 09 le + 09
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1E+09
—R1=0.5
100000000 —R2=0.75
—R1=0.5(ud)
10000000
—R2=0.75(ud)
1000000 R1=0.5(uk)
—R2=0.75(uk)

= 100000
10000

1000

100

10
0 1 2 3 4 5 6 7 8 9 10

Fig. 3.12. Dependence difficulty decoding cryptograms in different GF(2™)

Analysis of calculation as well as in the case of forming cryptograms, shows
a significant increase decoding speed using shortened and elongated months.
Public key length (in bits) the sum of matrix elements G G5 and is given

by the expressions:
TCS for the ECto: [ =k x nxm;

for MNCCS truncated at MEC: [, =1/ 2k><(2 qg+q +1—1/2k)>< m;

MNCCS extended for at MEC: [, =1/2k><(2 q +q+1—1/2k+1/2k)><m.

The length of the secret key (In bits) is the sum of matrix elements X, P, D
(in bits), and is given by the expressions:
TCS for the EC to: ZK+= n_x k2>< m;

2

for MNCCS truncated at MEC: [, = 1/2/c[log2 (2 qg+q+ 1)—| ,

MNCCS extended for at MEC: I, =(1/2k—1/2 k)[log2 (2Jg+q+ 1)] .

Table 3.13 in Fig. 3.13 are depending on the complexity of breaking through
rearrangement decoding the power off.

Analysis Fig. 3.13 showed that reducing the capacity of the field to 26 did
not lead to a significant reduction in complexity by breaking cryptograms Ad-
justable decoding.
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Table 3.13. — Dependence difficulty breaking in different GF(2™)
GF(2") R
0.5 0.75 0.5(ud) | 0.75(ud) | 0.5(uk) | 0.75(uk)

1 1.056 1.38 2.786 2.835 4.122 4.257
2 2.237 3.017 4.978 5.961 6.233 6.781
3 2.868 4.867 7.568 8.120 8.234 9.764
4 4.843 6.613 9.87 12.1 12.647 13.32
5 6.22 8.03 12.017 14.224 14.742 16.892
6 7.891 12.245 14.983 17.483 18.767 19.76
7 8.995 13.13 17.14 20.32 21.102 22.93
8 10.37 15.16 19.55 23.23 24.05 26.11
9 11.74 17.18 21.96 26.15 27.002 29.302
10 13.19 19.23 24.37 29.06 29.95 32.484

30 —R1=05

45 —R2=0.75

40 —R1=0.5(ud) |

35 —R2=0.75(ud)

30 R1=0.5(uk)

—R2=0.75(uk)

lg(Ik+)

Difficulty forming codogram estimated expressions:

25
20
15
10

8§ 9

10

Fig. 3.13. Dependence difficulty breaking in different GF(2™)
(Adjustable decoding)

For the TCS to the EC: the implementation of a systematic coding:
O, =(r+1) xn; for non-systematic coding: O, = (k+1) x .
For MNCCS truncated at MEC: the implementation of a systematic coding:

O = (r+1)x(2{g +q+1-1/2k).

(3.43)
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For non-systematic coding:
0, = (k+1)><(2 q+q+1—1/2k). (3.44)

For MNCCS extended to MEC: the implementation of a systematic coding:
O =(r+1)x(2Jg +q+1-1/2k+1/2k). (3.45)

For non-systematic coding:
OK:(k+1)><(2 q+q+1—1/2k+1/2k). (3.46)

The difficulty decoding codogram determined by the expressions:
TCS for the EC to:

O =2xXn>+k>+4> + (> +1-2)/4;
for MNCCS truncated at MEC:

2
Oy =2(2fg +q+1-12k) +1/2k> +422 +(F +1-2) /4. (3.47)
MNCCS extended for at MEC:
Oy = 2><(2 q+q+1—1/2k+1/2k)+k2+4t2+(t2+t—2)2/4.(3.49)

The complexity of the task analysis (decoding) asked expressions:
TCS for the EC to:
O,,=N_, . xnxr, (3.50)

coating
where N, >Cf = olrol)-nop:i2l) 1)’f=L(d—l)/2J.

codting = Cpt (n—k)(n—k=1)...(n—k—p-1-
Potential resistance cryptosystem is determined by p x t, and the stability of
the system — (1-p) xt.
For MNCCS to shortened codes:

Oy = Noing < (2 +q+1-1/2k)xr. (3.51)
MNCCS for an extended codes:
Ok = Ny ¥ (20 + q+1-1/2k +1/2k ) x 7 (3.52)

Table 3.14 and Fig. 3.14 are depending on the complexity and difficulty of
breaking coding for different velocities EC (MEC).

Table 3.15 in Fig. 3.15 are the dependence of public key data for differ-
ent indicators of sustainability.

Analysis of the results table 3.14, 3.15, Fig. 3.14, 3.15 clearly demonstrates
thereby obtained relative increase in the data rate, the amount of key data sys-
tems for shortened/lengthened half the usual codes NCCS.
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Table 3.14. — Overall chart fracture complexity and
difficulty of coding for different velocities EC
Ig(Is) 0.5 0.75 0.5(ud) | 0.75(ud) | 0.5(uk) | 0.75(uk)
1 4.75 12.1 15.6 18.23 19.12 19.82
2 10.52 21.76 32.47 35.67 38.63 39.18
3 18.22 33.17 43.75 51.61 56.88 58.03
4 21.42 51.75 59.43 72.81 78.92 80.52
5 38.77 61.09 68.26 87.32 94.91 104.56
6 54.13 78.37 101.72 112.46 120.83 128.79
7 82.14 83.72 156.75 164.72 182.39 189.74
8 165.84 179.13 223.64 231.57 276.27 287.33
9 358.33 371.09 421.97 428.63 459.81 476.52
10 672.37 684.94 716.41 722.26 783.46 794.28
200 I
- —RI1=05 ]
—R2=0.75 )
160 —R1=0.5(ud)
140 R2=0.75(ud)
120 —R1=0.5(uk)
—_ —R2=0.75(uk)
é 100
80
60
40
20
0
0 1 2 3 4 5 6 7 8
lg(Is)
Fig. 3.14. Overall chart fracture complexity and difficulty
of coding for different velocities EC(MEA)
Table 3.15.— Dependence of public key data for
different indicators of sustainability
Ig(l,) X
8\, 0.5 0.75 0.5(ud) | 0.75(ud) | 0.5(uk) | 0.75(uk)
5 30 87 240 602 968 799
20 2278137 | 4351076 | 926137 | 987234 | 1034682 | 1897092
35 12329538 | 14097276 | 4253109 | 5237688 | 6126273 | 6832018
50 22541273 | 77520337 | 43076332 | 60122407 | 8602376 | 7027160
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1E+09
100000000
10000000
1000000
= 100000 —RI=05
10000 —R2=0.75
R1=0.5(ud)
1000 —R2=0.75(ud)
100 —R1=0.5(uk)
—R2=0.75(uk)
10

0 5 10 15 20 25 30 35 40 45 50
lg(Ik+)

Fig. 3.15. Dependence of public key data for different indicators of sustainability

Table 3.16 These results capacitive characteristics in program implementa-
tion capacity of the field.

Table 3.16.— Dependence of software implementation of
the power field (Number of group operations)

Crypto-
systems
NCCS

MacElis | 10018042 | 18048068 |32847145 |47489784 |63215578 | 82467897
in EC

MNCCS
MacElis
trun- 10007947 [17787431 |28595014 | 44079433 | 61974253 | 79554764
cated at
MEC

MNCCS
MacElis
extended
to MEC

25 26 27 28 29 2 10

11156138 | 18561228 [33210708 |48297112 |65171690 | 84051337

Results Table 3.16 shows the number of group operations software imple-
mentation NCCS depending on the power field. It is evident that if the imple-
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mentation NCCS McEliece in field 2'° necessary 82.5 x 10° group operations,
the implementation MNCCS on shortened/lengthened MEC in the field re-
quires 2° — 17.7-18.6 x 10° group operations, i.e. 4.5 times less.

Consider further reduction of energy losses in the practical implementa-
tion MNCCS McEliece and Niederreiter be proposed in the next section.

3.2 Develop methods to ensure the integrity and confidentiality
of banking information in automated banking systems
on hybrid designs crypto code of unprofitable codes

3.2.1 Research on the cryptographic properties of building codes unprof-
itable

To provide basic services in the security SI ABS in the face of rising
threats IS, CB, SI offered TZZI ABS hybrid crypto-code constructions based
on the synthesis MNCCS McEliece and Niederreiter on MEC and unprofitable
codes multichannel cryptography.

In [40, 41] the theoretical and practical bases of unprofitable codes. During
flawed text refers to the text obtained by further deformation nonredundant
code letters [39].

Thus, a necessary and sufficient condition for the loss of loss of sense of the
text is shorter text character codes outside of their excesses. As a result, wan-
ing text has a length less than the length of the source text, and no sense of the
source text [40].

The theoretical basis for constructing texts are unprofitable ordering the re-
moval of symbols of the source text and therefore reduce redundancy symbols
of language in the text unprofitable.

The amount of information that expresses this ordering, equal decrease in
entropy of the text compared with the maximum possible entropy, that is equally
probable occurrence of any letters after any previous letter. Methods of calculat-
ing the information offered in [46] reveal the ratio of provided (that is formed
with the prescribed rules) information and the number of unexpected informa-
tion that you can not foresee. Redundancy text is determined by the expression:

B(M)=B,L, =(logN—H(LM)JxL0, (3.53)
0
where: M — the source; B — redundancy language: B=R—r; R — redun-
dancy speech: R =log N ; N — power alphabet, r — entropy language one char-
acter: r=H(M )/ L;L — M message length in characters language); H(M) —
entropy (uncertainty) message; L, — message length N symbols of language
content; B, — redundancy language.
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For unprofitable text (FTC) and losses (DSH) using the method of “ideal”
compression after m cycles mechanism of injury to Cm [40, 41].
The number of cycles needed to reduce the length of the original text is:

my 1087 =By (3.54)

logn
where n — the symbol representing power source text;
B, — redundancy speech;
n — shorter times in the original text MV2 each step (a constant factor).
Quantitative measure of efficiency is the degree of damage to the destruc-
tion of meaning, that is the difference entropies unprofitable text and source
code in different lengths unprofitable segments of text:

d:H(FTC)—ZS:H(Mi)pi, Z p.=1, S{M} (3.55)

i=1 i=1 FTC
where M, — part of the source code corresponding to the i-th segment, P, — its
probability, L, — M, length equal to the length of LFTC — unprofitable text,
s — number of segments.
For ergodic source symbols of the source text:
d,.=logl..—H(M,). (3.56)

Fig. 3.16 shows a block diagram of one step universal mechanism of injury.

[ cHy
L damage (flag)

Q .
i- o CFT'
e 52 | Damage _ —
information kernel g = et .é £ % CFT/ CHy/'
] .
. (remainder) ? % g ciphertext of
s ° lossy text

U,
Fig. 3.16. The block diagram of one-step universal mechanism causing damage

Under the information nucleus of some unprofitable text refers to text CFT
received cyclic transformation universal mechanism of damage C .
The universal mechanism of damage Cm can be described [40, 41]:

CFT /CH,, =E,(M,KU"),
CHD / CH, = E,(M,KU*), (3.57)
M =E;}(CFT /CH,,,CHD / CH ,,KU*"),
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where:
CFT /CH,, =CFT/CH}T,...,CFT/CH}”T,

KU™ =¢(K,,...K},,KU/,.. . KU, (3.58)
CHD /CH, =CHD /CH,,...CHD /CH},.

So as a result we have two ciphertext (loss (SHD) and unprofitable text
(FTC)), each of which has no alphabet meaning of the original text, nor cipher-
text alphabet. In fact ciphertext original message (M) is represented as a set
of two unprofitable ciphertext, each of which individually can not restore the
original text.

To restore the original sequence no need to know unprofitable interim or-
der. Need to know only the final sequence of loss-making (the latest unprofit-
able text after all cycles) and all damages to the rules of their application. The
main methods of damage shown in Fig. 3.17, Fig. 3.18 shows the main proto-
cols providing security services through the use of loss-making codes.

WAYS OF SHIFTING ON THE BASIS OF DAMAGED TEXTS

Damage to the source text / Damage to ciphertext with
encryption of loss-making text |[receipt of ciphertext(FTC/ FTcy)||Combined Way / Loss Coding
(CFT/ CHgr) And damage ||and the damage to the ciphertext|| and Loss (SND) / Secondary

(CHD/CHp) (DCH/Dcp) Damage to FTC and / or DCH
D b d Damage to observed texts
(Cei?n%e;ggljlo 3 Aserc;/z texts (FTC/ FTcy) And Damage to observed
F1) ANG damage damage(DCH/D Ntexts(FTC/ FTcy) And damage
(CHD/CHp) gel cx) (DCH/De)
Encryption CHD/CHp (DCH/
Hiding (CFT/ CH) Hiding (FTC/ FTcx) P i o
in a text container 1 in a text container | symmetric cryptographic
algorithm
Encryption (CFT/ CHyr) Encryption (FTC/ FTcy)
symmetric cryptographic | symmetric cryptographic
algorithm algorithm CHpgr — ciphertext of a lossy

text
CHp - ciphertext damage
FTcy — damaged ciphertext

CFT/ CHgr — ciphertext of a FTC/ FTcy — damaged Deyt — ciphertext damage

lossy text ciphertext
CHD/CHp  — ciphertext DCH/Dcy - damage
damage ciphertext

Fig. 3.17. The main methods of damage
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WAYS OF TRANSMISSION ON THE BASIS OF LOSS OF TEXTS BASED ON
SYMMETRIC CRYPTOGRAPHY

T

1)

“Key K is a protected channel,
Losses (CF / CHFT) and Loss (SND / CHD) -
Open Channel

practical secrecy - H (M | CHFTCHD) >a
2) .
"|Key K, Lethal Texts (CF / CHFT) - Protected

Channel, Damage (SND / CHD) - Open
Channel

perfect scerecy - H (M) =H (M | CHD)
Practical secrecy is H (M | CHD) >a

(3)
| |Losses (CF / CHFT) - a secure channel,
key K, damage (SND / CHD) - open channel

perfect seerecy - H (M) =H (M | K, CHD)
Practical secrecy is H (M | K, CHD) >a

Key K, damage (SND / CHD) - protected
channel, lossy texts (CF / CHFT) - open
channel

perfect secrecy - H (M) = H (M | CHFT)
practical secrecy - H (M | CHFT) >a

3
“|Damage (SND / CHD) - Protected Channel,

Key K, Lossy Texts (CF / CHFT) - Open
Channel

[ (o)

perfect scerecy - H (M) =H (M | K, CHFT)
practical secrecy - H (M | K, CHFT) >a

3abesneueHH KOH(]I AeHIIHHOCTI Ta LUTICHOCTI

perfect secrecy - H (M) =H (M | CH), H (K) > H (M)
Practical secrecy is H (K | CH) >a, H(M | CH) >a.
080, CH - cryptogram

C. Shannon

perfect secrecy - H (M) = H (M | CHFTCHD)%

—Hlossy texts (CF / CHFT) and damage (SND /
CHD) - open channel

perfect seerecy - H (K) = H (M | CHFTCHD)
practical sccrecy - H (K | CHFTCHD) >a

P
%]Key K, input text M - protected channel,

[\
(7]
“~Key K, Lossy Text (CF / CHFT) - Protected
Channel, Source Text M, Damage (SND /
CHD) - Open Channel

perfect secrecy - H (K) =H (K | M, CHD)

practical secrecy - H (K) =H (K | M, CHD) >a
If you need to find CHFT

perfect secrecy - N (CHFT) = H (HFT | M, CHD)

Practical secrecy is H (YDT | YD) >a

o)

(8)

“Lethal texts (CF / CHFT), source text M -
protected channel, key K, damage (SND /
CHD) - open channel

perfect secrecy - H (M) =H (M | K, CHD)
Practical secrecy is H(M | K, CHD) >a

If you need to find CHFT
perfect secrecy - N (CHFT) = H (CHFT | K, CHD)
Practical secrecy is H (CHFT | K, CHD) >a

(9)

N
Key K. damage (SND / HD) - protected
channel, lossy texts (CFT / CHFT), Open
text M - open channel

perfect secrecy - H (CHD) =H (CHD | M, CHFT)
practical secrecy - H (CHD | M, CHFT) >a

(CF / CHFT) - Open Channel

If you need to find CHD

Input Text M, Loss (SND / CHD) -
Protected Channel, Key K, Lossy Text

s

perfect secrecy - H (M) = H (M | K, CHFT), practical secrecy - H (M | K, CHFT) >a

perfect secrecy - H (CHD) = H (CHD | K, CHFT)
practical secrecy - H (CHD | K, CF / CHFT) >a

Ensuring authenticity |

CFT is a lossy text
SND - damage

FTC /FTCH is a lossy encryption text

DCH / DCH - ciphertext damage

CHEFT - ciphertext of a lossy text
CHD - ciphertext damage

FTCH is a lossy encryption text
DCH - ciphertext damage

Fig. 3.18. Basic protocols providing security services
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Cryptographically flawed texts referred to texts obtained in the following
ways [40]:

- damage to the original text, followed unprofitable encrypted text

and/or losses;

- damage ciphertext;

- damage ciphertext unprofitable text and/or ciphertext losses.

The main advantage of the proposed methods and protocols providing se-
curity services through the use of unprofitable codes are not used BSC and
MNCCS McEliece and Niederreiter to ensure cryptographic immunity damage
and/or loss-making text.

Distance unity model random cipher for which there is likely to get mean-
ingful text at random and equiprobable selection key K, and attempt to decrypt

HL
the ciphertext, the Ny = H(K )|217 =1:
__HK) _ H(K)
log|]| -H B10g|1| ’
where B — the redundancy of the original text; N — the letter entropy mean-
ingful text in the input alphabet I, |I|>2, 2P — the approximate value of the
number of meaningful texts.

In [40, 41] under cyclic algorithm receiving text refers unprofitable univer-
sal mechanism of damage (C , where m — number of cycles), which is replac-
ing the random bit representation of each character of the source text tuple or
less equal number of bits with further concatenation.

Fig. 3.19 the universal mechanism of damage (MV2 algorithm (forming un-
profitable text)).Domain of the transformation algorithm MV2 — set {0, 1} n —
alphabet consider a power source of a family, which is associated a probability dis-
tribution of letters AZ, and the characters of the source text — the value of discrete

(3.59)

0

random element [40]. Let X — random discrete element that takes value x, € {0, 1}"
with probability pi and 7 = (¢, /) € F, — arbitrary fixed conversion MV2.
Then for any y eU,

r

.1 (A binary string of variable length set of lines) and

for any 1<i<|y| performed:
#{x e{0,1}" :c(x)= y} = #{x e{0,1}" :c(x)= y(i)}. (3.60)
Then, regardless of the probability distribution of the random element X
entropies for random elements FTC/FTCH (unprofitable ciphertext) and CHD

(loss) carried equality:
H(FTC/FT,,)<log(2"-2"), H(CHD) <log(n—r+1). (3.61)
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1 <r <n - positive integer
Inputr, n
; n - power of the alphabet
Characte | Remainder | Remaind Fl

Generate a random alphabet aiac ¢ elr: ;mh “ enée;;r)l o f(i;g
character sequence from 0 to g -
S, r 0 0"l

(2n) -1 - -
i S, r 01 01
Definition of replacement symbol S/, r+1 o 0]

values according to the replacement

table || Mi ||> \.\ fi|l+t]|CXi| P i n_2 12 01

By the expression f (x)=n-| C (x) |, gl 7 7 o 1

. 2 241 n-
if| C(x)>r

v S n-1 1 1

Forming the flag f (x) and " r 0 o'

the remainder C (x) by
replacing the symbols Mi X . I 0

2

}

Formation of the lossy text of the CF and the
loss of the SND by concatenation SND / CHD - ciphertext of damage

received flags £ (x) 1 FTC/ FTCH is alossy encryption text
and residues C (x) 1
DCH/ DCH - ciphertext damage
f(x) - flag (loss)
End C (x) - balance (loss code)

CFT / CHFT is alossy text encryption text

Fig. 3.19. The universal mechanism of damage -
algorithm MV2 (formation unprofitable text)

Thus, the uniform distribution of inputs (flag) algorithm MV2 formed even
distribution of output (balance):

P(c, =0|0<k <|FTC/FT,,|) :%. (3.62)

The analysis methods of damage showed that use of the ABS is the most
suitable one and two-way damage followed crypto conversions, thus reducing
the power of the alphabet while forming a cryptogram Mc IAMB Alice. Dis-
tance unity for the first method (expression 3.31) will be transformed:

i(H(CHD”))) +H(KU’®)
Uo — i=1

3.63
Blog|l] (363
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This system is based on a distortion of irreparable damage and sustain-
ability through the use of encryption in the future based on the IAMB. This
makes it impossible to know ciphertext unprofitable text.

Distance unity for the second method (expression 3.31) will be trans-
formed:

_H(KU[)+ H(FTC/ F1,,,) + H(DCH/ D, )

Y Blog |I|

(H(cHD ™))+ H(KUF) (364

m
i=1

Blog|1 |
The second option can increase the distance by unity compared to the first
method. Table 3.17 These results depending on the length of the input sequence
algorithm MV2 on the number of CPU cycles to perform basic operations in
program implementation.

Table 3.17. — Research results depending on the length of the input
sequence algorithm MV2 on the number of CPU cycles

MV2
The length of the code sequence 10 100 1000
summation 3942 28673 | 275499
Number of function |difference 1794 3810 23881
calls that implement |division 3274 4804 | 20104
basic operations multiplication 19 109 1009
comparison 8939 60963 | 578784
Sum 17968 98359 | 899277
summation 19.53 93.58 | 2297.36
The duration of the|difference 8.89 12.43 199.14
functions in millisec- | division 16.22 15.68 167.65
onds * multiplication 0.09 0.36 8.41
comparison 44.28 198.96 | 4826.43
Sum 89 321 7499
The duration of the functions in milliseconds * 89 321 7499

Note: * — the length of 1000 operations per processor cycle: reading charac-
ter — 27 cycles, comparing lines — 54 cycles, string concatenation — 297 cycles;
** — taken for calculating processor clocked at 2GHz based operating system 5 %

Table 3.18 represents the results of research evaluation time and speed per-
formance and application procedures for the removal of damage.
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Table 3.18. — Research results and evaluation of temporary speed
performance and application procedures for the removal of damage

The length | . . The capacity | Recycling (.‘,omplex-
Time | of the algo- proces- | ity of the
Indexes | of the code . .
sequence (sec) | rithm, Rate | sor cores |algorithm,
" (bytes/sec) (ticks) Per (cpb)
Number of 10 0.089 112.3596 90 0.801
function calls 100 0.321 311.5265 322 1.034
that imple-
ment basic 1000 7.499 133.3511 7500 66.166
operations

Thus, the analysis of the basic principles of construction IAMB McEliece
and systems for multichannel cryptography codes allows unprofitable to de-
velop hybrid cryptosystem based on modified asymmetric crypto code of Mc
Alice and multichannel cryptography systems for loss-making codes. A dis-
tinctive feature of «classical» approach of forming a hybrid cryptosystem is
to use asymmetric crypto-code constructions (refer to secret evidence-based
models of stability) with fast crypto conversions (rate of change comparable to
the speed crypto conversions in BSC)

Consider practical algorithms of cryptogram and decrypt the proposed hy-
brid cryptosystem. Fig. 3.21, 3.22, 3.23 algorithms are forming cryptograms/codo-
gram and decoding codogram a hybrid cryptosystem (respectively).

If the source code had some merit, for such a system is flawed text with
complete enumeration of all the field of encryption keys and key losses are
only meaningful text output level, provided that the length of cipher text more
distance unity [9].

Algorithms allow hybrid cryptosystem when hiding unprofitable cipher-
text SFT/CHFT all its possible values define additional key field:

H(CFT /CH,,)+ i(H(CHD(” ))+ H(KUF®)
— i=1

U, = (3.65)

Blog|[|

If additional loss concealment last cipher text SND/CHD because of its
smallness and proportionality of the cipher text unprofitable text CFT/CHFT
unity distance can be further increased:

H(CHD/CH,)+H(CFT | CH,,)+ i(H(CHD@ )) + H(KU')
i=1

U, = .(3.66)

Blog|l|
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Stage 1. Setting the code parameters

requiredProbab
ility
degF =1,
p=10
[ No
— degF++ a=degF * degCurve,
k=n-a+g-1

Y|es YLS
N

0]
Yes @

d=a—(g<<l)+2

No
|

Yes

‘ p = computeErrorProbability(probability) ‘

p_> requiredProbabili
No

requiredProbability - The probability of
block distortion is given.

n - total number of characters in the
code (code length),

k - number of information symbols,

d is the minimum distance of Heming
code combinations;

g - the genus of the curve,

degF - degree of generator function,

degCurve is the degree of curve.

/ degF, k, d Stage 2. Damage

7 Cha- | Remainder | Remainder | Flag
racter length C(x) flx)
S; r 0 01
Generate a random alphabet character S ; 0 01
sequence from 0 to (2n) -1 2
Determine the values of the replacement D r+1 0! 01
symbols according to the replacement table
IMi =[£G i | +] C (0 | S - IE o]
£ =n-CELif| CPr . 1
S n-1 0" 1
Forming the flag f (x) and et —
the remainder C (x) by S, n-1 1! 1
replacing the symbols Mi on , 0 o
2 -2 +1
Formation of the loss-making text of the FT v r
and harm to the SND by concatenation N r I 0"
received flags £ (x) 1 and residues C (x) 1 f(x) - flag,

C (x) - the balance

Fig. 3.20. Codogram forming a hybrid crypto-code design
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Stage 3. Formation of personal and public keys of
asymmetric cryptosystem, introduction of

information parcel
XPD G IV /
X is a nondegenerate & x k matrix over GF(q),
l P is a permutational » x n matrix over GF(g),
‘ G§C =XxGE xPxD ‘ D is the diagonal # x n matrix over GF(q),
l GEC — generating & x n matrix of elliptic code
y v over GF'(q), a,— set of coefficients of the

/
/

nput of the information vector and a polynomial of the curve a, ... a,,

public key G?C 1V — initialization vector, IV =| h | =Y

Formation of the error vector ¢ —‘

No

k — elements of reduction

Stage 4. Formation of the session key and the
codogram

vector e is formed by chance, equally
probable and independently from other
closed texts

Yes
|

Formation of a code word

c Y= G%:C Xit+e . . .
- The communication channel receives the

i code word ¢ without the zero elements of the
initialization vector (shortening operation)

formipg a codogram

y = =1V
Sy =Cx 17

End

Fig. 3.21. Codogram forming a hybrid crypto-code design

Thus, multichannel cryptography based unprofitable codes allows integra-
tion of cryptographic systems, bringing together under one concept crypto-
code design (MNCCS McEliece on MEC) system and to unprofitable codes that
complement each other, will provide the required performance security and
reliability and enrich the total system of its properties.

Consider a formal description of the proposed HCCDUC based NCCS
McEliece and Niederreiter at MEC.
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Vs ™

{ Beginni ) . .
i Stage 1. Setting the parameters of the code, entering a
I T personal key and a codogram

X.P.D H" 1V,

X - anon-degenerate kxk Matrix over GF(q),

P — the permutational nxn matrix over GF(g),

ddi T3 il
Ading pull ¢ mazzecrts():o EiniNd et D - the diagonal nxn matrix over GF(g),
=0, h G"- singular kxn matrix of elliptic code over GF(q),a,
- set of the polynomial curve coefficients g, ... a,,
Removing diagonal and reset matrices IV - initialization vector, IV= |h| =%
¢ =c ]* -(D ) -(P ) k - elements of reduction
i Stage 2. Decoding the codogram
Decoding the vector by Berlekamp- - -
Massey algorithm. Formation of the Character Remainder | remainder Flag
vector i” length Clx) f(x)
! M, r 0 01
1 a1
Formation of information vector M, r 01 01
,*1_(1\7)-1:,1
¢ Mgrg r+l orwl On—rrzl
Inputr =d, n // M n-2 172 01
l Mg’”, T n-1 0 1
//' Receiv lllg // J . .n. . een . nrl i
CFT, CHD /] M, n-1 1 1
/ l / \ M ; G o
Getting f{x),, flags using (r) and () M, r IG o
values
l Stage 3. Restoring the message to the damaged item
Getting the length of the residue from the
table used for encryption fx) - flag,
) C(x) - remainder

Break down of loss-making text into
parts (Cfx) - output remainders)

I

Obtaining the M, characters of the source
text

v

Formation of the output text
C=M, M. ||..|M"

Fig. 3.22. Codogram decoding a hybrid crypto-code design
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3.2.2 The development of mathematical models of hybrid crypto-

code constructions based on asymmetric crypto-modified code of
McEliece and Niederreiter on modified geometrical codes

Consider a formal description of the modified crypto-code system to McE-
liece unprofitable codes used in two factors authentication protocol.

To build mathematical models use the main provisions of [46] for a formal
mathematical definition of classified systems. In work [7] the formal description
of mathematical model MNCCS McEliece on modified elliptical codes in [9]
the universal mechanism of injury and modes of transmission systems for loss-
making codes.

Mathematical model HCCDUC McEliece-based shortening (reduction in-
formation symbols) formally given the totality of these elements [7]:

- thesetofopen-source: M = M, M,,... M, } ,where M, = {IO,Ihﬂ NV P Y
VI, € GF(q), h, — information symbols are zero, [set closed texts (codogram) —

C={C},C,>.sC i} where C, =(cy 5, 56y, 5Cx ) Ve €GF(q)

&

- set direct mappings (based on the use of public key — generative ma-
trix): ¢ ={¢, .9, ..., }, where ¢ : M >C, i=12,.,5;

- set of inverse mapping (through the use of closed (private) key — mask-
ing matrix): ¢ = {(/)1"1,(]52_1,...,(]55_1}, where ¢i"1 :Ch, - M i=12,..s;

- a set of keys that parameterize direct reflection (public key authorized

user): K, ={K, K, ,..K }= G)fc‘ul ,GfCZHK,...,ch‘Ya’ }, where G)E(Cial —
generative k x n matrix disguised random code block geometrical (n,k,d) with
elements of the code GF(q) i.e. ¢,: M-Sy C,, i=12,..,5s a, —asetof poly-

nomial curve coefficients a, ... a,, Va, € GF(q) clearly poses a specific set point
curve space P~
- set texts unprofitable CFT, CFT = {CFTI,CFTz,....,CFqu 2

- setloss CHD, CHD = {CHDI,CHDZ,....,CHDqk} ;

- setof direct damage (on the basis of key -KiM V2 And algorithm MV2) —
E= {EIKWZ,EIKW2 ...... ¢SKW2} , i=12,.,s, f(x); — flag (loss, CHD),
C(x), — balance (unprofitable text SFT); f(x)=n-|C(x)|, if |C(x)|>r, where

r — a parameter r €, qu,0< r<nm;
- set mappings MV2 F’  given bijective mapping between multiple per-

mutations {S,,S,,....S,, } and set #F", #F" =#{(c,0)} =2"1;

n
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- set meaningful text (on the basis of key -KiMV2 And algorithm MV2):
E71 = {EIKMvzil ’ EZKM'VZ B 2 ESKM'VZ 71} >
where E’IKW2 N f), |+ Cx), |l M,i=12,..,s, f(x), —flag (loss, CHD),
C(x), — balance (unprofitable text SFT); f(x) =n - |C(x)|, if | C(x)| > r, where r —

a parameter: r €, qu ;

- aset of keys that parameterize reverse mapping (private (secret) key au-
thorized user):

* *

K ={K},K;,..K.}={{X, P, D},,{X, P, D},,...{X,P,D}.} {X,P,D};={X',P',D'} ,
where X' — masking nondegenerate randomly generated equally probable
source keys kxk matrix elements of GF(q); P' — rearrangement randomly
generated equally probable source keys nxn matrix elements of GF(q); D' —

diagonal matrix formed from a source key elements of GF(q) that is
¢ :C — K M, i=1,2,.,s the complexity of reverse mapping ¢, without
knowledge of the key K, € K related to the decision-theoretic challenger de-
coding the random code (code common position).

- aset of keys transform unprofitable codes X, e K',,, .

Initial data considered in describing the asymmetric crypto-code informa-
tion protection system are:
- geometrical block (n, k, d) code C, , over GF(q), ie the set of code

words C, € C,_, such that the equality C,H" =0, where H — test matrix geo-

metrical block code;

- a, — a set of polynomial curve coefficients a, ... a, Va, € GF(q) clearly
poses a specific set point curve P? space to form a matrix that generates;

- hj— information symbols are zero, |h| ="/ k, i.e. =0, VI € ;

- masking matrix display given set of matrices {X, P, D},, where X — non-
degenerate k x k matrix over GF(q), P — rearrangement #nxn matrix over GF(q)
with a non-zero element in each row and each column of the matrix, D — diago-
nal nxn matrix over GF(q) with nonzero elements on the main diagonal;

- r— aparameter r €, qu ,qu ={0,1..2" —1};

- n— aparameter n €, qu,qu ={0,1...2"};

- set mappings MV2 F’ .
In MNCCS McEliece modified (shortened) geometrical (n, k, d) code Ckfhj

with fast decoding algorithm disguised as random (n, k, d) code C,_, * by
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multiplying generative matrix of code GES C,_, for masking matrix that are in

secret X, P* and D" [7] to form the public key of the authorized user:
G =X"-G*-P"-D",ue{l,2,..,s}, (3.67)

where G* — generative n xk geometrical block matrix (n,k, d) with elements
of the code GF(q) is based on the use of user-selected polynomial curve coeffi-

cientsa, ... a, Va, € GF(q) clearly that define a specific set point curve space P*.
Forming a closed text C; €C, introduced by the plaintext M; e M and

given public key Gicuai, uefl,2,...,s} carried out by forming a codeword
masked with adding code to it randomly generated vector e =(ej,e,,....e, ;)
C, =9, (Ml., G;’() =M, (G;‘( )T +e. Hemet and weight (the number of non-zero

elements) vector does not exceed the capacity used algebraic correcting code

block: 0<w(e)<t= {?}, [x] — the whole of real numbers.

For each closed text which formed C;eC, corresponding vector
e =(ey»e,..,€, ;) acts as a one-time session key that is specific to E, vector e

formed by accident, equally probable and closed independently of the other texts.

In the algorithm MV?2 fed:

C/=C=Cpy B, :C; oI (), 1+ C@), |- (3.68)

In the channel || f(x), || and || C(x), || this transfer can be carried out by one
or two independent channels.

On the receiving side the authorized user who knows the rules of harm F 1: ,
masking, number and location information null characters can use speed decod-
ing algorithm geometrical code (polynomial complexity) to recover the plaintext:
I FGN+1C, € M, =4, (G X.P.D),). (3.69)

To restore the plaintext authorlzed user adds zero information symbols
C j* =C,, +C,_, recovered from a closed text C; takes action secret permuta-

K’\/IVZ

tion and diagonal matrices P* and D":
¢ =G (0] () (2] +ep (o) () =
Z(Mi‘(Xu.G‘Pu‘Du) +e) (D“)l (PM)—IZ

b ) @ () () () ) ) ()

1

=M,(X*) -(G) +e-(D") " -(P*) "

(3.70)
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Decode received vector algorithm Berlekempa-Messi [34, 35, 36]:
C=M,(X") (G*) +e:(D*) -(P*)". (3.71)

That gets rid of the second term and the multiplier (G)EC in the first term
on the right side of equality, then remove the masking effect of the matrix X"

For the result of decoding M, - (X ! )T be multiplied by (X*)":
T
(M (X)) (X" =M,

The resulting solution — are plain text M,.

Block diagram of protocol information in real time using MNCCS McE-
liece with modified (shorter) elliptical codes shown in Fig. 3.23, with modified
extended in Fig. 3.24.

The main difference is the use of extended codes provisions symbols reduc-
tion in MNCCS Mc Alice, with their subsequent replacement with information
symbols open SI.

In ext. as examples of protocols SI in ABS based on HCCDUC months
(shortened/lengthened) based MNCCS McEliece, listing software model pro-
posed HCCDUC for MEC is provided in the add. D.

Consider a formal description of mathematical models of hybrid CCD Nie-
derreiter that given the totality of these elements [9]:

the set of open-source M ={M,,M,,..,.M ,}, where M, = {eo,ehl,...ehk ,ee_l},
1
Ve, € GF(q), h, — symbols vector error is zero, |h| = Ek ,e=0,Veeh;

- set closed texts S:{SO,SI,...Sq,}, where S, ={S;O,S;l,...S;j,S;},
vSX,_ € GF(q);

— set direct mappings (based on the use of public key — with the elliptical
matrix code (EC): @ ={0,,9,,..,9, |, where ¢, : M > S, , ,i=1.2,..,e;

- set of inverse mapping (through the use of closed (private) key — mask-
ing matrix) o' = {(pl'l,(pz’l,...,gor’l}, where (pl.'1 : Sr—h(, —>M,i=12,..,e;

- a set of keys that parameterize direct reflection (public key autho-
rized user):

KU, ={KU, ,KU, .. KU, |={HS ) (372)
where H' — verification r x n matrix disguised random code block geometri-

cal (n, k, d)code with elements GF(q), i.e. ¢, : MLS*H% ,i=1L2,...,e;
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- a,— a set of polynomial curve coefficients a, ... a, Va, € GF(q) specifies
a specific set point curve space P%

- aset of keys that parameterize reverse mapping (private (secret) key au-
thorized user):

{x.P.D}.
KR ={KR,,KR,,...KR } = ;
{(X,P,D},,..{X,P,D}
{X,P,D} = {X",P",D"}, (3.73)
where X' — masking nondegenerate randomly generated equally probable

source keys k xk matrix elements of GF(q); P' — rearrangement randomly
generated equally probable source keys n x n matrix elements of GF(q); D' —
diagonal matrix formed from a source key elements of GF(gq); that is
o S*rfhg —2& s M, i=1,2,...,s, the complexity of reverse mapping ¢ ' with-
out knowledge of the key K, € K~ related to the decision-theoretic challenger
decoding the random code (code common position);

— set texts unprofitable CFT, CFT = {CFTI,CFTz,...,CFqu b

— setloss CHD, CHD = {CHDI,CHDZ,...,CHDqk};

- set of direct damage (on the basis of key - KiMV2 And algorithm MV?2):
E={E, Ei ... },i=12,..5 f(x) — flag (loss, CHD), C(x) —
balance (unprofitable text CFT); f(x) =n—|C(x)|, if |C(x)|>r, where r — a pa-
rameter r €, qu,0<r<n;

- set mappings MV2 F given bijective mapping between multiple per-
mutations {S,,S,,...,S,,} and set #F,, #F = #{(c,f)}z 2"

- set meaningful text (on the basis of key - KMV2 and algorithm MV2):
E'={E, ~LEr .. EL ' where EJCf(x)] + |c(x)]- M.
i=12,..,s; f(x) — flag (loss, CHD), C(x) — balance (unprofitable text
CFT); f(x) =n-|C(x)|, if |C(x)| >, where r — a parameter r e, qu .

Initial data considered in describing the asymmetric crypto-code informa-
tion protection system are:

- equilibrium code over GF(g), i.e. the set of sequences of length n and
weight w(g,);

- geometrical block (#, k, d) code C over GF(q), i.e. the set of code words
C, € C such that the equality C;H" =0, where H — test matrix geometrical

block code;
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- IV-initialization vector, IV=|h|=1/2 Do not — elements of reduction
(h, — Symbols vector error is zero, |h|=1/21.ee =0, Ve € h);

- masking matrix display given set of matrices {X, P, D},, where X — non-
degenerate k x k matrix over GF(q), P — rearrangement n x n matrix over GF(q)
with a non-zero element in each row and each column of the matrix, D — diago-
nal n xn matrix over GF(q) with nonzero elements on the main diagonal;

- r— aparameter r €, qu , qu = {0,1,...2” - 1},

- n— aparameter n €, an,an = {1,...2"};

- set mappings MV2 — F.

Based coding equilibrium is formed into closed C; € C introduced by the
plaintext M, e M and given key H:.", ue{l,2,...,s} carried out by forming
syndrome (in terms of noise immunity encoding) sequence S, corresponding
equilibrium sequence M, =e={e,,e,,...,e,,}:

S, =0, (M) =0 (1

Hemet and weight (the number of non-zero elements) vector does not ex-
ceed the capacity used algebraic correcting block (n,k,d) CODE:

-1
Vi:OSw(M,.)St:[dTJ. (3.74)

Power sets M and C defined acceptable range of weights w(, ) in general
(for all permissible values w(M,)) are:
t . X
m=Z(q—1)l xC', (3.75)
i=0
n!
i(n=1)1"
The most appropriate size w(M,) choose a value to the required safety data
SI'in ABS.
Then, for w(M,)=const=w(e) we have: m=(q- 1)W(e) xC" and se-
quence M, ={e,,e,,...,e,,} toset M ={M,,M,,..,M } formed as a result of

where C; — binomial coefficient C;, =

some reflection y, implemented by the excess coding nedviykovyy equilibri-
um codes nonredundant information sequences.
Formed into closed C; € C' uniquely corresponds vector M, = {e,,e,,...,e,, } .

Create the initialization vector IV=EC- hj, hj — information symbols are
zero, |h|=1/2k, i.e. =0,V I € h.
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Forming truncated error vector ex=e(A)-1V.

The public key is formed by multiplying matrix geometrical checking code to
disguise matrix: H."=X"-H-P"-D", ue{l,2,...,s}, where H*“ — testing
nx(n—k) geometrical block matrix (n,k,d) with elements of the code GF(q).

In MV2 algorithm goes syndrome sequence: S *ME =(e,—h,)xH".

In MV2 sequence S *r_he balance and becomes a flag:
E S, -]+ ew)]. (3.76)
In the channel coming ” f (x)l,”and"C (x)

by one or two independent channels.
On the receiving side the authorized user who knows the rules of harm F

, this transfer can be carried out

i

masking (sets of matrices {X,P,D}, ={X",P",D"}) and initialization vector
(number of characters and places zero vector error):
E; | f(x), || + ”C(x)i” -5, (3.77)

KMVZ
Generates code sequence as one (any) of the possible solutions to the equation:
S, =4 Hy (3.78)

That is a vector /in which expanded the amount of: A;( =4, + M,, where
A4, — one (any) of your code disguised code words of checking matrix H )T(j
that is 4, xH)T(]_ =0.
Further, theauthorized user usinga set of matrices {X, P, D}, = {X",P",D"}
vector forms: 4 =4, -(D” )71 -(P” )71 Ie code sequence A;{[ .
After substitution, we get the equality:
A= (D) (P () () () -
=4, (D) -(P") + M, (D) (P)
The delegate, who formed vector has the ability to use fast (polynomial

complexity) algorithm for decoding noise immunity and thus form a vector:
1

A =4-(D")"-(P")" andvector M =M, (D) -(P")"  (3.80)

To restore equilibrium sequence information M, vector multiply enough

(3.79)

again M| masking the matrix D" and P". But the second order:
1

M,=M'-P".D'=M,-(D') (P') -P"D'=M, (3.81)

Formation of the desired error vector e: M = M +1V.
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Analysis of the practical implementation of algorithms for encryption/decryp-
tion in HCCDUC Niederreiter shows that the formation of cryptograms (syn-
drome) after the formation of the error vector encoding algorithm based on
equilibrium initialization vector (formed under VFR [8] trusted in the center and
closed channels transmitted via the ABS issuer and acquirer banks or vector MV2
algorithm is encrypted and transmitted to two independent channels open) pro-
duced reductions — h_ (vector characters bugs, zero) |h|=1/2¢, i.e. =0,V e, € h.

When deciphering cryptograms (after vector error before using the cod-
ing algorithm equilibrium) for information input "zero" symbols shortening.
Algorithms for encryption and decryption are presented in Fig. 3.25-3.26,
3.27-3.28, respectively.

The algorithm forming a cryptogram IAMB Niederreiter represented as a
sequence of the following steps:

Step 1. Putting information to be coding. Introduction to Public Key H )E(C .

Step 2. Formation of the error vector e, whose weight does not exceed <t —
correcting ability elliptic code based coding algorithm nedviykovyy equilibri-
um [10, 18].

Step 3. Forming truncated error vector: e = e(A)-IV.

Step 4. Formation codogram: S *rfhe = (en - he) x Hy .

Step 5. Formation of unprofitable text (balance) and flag (loss):

Ep, S =)+ )]

Decoding algorithm in codogram IAMB Niederreiter represented as a se-
quence of the following steps:

Step 1. Obtaining meaningful text codogram based algorithm MV?2:

Ey i @]+ Je@)] - 87

Step 2. Introduction codogram SX, which decode. Entering the private
key — matrix X, P, D.

Step 3. Being one of the possible solutions to the equation:

S, =4 x(HEY. (3.82)
Step 4. Removing the diagonal action and commuting matrices:
A=A4,-D" P (3.83)

Step 5. Decoding vector A . Formation vector e.
Step 6. Convert vector e "
eheh="xP xD. (3.84)
Step 7. Formation of the desired vector errors are:
e=e +1V. (3.85)
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requiredProbability - the given
probability of the block distortion,
n is the total number of characters in the
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—> degF++ a = degF * degCurve,
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_ J
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code (code length),
k is the number of information symbols,
d is the minimum distance of the
Hamming code combinations,
g is the genus of the curve,
degl*is the degree of the generator
function,

g degCurve is the degree of the curve.
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Formation of a codegram
e 7
Cp=¢, =1V

Fig. 3.25. Formation codogram

Stage 2. Formation of personal and
public keys of an asymmetric
cryptosystem, input of an information
package

T Step 3. Generating a session key and a

codogram

vector e is formed randomly, equiprobably
and independently of other ciphertexts

The algorithm MV2 receives a codeword

with no zero elements of the initialization
vector (the truncation operation)

in MCCDUC Niederreiter at MEC
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" liJ Stage 5. Making the damage

/ Remainder | Remainder | Flag
/ r=d,n / Character
I length C(x) flx)
S, r 0" 01
Generation of random alphabet symbols set in the from 0 to (2°) -1 S, ’ 0l 0"
r r+1 -2
Determine the value of the repk symbols according o the repl 241 r+l 0 01
table V> 125 + Ceol |
fi=n-C@,if [C)> r S, 1 N n- 12 01
) Sznrl o n-1 o 1
/ Forming the f{x) flag and remainder C(x) by ’,’ — o "1 i
replacing the M; symbols S, n-1 1 1
) y S - 0 o
Formation of the redundant CFT text and CHD Damage by ion of S. .,‘ T (.);,.,
received f{); flags and C(x); remainder 2 r

1

("Ending )

Fig. 3.26. Formation codogram in MCCDUC Niederreiter at MEC

Step 1. Formation of meaningful codogram

Input
r=dn Cha- | Residue |Remainder| Flag
’ racter length C(x) fix)
Receiving - Y
CFT, CHD M, r 0 0l
I M, r 01 01
Getting the f{x); flags, using the b o
() and (r) values M, r+1 0! |
Getting the length of the residue from the M n-2 1 01
table used fir encryption MZ"’I, ZT+1 n-1 0 1
Breakdown of redundant text into parts nor _ n-1
(C(x) — output remainder) M), n-1 I 1
n r 7 -1
i M, r 0 0
Obtaining the M, characters of the source b b o
text Mzn r I On—r
. Code formation
§ =M M

Fig. 3.27. Decoding codogram in MCCDUC Niederreiter at MEC
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Step 2. Set the code parameters, enter

/ X, P, D, HC, IV, Sy

equation

Finding one of the possible solutions of

S = c x(HﬁC)T

l

—k

Removing the action of the diagonal and
permutation matrices

® — —
¢ =cy D Lop-t

|

-

Vector decoding . Forrfnuation of a vector
1

the private key and the codogram

Step 3. Calculation of the

l

error vector

Vector conversion
e, =e xXPxD

!

)

Step 4. Computing the

ee=e+1V

Formation of the sought error vector

information vector

The partition of the non-binary equilibrium vector

into the positional and binomial vectors

v v

Calculation A4;; from
position vector

wl ; n=l w— —j—
R s
i= 0 4

Calculation A from the
binomial vector

A 4

{ Theend )

v v

Calculation 4
A=A4; '((]-I)W+AH

Fig. 3.28. Decoding codogram in MCCDUC Niederreiter at MEC
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Step 8. Convert vector e on the basis of equilibrium code sequence in-
formation.

Consider the features offered HCCDUC McEliece for MES, a comparative
evaluation of the basic properties (cryptoconversions speed, complexity break
and so on).

3.2.3 Studying the properties of hybrid crypto-code designs on unprofit-
able codes

A comparative evaluation parameters MNCCS McEliece to MEA with
HCCDUC using a modified elliptical codes. We introduce the following no-
tation:

I, — the length of the sequence information (block), which is the input of
the CCS scheme (in bits); /[ — public key length (in bits); [ + — private key
length (in bits); [, — codogram length (in bits); O, — forming codogram com-
plexity (number of group operations); O, — complexity decoding codogram
(number of group operations); O,+ — the complexity of solving the problem
analysis (the number of group operations); K. — compression ratio balance;
K. — compression ratio of the flag; s — number of unprofitable segments of the
text; u(n), v(r) — a positive number key loss; z(m) — Rounds loss; L, — the
length of the original text; L. — long unprofitable text.

For charting used conventional reduction (console): ukh/udh — Hybrid
CCDUC with short MES/CCDUC hybrid with extended MES; uk — MNCCS
with short MEAs; ud — MNCCS with a long month.

In calculating parameters cryptosystems used Galois field: for MNCCS
with short/extended MEC — GF (29), for hybrid CCDUC — GF (2*).

The length of sequence information (In bits) that the input of the TSP cryp-
tosystem defined by the following expression: for HCCDUC to shortened codes:

L=+,

1
where: I =K xL+ ' x s — length unprofitable text; // = L+uxs — length
s

L—-L
loss; s={%} — the number of unprofitable segments of text
DT

K.=1-K, ~0.758 — compression ratio balance (unprofitable text) (When

2 _ 2v—u+1
u=8, v=3, z=5); K, =————~0.242 — compression ratio flag (loss)
u

log(uxL)—7

(When u=8, v=3, z=5); z=
ZOg(l/Kc)

— required for randomization
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algorithm MV2, the number of permissible rounds of transformation. For
HCCDUC extended to MEC: [, =1/ 2kxm+1 +1/.

Table 3.19 in Fig. 3.38 The results of research difficulty forming crypto-
grams in different GF (2m).

Table 3.19.— Dependence difficulty forming cryptograms in different GF (2m)

R

GF(2™) | 0.5 0.75 0.5 0.75 0.5 0.75 0.5 0.75
(ud) | (ud) (uk) (uk) | (udh) | (udh) | (ukh) | (ukh)

3 242 603 817 968 643 780 923 998

4 760 980 2140 6282 905 | 1085 | 1563 | 5125

5 2241 | 6121 | 8706 | 11461 | 1863 | 2450 | 6137 | 8282

6 6348 | 9830 | 10722 | 60760 | 6273 | 7016 | 9183 | 10341

7 17092 | 61751 | 83000 | 210170 | 16582 | 15985 | 16563 | 16925

8 67016 | 105265 |207422| 605005 | 65278 | 65450 | 66137 | 68282

9 98765 | 510780710920 | 1018079 | 95327 | 96037 | 97134 | 97841

1E+09

100000000

10000000

1000000

= 100000

10000

1000

100

10

—R1=0.5(ud)
R2=0.75(ud)
—R1=0.5(uk)
—R2=0.75(uk)
—R1=0.5(udh)
—R2=0.75(udh)
—R1=0.5(ukh)
—R2=0.75(ukh)

01 23 45 6 7 8 9101112131415

Fig. 3.29. Dependence difficulty forming cryptograms in different GF (2™)

Length codogram (In bits) is determined by the expressions:
- for HCCDUC truncated at MEC: /; = (2 qg+qg+1-1/ 2k)>< m;

~ HCCDUC extended for at MEC: [y = (2{/g + g +1-1/2k +1/2k ) xm.

Table 3.20 in Fig. 3.30 these results cryptogram decoding complexity in dif-
ferent GF (2m).
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decoding complexity in different GF (2m)

Table 3.20. — The research results cryptogram

R
GF(2")| 0.5 0.75 0.5 0.75 0.5 0.75 0.5 0.75
(ud) (ud) (uk) (uk) | (udh) | (udh) | (ukh) | (ukh)
1 78 81 82 96 148 153 1568 1621
2 456 457 457 556 835 897 6112 | 9624
3 1024 1168 1280 5127 1240 1307 | 12283 | 14817
4 7672 | 8232 | 11028 | 23674 | 5224 | 11937 | 34673 | 225017
5 21073 | 42082 | 78634 [277830| 12348 | 25597 | 95088 1246572
6 103862 281472 | 760553 |5220573| 123548 | 127137 |1316373{4383507
1E+09
100000000
10000000
1000000 R1=0.5(ud)
2100000 —R2=0.75(ud)
—R1=0.5(uk)
10000 —R2=0.75(uk)
_— ——R1=0.5(udh)
—R2=0.75(udh)
100 ——R1=0.5(ukh)
10 —R2=0.75(ukh)
0 1 2 3 4 5 6 7 8 9 10
m

Fig. 3.30. Dependence difficulty decoding cryptograms in different GF (2™)

Analysis of Table 3.19, 3.20, Fig. 3.29, 3.30 showed that the use of loss-mak-
ing codes and further reduce power Galois field leads to a significant reduction
of the complexity of the formation (= 12 times) and decoding (= v20 times)

cryptograms.

The length of the public key (In bits) is the sum of the matrix elements G;°

and is given by the expressions:
— for HCCDUC truncated at MEC: I, =1/2k x (2 g+q+l1- 1/2k) < m;

- HCCDUCextendedforat MEC: [, =1/2k x (2 qg+q+1-1/2k+ I/Zk) xm.
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The length of the secret key (In bits) is the sum of matrix elements X, P, D
(in bits) and given expressions for HCCDUC to shortened codes:

I =1/21{1og2 (2Ja +q+1ﬂ+ F

=2"! — power plurality of group transformation; HCCDUC for ex-

>

where |Fu”

tended codes:
Fl.

e, = (1/2k=1/2k)| log, (2Jg +q+1) |+

Table 3.21 in Fig. 3.31 these results cracking complexity decoding algo-
rithm rearrangement in different GF (2).

Table 3.21. — Dependence difficulty breaking HKKKUK over GF(2m)

GF R
(2m) 0.5 0.75 0.5 0.75 0.5 0.75 0.5 0.75
(ud) (ud) (uk) (uk) | (udh) | (udh) | (ukh) | (ukh)
1 2.786 | 2.835 | 4.122 | 4.257 | 1.089 | 1.864 | 2.391 | 3.46
2 4.978 | 5961 | 6.233 | 6.781 | 2.569 | 3.643 | 4.108 | 4.962
3 7.568 | 8.120 | 8.234 | 9.764 | 3.57 | 4.131 | 5382 | 7.623
4 9.87 12.1 |12.647 | 1332 | 4.92 | 5817 | 6.836 | 8.972
5 12.017 | 14.224 | 14.742 | 16.892 | 7.591 | 8.617 | 10.13 | 12.005
6 14.983 | 17.483 | 18.767 | 19.76 | 10.85 | 12.53 | 14.673 | 14.962

50
R1=0.5(ud)
45
—R2=0.75(ud)
40 " —R1=0.5(uk)
35 — —R2=0.75(uk)
30 —R1=0.5(udh)
T 55 | —R2=0.75(udh)
=) ——R1=0.5(ukh)
3 20
—R2=0.75(ukh)
15
10
5
0

Fig. 3.31. Dependence difficulty breaking HCCDUC
over GF(2m) (Permutation decoding)
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The obvious result is a reduction in the power field, as demonstrated Tab.3.21
and graph in Fig. 3.40 further reduce the complexity of breaking, which is shown by
subsequent statistical tests, it is offset by a universal compression algorithm MV2.

Difficulty forming codogram determined expressions:

for HCCDUC truncated at MEC: the implementation of a systematic cod-

1-Kc xL], for non-
K

ing is given by: O, =(r+1)><(2 q+q+1—l/2k)+0[
systematic coding:

Oy = Oy = (k+1)><(k+1)><(2 q+q+1—1/2k)+0[1;<Kg‘

X LJ. (3.86)

s
For HCCDUC extended to MEC: the implementation of a systematic cod-
ing is given by:

0, =(r+1)><(2 q +q+1—1/2k+1/2k)+0£1_KC XL}. (3.87)
f
For non-systematic coding:
0, :(k+l)><(2 q +q+1—1/2k+1/2k)+0[1;(KC xLJ. (3.88)
,

The difficulty decoding codogram determined by the expressions:
- for HCCDUC truncated at MEC:

2
Oy = 2%(2Jg +q+1-1/2k) +1/2k> + 47 +

oc—leogk]_ (3.89)

+(t2+t—2)2 /4+0{ o L|
ZX

- HCCDUC extended for at MEC:
2
Oy = 2><(2 q +q+1—1/2k+1/2k) +k*+ 47 +
(x—leong (3.90)

+(t2+t—2)2/4+0[ I L|
X

The complexity of the task analysis (decoding) define the expressions:
- for HKKKUK truncated at MEC:

Oy, = aner(z q+q+l—1/2k)><r+NFabo (No), (391

K
where: N, ¥ —=—x |F|; K.=97/128, |F| — the total length of the output flags
2 e

(losses) (bps) — a known attacker residue (unprofitable text) and set the flag
(loss) of the unknown keys — N, =2'""*, z=16;
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- HCCDUC extended for at MEC:

Ok = Ny X(2q + g +1-1/2k+1/2k)x 7+ N ., (N, ).

(3.92)

Table 3.22 in Fig. 3.32 shows these results fracture complexity and difficulty
of coding for different velocities in different R GF(2™). Table 3.23 in Fig. 3.33
these results depending on the amount of public key data on HCCDUC MEC
for different indicators of sustainability.

Table 3.22. — Difficulty fracture and complexity of coding
for different velocities R

Fig. 3.32. Overall chart fracture complexity

and difficulty of coding HCCDUC

R
Igl) | 05 | 075 | 05 | 075 | 05 | 075 | 0.5 | 0.75
(ud) | (ud) | (uk) | (uk) | (udh) | (udh) | (ukh) | (ukh)
1 156 | 18.23 | 19.12 | 19.82 | 7.21 | 9.17 | 12.54 | 14.56
2 | 3247 | 35.67 | 38.63 | 39.18 | 21.46 | 23.72 | 27.48 | 29.82
3 | 43.75 | 51.61 | 56.88 | 58.03 | 31.68 | 33.83 | 37.38 | 38.43
4 | 5943 | 72.81 | 78.92 | 80.52 | 41.72 | 42.27 | 47.48 | 58.23
5 | 6826 | 87.32 | 94.91 |104.56 | 56.63 | 58.91 | 62.86 | 66.53
6 |101.72 | 112.46 | 120.83 | 128.79 | 72.32 | 74.79 | 89.5 | 97.71
200 1 R1=0.5ud)
180 —R2=0.75(@ud)
160 - —R1=0.5(uk)
120 |~ R1=05(udh)
_ —R2=0.75(udh)
L 100 7 R1=0.5(ukh)
20 80 —R2=0.75(ukh)
60
40
20
0
1 2 3 4 5 6 7 9 10
lg(ls)
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Table 3.23. — Dependence of public key data HCCDUC the indicator of stability

& 0.5 0.75 0.5 0.75 0.5 0.75 0.5 0.75
Bo| (ud) (ud) (uk) (uk) | (udh) | (udh) | (ukh) | (ukh)
5

240 602 968 799 812 827 853 898

20| 926137 | 987234 |1034682(1897092| 87531 95019 | 312560 | 402843
35| 4253109 | 5237688 |6126273|6832018| 421108 | 650389 | 957648 | 1121732
50 |43076332|60122407|8602376|7027160| 1032562 | 2340561 | 3867228 | 4218394

1E+09

100000000

10000000

1000000

1k

100000

10000

R1=0.5(ud) —R1=0.5(udh)
—R2=0.75(ud) —R2=0.75(udh)
—RI1=0.5(uk) —R1=0.5(ukh)

—R2=0.75(uk) R2=0.75(ukh)

1000
100

10
0 5 10 15 20 25 30 35 40 45 50

lg(lk+)
Fig. 3.33. Dependence of public key data HKKKUK the indicator of stability

Table 3.24 the results of researches at the capacitive characteristics of pro-
gram implementation capacity field.

As the study received a significant reduction MNCCS public key data
HCCDUC, which leads to an increase in the total relative speed transmission.

A natural continuation of research must obviously be testing the statistical
characteristics of the offered crypto-code constructions in order to obtain ob-
jective data on their traditional cryptographic immunity and comparison with
known algorithm.

For statistical stability studies investigated use cryptographic package NIST
STS 822 [47]. The research results are presented in Table 3.25.
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Table 3.25 showed that despite the decrease in the power field Galois
to GF(2°) for MNCCS and GF(2*) for HCCDUC statistical characteristics
of crypto-code constructions were at least no worse than traditional NCCS
McEliece in GF(2'). All cryptosystem tests were 100 %, and showed the
best result in shortened HCCDUC MEC: 155189 tests completed at 0.99,
which is 82 % of the total number of tests. This traditional NCCS McEliece in
GF(2'°) 149 tests showed at 0.99.

Thus, the proposed methods of providing basic services security SI, confi-
dentiality and integrity enable integrated to provide the necessary level of sta-
bility and reliability BI in ABS.

Consider the proposed method of ensuring data authenticity through
HCCDUC McEliece and Niederreiter.

3.3 Develop methods to ensure the authenticity
of the bank in automated banking systems based
on two-factor authentication hybrid crypto
code structures with unprofitable codes

3.3.1 Research protocols two-factor authentication

According to international standards ISO 7498, ISO/IEC 10181 to provide
the necessary safety parameters identified five basic conventional services, the
main ones are only two: the authenticity and integrity, to ensure their security
mechanisms are used, most of which are implemented based on cryptographic
techniques conversion information.

The main mechanisms to ensure integrity and authenticity of informa-
tion in the Air Force at different levels based on the use of standards symmetric
block cipher (3DES, GOST 28147-2009). Examples of program implementa-
tion mechanisms are discussed software cryptographic protection “Griffin B”
and “Griffin L intended for cryptographic protection of confidential informa-
tion in automated banking systems [48, 49]. The main characteristics of data
security software are listed in the Table 3.26.

Software tool “Griffin B” is for cryptographic protection of confidential in-
formation in the automated banking system and is used for sharing infor-
mation within a corporate network bank clients who work with the system
“Client-Bank” systems servicing plastic cards [48]. The software cryptographic
protection of information “Griffin I’ [49] is intended for use in banking, in
particular for the exchange of confidential (including financial) information
within the corporate network of the bank, with customers working on the sys-
tem “Client-Bank” systems servicing plastic cards and others.
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Table 3.26. — Key Features of software protection

“Griffin B” | “Griffin I”
Test hash, including Encryption simply replacing;
Getting the numbers p, g (512 bits and 1024 bits);
Test creation and verification of electronic signature;
Performance Tests (encryption, hash, generation number, CPU);
Simple and targeted encryption string or file;
Hash string or file;
Generate wide setting;
Generate user key;
Changing the password on the secret key;
Signature line or file;
Total private key algorithm Diffie-Hellman
GOST 28147-2009. Algorithm cryptographic transformation;
GOST 34.311-95. Hash function;
GOST 34.310-95. The procedure for making and verifying digi-
tal signatures based on asymmetric cryptographic algorithm.
Scheme key distribution Diffie-Hellman.
Standard X9.17 to generate session keys.

Specifications

Key features
applications

Standards

Performance
on a PC with
a processor
633 MHz
delivers

the memory encryption mode
easy replacement — at least 5
MB /s;

hash the memory - not less
than 1.5 Mb / s;

CPU computing - no more
than 0.015 seconds;

CPU test — no more than 0.020
seconds;

generation common key for
Diffie-Hellman method - no
more than 0.015 sec.

the memory encryption mode
easy replacement — at least 2.5
MB/s;

hash memory area - at least 1
Mb /s;

CPU computing with key
length of 512 bits - no more
0.02s;

CPU test - no more

0.03s;

generation common secret —
less than 0.02 sec.

Thus, to ensure the authenticity of the SI in ABS using symmetric and
asymmetric crypto algorithms, digital signatures and hash functions based on
MAC and MDC-codes [4, 11, 13, 14, 15, 23, 25, 26].

To ensure authenticity in financial services in the creation of Internet bank-

ing, mobile banking, usually using electronic signatures based on multifactor
authentication or extended. It is based on the combined authenticator, divided
physically, which significantly increases the safety of use, at least on the part of
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users accessing information systems in protected and unprotected communi-
cation channels.

Two-factor authentication, or 2FA — a method of user identification in any
service that uses two different types of authentication data. The introduction of
an additional level of security provides better protection against unauthorized ac-
count access. Using this type of 2FA, the user enters the first level of authentication
personal password. The next step, he must enter the OTP token (OTP — One-
time Password Algorithm), usually sent by SMS to his mobile device. OTP will be
available only to those who are supposed in theory, introduced the available third-
party password [50, 51]. Methods strict (two-factor) authentication is often used
in the financial sector, but in principle can be applied in almost any other field. The
main methods of construction of two-factor authentication classified [54]:

1. Software to identify a specific computer. In computer installed a special
program that sets it a cryptographic token. Then, in the authentication process
will involve two factors: the password and token embedded in a PC. Since the
marker is always on the computer, the user login only need to enter a user name
and password.

2. Biometrics. The use of biometrics as a second factor of authentication is
done by identifying the physical characteristics of the person (finger print, eye
membrane, etc.).

3. Disposable e-mail- or sms-password. Use as a secondary factor authen-
tication password OTP, perhaps by sending the second one-time password to
the registered email address or mobile phone.

4. Token with a single password. User is a device that generates a constant-
ly changing passwords. These passwords entered by the user in addition to your
regular password when authenticating.

5. Control outside. This method involves a call from the bank at a pre-
registered phone number. The user must enter the password on the phone, and
only then he will get access to the system.

6. Identification using gadgets. Such identification is performed by placing
cryptographic tag to any user device (e.g. USB-drive, iPad, memory card, etc.).
When registering, the user must connect the device to a PC.

7. Card with a layer. The user is issued a card with PIN-code is used only once.

General classification methods multifactor authentication shown in Fig. 3.34.

Given in [6, 8, 10, 52] multifactor authentication methods analysis showed
the following major advantages and disadvantages:

The advantages of the methods based on SMS — you notifications OTP
generation-codes at each entrance and transfer to additional channels, intercept
login and password on the main channel will not lead to the attacker bank
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client information. Binding OTP-password to the phone numbers. The main
disadvantages are: use of open channel provider can not provide confidentiality
OTP-codes using only cellular channels leads to “losing” two-factor authenti-
cation. There is a theoretical possibility of substituting numbers across service
provider or employees mobile shops.

TWO-FACTOR AUTHENTICATION METHODS
[ [ |

By the number of By the way of . .
S implementation By authentication stability
monochannel ‘ ~{ software ‘
|| Stable (based on asymmetric
multichannel —  Software and cryptographic algorithms)
hardware

Authenticator ty pe Temporarily-stable (based on

symmetric cryptographic
4‘ SMS-code By Way Of algorithms)
1.1, 1.4-1.10, synchronization
28,3.5-3.7 N Unstable (without using
One-time Self-sync — cryptographic
password (OTP) transformations)
11-1.10, 28, No sync ‘
3.5-3.7
‘ QR-codes
Certificate 1.1-1.10,2.2-2.9,
1.1-1.10,2.2-2.7, 3.1-37
3.1-37

Alphanumeric Passwindow code |

USB-key 1.8,2.5-2.9,.33

15,17, 18,2226,
33,37

Printed OTP / Numbers lists |
1.5,1.7,18,2.2-2.6,

33,37

L Person biometric characteristics

2.4-26,3.3,3.7

Fig. 3.34. Multifactor authentication methods classification

- Using methods of extra-authenticator (QR-codes) can support multiple
accounts in a single authenticator and create a primary key, no need to use cell
lines, OTP generation-Password-based encryption algorithms. The main dis-
advantages are — authenticator using the same device from which the entrance
leads to a “loss” two-factor access to primary attacker user key leads to cracking
the authentication system.

- Check the log using mobile applications automates the authentication
process without user verification based private key authentication in the mobile
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application. The main disadvantages are: loss/private key disclosure results in
cracking the authentication system, the possibility of receiving SMS-messages
through synchronization between iPhone and Mac, use authenticator on the
same device from which the entrance leads to a “loss” multifactorial.

— Physical (or hardware) tokens is the most reliable method of two-factor
authentication. Often they are presented as USB-sticks with its own processor,
which generates cryptographic keys that are entered automatically when con-
nected to a computer. The advantage is the absence of an additional mobile appli-
cations, software, tokens are completely independent device. The disadvantages
include- using multiple accounts leads to “bundle” tokens that are not supported
by all applications.

- Back keys are spare option in case of loss/theft of smartphones, which
come one-time passwords or codes confirmation. Loss/theft of keys reserve
leads to destruction of privacy authentication system.

- Bar-Passwindow system codes provide unique static image sequence of
characters generated dynamically authentication server without encryption al-
gorithms. Any-interference pattern or fake bar-code is passively presented to
the user in the form of combinations appearance in a pattern that does not
meet expectations. A major drawback is the possibility of a unique selection
bar-code card proposed in [6].

— The use of biometrics as a secondary factor authentication is done by iden-
tifying the physical characteristics of the person (fingerprint, iris, etc.). Advantages
of the method is to use the unique physiological characteristics of the person, the
absence of additional mobile applications and software. A major drawback is the
specific requirements for software-hardware devices readable biometric user data.

Thus, in automated banking systems are generally used multifactor authen-
tication systems based on one-time e-mail or sms-password and different types
of tokens. To ensure privacy standard remote banking OTP Bank transferred-
must use encrypted codes and independent operators channel delivery. This
approach is not subject to the majority of known threats, in addition to social
engineering that exploits the human factor.

3.3.2 Analysis of the threats that are relevant for today’s two factor au-
thentication protocols

The analysis of threats [61, 62, 63, 64, 65, 66] indicates a significant transfor-
mation and their hybridity. From a purely threats IS, CB, SI infrastructure ABS,
displays signs of hybridity threat began to occur as a result of simultaneous
action on the object of protection — SI in ABS by the emergence of the phe-
nomenon of synergism [61].
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Fig. 3.35 shown synergistic approach to classifying threats multifactor au-
thentication combined with shown in Fig. 3.34 2 classification methods FA.

Analysis of current authentication systems showed that their safety is mea-
sured by dividing the difference between the cost benefit attacks and for attack-
ing the cost of protection against them. So expensive, although safer methods
such as cryptographic PKI-protected devices with their own channels, screens
and keypads are rated so low on a scale of security, while the banking system is
still largely based on the cheapest and seemed be the least secure method of
using PIN-codes and passwords. Total cost and complexity of deploying such
devices often outweighs the benefit of their extremely high security.

Threats to the security of the network ABS can be divided into network
attacks (information coming from the remote agent) and local attacks origi-
nating from malware already installed on the client system, such as Trojans,
rootkits, and so on. Often authentication security assessment focused primarily
on network attacks suggesting that the terminal (ie, desktop computer, laptop
or mobile device) is protected platform [5, 50, 51, 52]. However, often the at-
tacker has full access to the victim’s computer through the hidden processes of
communication that remained from malware using uncorrected security holes
licensed software.

Typical methods of attacks on Bing are:

» Fracture online databases — stealing information stored in commer-

cial databases, data.

o Man in the middle/phishing — third party intervenes and represents
the client and server, making recording and/or alter each other.

«  Attacks in social engineering — cheating customers with a view to find
out their personal information for transmission by hackers.

o “Man in the Browser” — malicious software that is installed on the
computer victim to report network activity, keystrokes and screen data
captured by a hacker, allowing him to intercept data transfer funds,
which funds may be unintentionally distorted by changing the infor-
mation displayed in the browser user.

o Attack with full-force passwords — polled the server with all possible
combinations of passwords.

o Simple theft — written details about authentication or card can be
physically taken and copied.

o Observations from the back — an attacker can quietly watch as the user
enters details of the transaction.

With the proliferation of GSM, smartphones and tablets connected to the

network, even this safety advantage can be lost if user authentication transactions
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carried out on the same mobile device. In addition, the growth of unwanted soft-
ware for mobile now allows an attacker to gain access to the authentication codes
sent via SMS not only through traditional means of interception by malicious
software [55]. But by intercepting and decrypting data transmitted via GSM-net-
work telecommunications [57].

Attacks mobile authentication successfully conducted without such tech-
nology. Instead, an attacker impersonating a user device and asks that all SMS
messages sent to another phone number throughout the attack [57]. Another
method of authentication using mobile camera to read the barcode image on a
workstation user who encrypted with OTP information about the transaction.
This method has a problem, assuming that the operating system on the mobile
device is not subject to such a vulnerability to malicious software, like all other
forms of software that works with the network [59].

When using biometric authentication user data available for online authen-
tication. However, biometric authentication devices can not communicate with
local devices or network without facing malware attacks and/or attacks “media-
tor” [56]. This method is as impossible to change again, after the attacker gave
himself for user using biometric authentication.

Biometric authentication provides the user with a convenient way to gener-
ate online user name, but the network and tapped the infected mobile device,
the overall performance of the safety of such methods is better than using nor-
mal user name and password.

Electronic hardware tokens come in several forms and include various
security features authentication. The most common hardware tokens gener-
ating one-time passwords (OTP) using cryptographic algorithms with an in-
ternal key, or, more often, the secret key is generated based on common, syn-
chronized system time values. The user device reads the displayed numbers
and manually enters them into their terminals to cross-reference with the
authentication server.

This simple method of electronic OTP generation remains vulnerable to
attacks “mediator”, as users are required to disclose OTP no means of checking
the authentication context.

In response, many manufacturers have added a small token numeric key-
pad, significantly increasing the size of the marker, but allowing the user to en-
ter information about specific transactions encrypted with a secret key before
the user enters the result in his terminal. This is a type of check or signing a
transaction and does provide some protection from attack “mediator”.

However, this method is still vulnerable to attacks using laborious manual
process of signing the transaction. The time and attention required to perform
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manual operations have been successfully used to distract the user from the
transaction context information that the user takes, and therefore attacks can
be successfully implemented on a mass scale [60].

Printed lists OTP/grid numbers. The older method of providing one-time
passwords — a printed list of randomly generated passcodes or transaction au-
thorization codes on paper or scratch cards. Each access code is requested in
sequence and is used to authenticate a transaction.

An alternative may be used printing character and authentication server
will issue a barcode, asking symbols are in certain coordinates.

Both methods use the keys and signals that can be communicated verbally.
This allows the attacker to ask the user follows the actual code via malware
using social engineering or phishing attacks. In addition, the relatively low en-
tropy lists or grids require frequent changing of keys to prevent repetition code
request attacker.

These methods are vulnerable to the full range of attacks “intermediary” for
the same reasons that all authentication methods with unknown context.

Fake (weakened) barcodes. An attacker could try to weaken the protec-
tion PassWindow, changing the frame rate of this (intercepted) bar code before
delivering weakened (Simplified) barcode person. This method reduces the en-
tropy of the bar code to change the details that would facilitate analysis inter-
cept requests/responses. But obviously damaged barcode passively warns the
user attempted attack, causing suspicion about the use of computers and com-
munication channels.

This attack requires a large number of hacker steals from 20-30 in the case
of small templates for hundreds of large templates of several thousand when
using the method in the animated Advanced Security.

Consider an effective method of breaking two-factor authentication based
on PassWindow.

3.3.3 Use two-factor authentication based on PassWindow and analysis
of safety

PassWindow is a way to provide two-factor authentication in the online en-
vironment. It includes two matrix — a physical key with patterned printed on
plastic portable digital pattern plate and bar code represented as an image on
a standard electronic screen, for example, the display laptop or mobile device.
They generate a unique one-time password to the user and a set of numbers
for a single transaction when overlapping. This password is then used for on-
line authentication and authentication transactions. Information about specific
transactions included in these figures, such as the intended account number or
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transaction amount, allowing the user to visually confirm the authenticity of
the received authentication request [67].

Technology PassWindow based on the unique ability of the matrix to trans-
mit information so that it stands only at imposing physical pattern of signs in-
tended recipient (the information the user has) and then displays a template bar
code (challenge pattern) electronic network devices users such as computer,
smartphone, and so on. The combination of the key and template barcode cod-
ed information shows only a single user, and a complete revision of the tem-
plate is possible only with the direct angle. Any interception barcode via elec-
tronic devices means that information when no leak is enough to have learned
the secret key attacker template user for the duration of the card.

Patterns barcode PassWindow may exist as unique static images or se-
quences of characters in a more extended version of the animation, which is the
main subject of this document. These animated barcodes consist of a sequence
of static templates, each containing coded characters or mean nothing and just
add dynamic entropy in the whole pattern [67]. Sequences templates barcode
dynamically generated authentication server so that each is unique (and, there-
fore, make sense) only in conjunction with the key to which they are suited. The
main stages PassWindow system shown in Fig. 3.36.

The analysis in [6] threats PassWindow showed that the most effective ana-
lytical threat is an attack on a secret key (barcode card). To succeed algorithm
should take three to five sessions monitoring (transfer client OTP Bank). Moni-
toring algorithm plastic cards PASSWINDOW shown in Fig. 3.37.

In the interest of testing PassWindow vulnerability to such attacks, was
built fracture algorithm that tries to use these principles to perform this analy-
sis, which confirms the practical part of the algorithm regardless of the number
of transferred numbers.

Monitoring algorithm based on plastic cards PassWindow system consists
of the following steps (see Fig. 3.37):

1. Monitor channel and receive data sessions.

2. Translation of data into a class indicator (in the form of binary code), which is
able to operate as an object (class indicator represents an array of 7-units/zeros);

3. Check the possibility of forming “numbers” in each item card (loop for
all sessions). Inside the loop cycle begins for each sequence — turns every indi-
cator seems “true” (believe it was the figure).

Inside the loop is checked — if the current position is “true’, then the option is
created, which is recorded reverse indicator generator if the position is “wrong” —
written indicator. After each cycle within a sequence is the intersection of the last
sequence variants, i.e. NlmNj) — final leaves (variants) are reviewed and thrown up;
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1. The users enters transaction information for authentication

- | X
Transaction information

Enter transaction information:

Account: | 5763-0263 |
Amount: | 55032

2. After this, the PassWindow authentication server creates a single-
use barcode and also specific information: the last three digits “263”

Checking account =k —

Using your key template will confirm that
the last three digits of the 5763-0263 account
are the same as the numbers.

- E 3

3. The user puts a card with the key and visually checks the transaction
information coincidence; after that, he enters a one-time password to
authenticate the transaction.
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Fig. 3.36. The main stages of PassWindow
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4. Review all sequences in all sessions. Intersection of letters between ses-
sions alternately (first session of the second, the result of the intersection of the
third session and so on.D). After each session intersection adjacent leaves —
leaves “exempt” from the copies;

5. Intersection of letters sessions together. Cycle all letters — each op-
tion is checked for incoming data — the data generator, if it has a conflict
which indicators, such sheet (option) is discarded. As a result, there will
be only one option that does not conflict with any of the sequences of all
sessions;

6. Conclusion of the final version of a file output.txt binary string format.

The proposed algorithm PassWindow monitoring system allows the trans-
mission of 3-5 sessions OTP password generate unique barcode card user and
get full access to its bank accounts.

3.3.4 Research methods for constructing OTP password

Trends in ABS lead to the fact that users must use different devices to
access the resources of financial services ABS — used stationary or mo-
bile computer, tablet or smartphone [15, 68]. Technology-time password
(OTP), can help implement a strict two-factor authentication, and requires
significant costs of implementation and support [15, 68]. OTP virtually in-
vulnerable to attack the network analysis package, and further requires the
user to enter a PIN-code, which is an additional factor of authentication
[15, 68]. Thus, a two-factor user authentication system based on the posses-
sion of something (Authentication by Ownership) or based on knowledge
of something (Authentication by Knowledge) [68]. The downside of using
OTP-password is the ability to “intercept” malicious text (SMS-messages)
from one part of the token. Attacking may compromise your 2FA based on
text in several ways: based on the methods of social engineering (forwarding
messages through ISP) intercept messages using the IMSI-catcher (Interna-
tional Mobile Subscriber Identity — international identification of mobile
subscribers), using flaws in the protocols that allow operators due to ex-
change data between networks [69, 70]. For this reason, the National Insti-
tute of Standards and Technology USA (NIST) in [71] prepared to ban the
use of two-factor authentication based OTP-passwords for services that are
connected to the public IT systems. Thus, there is a contradiction between
the OTP-use passwords and protocols two factor authentication security for
their use.

In [71], the following authentication confidence level (Authenticator As-
surance Levels, are shown in Fig. 3.38.
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‘ LEVELS OF AUTHENTICATION DISTINCTION

AALI provides some assurance that the applicant controls the
authenticator associated with the subscriber’s account. AALI is
provided by one-factor or multi-factor authentication procedures
using a wide range of available authentication technologies.

Authentication level 1
(AAL1)

I Memorized Secret

|| Look-up Secret One-time password(OTP), (SF
OTP Device) Single-factor cryptographic software,
 Out-of- (SF Crypto Software)
Out-of-Band Multifactor OTP Device, (MF
OTP Device) Multifactor cryptographic software,
(MF Crypto Software)
|| Single-factor cryptographic device, (SF
Crypto Devi - - -
rypto Device) Multifactor cryptographic device, (MF
Crypto Device)
Authentication level 2 j> AAL2 provides a high degree of certainty that the applicant controls
(AAL2) the authenticator (s) linked to the subscriber’s account. Proof of
ownership and control of two different authentication factors is
ﬂ MF OTP Device | required by the control (s) of secure authentication.
% MF Crypto Software | Memorized Secret plus:
* Look-up Secret
% MF Crypto Software | « Out-of-Band
- - * SF OTP Device
ﬁ MF Crypto Device | + SF Crypto Software
* SF Crypto Device

AAL3 provides a high degree of certainty that the applicant controls
the authenticator (s) linked to the subscriber’s account.
Authentication in AALS3 is based on proof of possession of the key
through the cryptographic protocol.

Authentication level 3
1(AAL3) $

ﬁ MF Crypto Device

L| SF Crypto Device plus _
Memorized Secret SF OTP Device plus
- SF Crypto Software
SF OTP Device plus plus Memorized Secret
LI MF Crypto Device or
Software

Fig. 3.38. The levels of reliability and authentication mechanisms of OTP password

The analysis of requirements in [71, 72, 73, 74] to OTP-forming methods
passwords showed that:

- secret authenticator memorable — commonly called password or if nu-
meric, PIN — a secret meaning that for selecting and storing user must consist
of 8 characters, be very difficult to remember and kept secret. To form a secret
authenticator proposed to use algorithms of MAC codes: HMAC [FIPS 198-1],
SHA-3 [FIPS 202], CMAC [SP 800-38B] or Kecacak Message Authentication
Code (KMACQC), customizable SHAKE (cSHAKE) or Parallelhash [SP 800-185];
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- secret authenticator Look-Up — represent a physical or electronic re-
cord, which stores the set of secrets that are shared between the applicant and
CSP (Center for Security Policy — Center for Security Policy). To create the list
of secrets standardized random bit generators [SP 800-90Ar1] [74];

- authenticator-band — the physical device that uniquely addressable and
can communicate securely with the verifier through a separate channel, called
the secondary channel. The device has also supervised the applicant and sup-
ports private communications by the secondary channel, separate from the pri-
mary channel for electronic authentication. To form the second channel can
be used by public network, dial (4G LTE). Authenticator is transmitted in en-
crypted form [75];

- single-OTP-generating unit OTP. This includes hardware devices and
software generators OTP, installed on mobile gadgets. These devices have built-
in secret, which is used as a key for OTP generation and requires activation via
a second factor. To generate the key using symmetric and asymmetric crypto
algorithms. OTP is displayed on the device and entered manually for transfer
to the verifier, thus proving ownership and control device;

- multi-device generates OTP for use in authentication after activa-
tion with an additional authenticator. The device uses hardware devices and
software OTP generator based on symmetric encryption algorithms or hash
functions that are installed on mobile gadgets. The second factor authentica-
tion can be achieved by using a built-in input area integrated biometric read-
er (e.g. fingerprint) or direct computer interface (e.g. USB-port). OTP is
displayed on the device and entered manually for transfer to the verifier;

- single-factor authenticator encryption software — a cryptographic key
stored on disk or some other “soft” media. Crypto-factor authenticator soft-
ware encapsulate a secret key that is unique to the authenticator. Authentica-
tion is performed by checking the ownership and control key;

- single-cryptographic device is a hardware device that performs crypto-
graphic operations using secure cryptographic key and providing output au-
thenticator via direct connection to the endpoint user. The device uses a built-
in symmetric or asymmetric cryptographic keys and requires activation via a
second factor of authentication. Authentication is performed by checking the
ownership of the device authentication protocol;

- multi authenticator encryption software — a cryptographic key stored
on disk or some other “soft” media that requires activation via a second factor
of authentication. Authentication is performed by checking the ownership
and control key;



3.3 Develop methods to ensure the authenticity of the bank in automated banking systems based...

183

[ AUTHENTICATOR TYPE }

emembere
mystery (Memorized
Secret)

Smgle-factor cryptographic software,

One-time password (OTP), (SF
(SF Crypto Software)

OTP Device)

Secret secret (Look- Multifactor OTP device, (MF
up Secret)

Multifactor cryptographic software, ‘

OTP Device) (MF Crypto Software)
Bandwidth devices Single-factor cryptographic device, || Multifactor cryptographic device, (MF
(Out-of-Band) (SF Crypto Device) Crypto Device)

! U U g U

Production or modification of

: Theft: . .
the OTP (Assertion Manufacture ] : . . Offline Cracking:
or Modification): - Hardware ?ry ptolgr aPh‘C device PKI authenticator software is
- Generating a false OTP OTPWdaS ,Sto e, lon: attacked by dictionary, to
password,; Ti " C\t;cc tls sto (tml, . determine the password for
- Replacement of an existing OTP ° le?ﬁl 161111 Lcator 15 ls olen, decrypting the private key
password - The phone is stolen
Eavesdropping:
Dunlication: - Observing the keyboard;
3 _Juplication: : ’ - Interception of the keyboard when recording
- Passwords written on the paper are disclosed; from the keyboard:
- copying the passwords stored in the files; - The PIN is fixed from PIN-input'
- Software PKl-authenticator(private key) copied; - The hash code is received on the basis of the
- The requested authenticator is coped; «pass-the-hash attack»
- A fake biometric authenticator is made - Interception od secrecy when transmitting via
Wi-Fi
i Phishing or Pharming:
Side Channel Attack: . g .
- The key is extracted by the differential analysison || ~ Disclosure of the vlgfgzggxfgb‘giltlgll subscribed to the
the hardware aryptographic authentication; - Disclosure of the password in response to an inquiry
- The secret of the cryptographic authenticator is by e-mail from the Fisher:
extracted by analysing the response time of the . A p o .
authenticator for several attempts - Disclosed by the subscriber on the website of a fake

verifier accessible through DNS spamming

Social Engineering:

. : Endpoint Compromise:
. Dlsclosur(i of tl;c Pais,w ord to the - The cryptographic device connected to the endpoint is used to
Discl el}}}t)hoy e dto th authenticate remote attackers;
T UASCIOSHIG O Tik PasWars & - Authentication is performed on behalf of the attacker, not the
“system administrator”; subscriber:
- receiving SMS from the provider - Harmful software at the end point outbound secret, sent by SMS;
by persuasion : A

- Validation of proxy servers for malicious code or export od end-of-
the-line authentication keys

Online Guessing: i L.
Online dictionary attacks are used to . Unauthor;zed Binding: .
guess the learned secrets An attacker intercepts an authenticator or security key for a route to a
subscriber
T 1T 1T
[ AUTHENTICATOR’S THREATS

Fig. 3.39. Classification by type of threats authenticator
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- multi cryptographic device — a hardware device that performs cryp-
tographic operations using one or more cryptographic keys protected and
requires activation via the second content authentication. Authentication is
done by checking the device ownership and control key. Exit authenticator
provided a direct connection to the endpoint user and depends heavily on the
particular device and the cryptographic protocol. Multifactor authenticator
devices use cryptographic protected from unauthorized access equipment to
encapsulate the secret key.

Fig. 3.39 are the main threats authenticator that can be classified based on
the types of attacks authentication factors [51].

The analysis of threats based on a synergistic approach to threat assess-
ment [76] Shows that criminals today use a comprehensive approach to obtain
personal data of users and creators service authenticator ABS. Typically, hack-
ing techniques based on combining social engineering techniques with tradi-
tional methods of masquerade and penetration.

Also used and new types of cyber attacks to effectively embed malware on
mobile communications, which in turn leads to lower profitability multifactor
authentication methods based on SMS-messages and passwords OTP-ABS.

Thus, there is need for additional means of transmission authenticator pri-
vacy in open systems mobile/4G LTE, dial. In the next section the method of
two-factor authentication based on HCCDUC MEC, which can eliminate the
contradictions.

3.3.5 Development of two factor authentication protocol on hybrid de-
signs crypto code of unprofitable codes

The analysis attacks on multifactor authentication schemes authenticator
using OTP-password allows us to formulate the basic requirements for the fol-
lowing protocols:

— anincrease in multi-factor authentication;

- increasing the length of secrets, sustainable use of standard encryption

algorithms;

- use encryption procedures in the transmission channels open Internet

(GMI), open mobile networks;
- increasing requirements of safety in the system and network devices
GMI and mobile networks;

- improving information and cyber literacy users.

To meet the requirements of the authors proposed to use a crypto-code
system considered in [7, 8, 9]. In [9, 10] the practical crypto algorithms hy-
brid coding structures on unprofitable codes that allow improved multi-
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authentication scheme to enhance the reliability and reliability authenticator,
which is formed.
For this bank card (BC) should keep the following data elements [8, 10]:

1.

4.
5.

6.

Index of public key certificate authority — so that the terminal can
handle multiple certification centers, this value specifies that the keys
must use the terminal when working with this card;

the public key certificate issuer — signed by the Certification Center;
Public Key Certificate BC — signed by the issuer and is based IAMB
McEliece;

module and the public key exponent of the issuer;

module and the public key exponent BC;

The secret key BK.

The terminal that supports multifactor authentication scheme, should keep
public keys of all CAs and associated information related to each of the keys.

The terminal should also be able to choose the appropriate key index based
on (1) and some special identity.

To support multifactor authentication bank card (BC) the user should
have its own key pair (public and private key authenticator). The public key is
stored on the BC in BC public key certificate. Each public key BC certified by
the issuing bank, and trusted certification authority certifies the public key of
the issuing bank. This means that the authenticator to verify the card terminal
must first check the two certificates to authenticate and restore BC’s public key,
which is then used when checking authenticator BC.

The process proposed authentication method consists of five steps:

1.

Restore the terminal public key certificate authority. The terminal reads
the code (1) identifies and extracts the module public key certificate
authority stored in it — masking matrix (X, P, D), the equation curve
geometrical code (AHA) and associated information, chooses the ap-
propriate algorithms.

Obtaining initialization vector (secret “places” in the vector error —
shortening bits) of the issuing bank. Formation OTP password (error vec-
tor based on the modified crypto-code system (MNCCS) Niederreiter).
Formation authenticator on the basis of McEliece MNCCS. Getting
codeword (authenticator) by adding the received codeword with the
session key.

Formation of unprofitable text authenticator and loss [40, 41].

Check the validity authenticator. Finding a multiplicity of vector errors
and comparison of obtained. The structure of the proposed method of
two-factor authentication based on HCCDUC shown in Fig. 3.40.
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Thus, hybrid crypto-code constructions on unprofitable codes can increase
the number of token authenticator, use two asymmetric crypto-code system,
two / four channels unprofitable text authenticator and loss.

Scalable software module by changing the parameters MNCCS Nideraytera
and / or McEliece, depending on the requirements put forward communication
channel ABS ensures its implementation in mobile gadgets and compatibility
with the protocols of Internet banking OPS.

3.3.6 Studying the properties of the proposed method of two-factor
authentication

The improved method of rigorous two-factor authentication password
OTP-based crypto-code constructions MNKK McEliece and Niederreiter
eliminates the main drawback of this protocol 2FA — transfer some token
authenticator open channels of mobile communication. Block diagram of the
practical implementation of proposed 2FA on HCCDUC shown in Fig. 3.41.

Evaluation of the reliability of the proposed HKKK on unprofitable codes.

To assess the reliability of use proposed in [9] entropy method of reliability
assessment.

The proposed hybrid cryptosystem is comparable to the stability of the
damage to the second method — damage to ciphertext, considered in [40, 41].
In this case we have a set of ciphertext unprofitable and loss, all individually do
not meet the initial meaningful text.

With the full aggregate ciphertext unprofitable and loss of individuality dis-
tance is increased due to additional damage to key ciphertext. Thus, additional
encryption allows to obtain an increased distance singularity:

H(H")+H(X\ )+ H(P,)+H(Dy)+
+H(G™ )+ H (X[ )+ H (P, )+H(D,,)+

(Kl )+ 1 (K))+ 2 H (K, )+ (K))

3.93
Blog|l| » )

U,=

where: U, — distance individuality;
H', X3¢, P,, D, — private key in MNCCS Niederreiter;
G*, Xy, P, D, — private key in MNCCS McEliece;
K\, — key in HKKK Niederreiter on unprofitable codes;
K\, — keyin HKKK McEliece on unprofitable codes;

|I] — the number of meaningful texts;



3.4 Condlusions of the third section 189

B — source code redundancy;
m — number of losses.

Expression (3.93) to evaluate the stability of the proposed hybrid crypto-
code constructions McEliece and Niederreiter on unprofitable codes.

The proposed method provides strict protocol continued use of OTP
authentication password, no significant change channels, improve perfor-
mance software used encryption algorithms that provide hybrid attacks on
opposition SI.

3.4 Conclusions of the third section

Thus, in the third chapter of the thesis presents the results of research re-
lated to ensuring the confidentiality, integrity and authenticity SI in ABS, in-
cluding developed and experimentally investigated methods of hybrid crypto-
code designs on unprofitable codes (HCCDUC). Based on assessments of the
effectiveness TZZI the ABS to ensure confidentiality, integrity BI proposed new
mechanisms based HCCDUC that allow you to build asymmetric cryptosystem
based on modified asymmetric crypto-code systems (MNCCS) McEliece with
modified elliptical codes ((MEA) — short or extended) to ensure an appropri-
ate level of security and reliability. The studies yielded the following results:

1. A method for ensuring confidentiality and integrity SI in ABS on hy-
brid crypto-code designs on unprofitable codes. The method is based
on a modified crypto-code system to McEliece modified geometrical
codes that are integrated (a mechanism) provides IS SI (safe time —
TB>200 g., Resistance to cryptanalysis L, <10*-10* group opera-
tions), transmission reliability SI in ABS (R, _<10~), and reduce en-
ergy costs in their practical implementation in 107*? times (encryption,
decryption) by decreasing order of GF(q). Implementation of the pro-
posed methods can improve security SI in ABS

2. The method of two-factor authentication based on HCCDUC MNCCS
McEliece and Niederreiter of MES that provides a level of stability OTP
passwords during transmission channels of communication open and
to keep the possibility of further use of two-factor authentication pro-
tocol based on SMS-messages. Despite the decrease in power Galois
field to GF(2°) for MNCCS and GF(2*) for HCCDUC statistical char-
acteristics of crypto-code constructions were at least no worse than tra-
ditional NCCS McEliece in GF(2'). All cryptosystem tests were 100 %,
and showed the best result in shortened HCCDUC MEC: 155189 tests
completed at 0.99, which is 82 % of the total number of tests. This tra-
ditional NCCS McEliece in GF(2'°) 149 tests showed at 0.99.
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CHAPTER 4. Development effectiveness evaluation
approach to investment banking in information
security in automated banking system

4.1 Development of evaluation method investment
information security of banking information in terms
of simultaneous action of threats to information
security, cyber security and banking information

4.1.1 Development of composite indicator of investment in the system of
banking information security in automated banking systems

Development OPS closely associated with the intensive development of in-
formation technologies as the Internet computer system and its information
resources.

OPS related to critical infrastructure, which are crucial to public order,
economic stability and national security states, it concerns the protection of
national security, and so is the responsibility of the State [1, 16]. Information
technology ABS is an integral part of business processes OPS in which infor-
mation protection system (GIS) based on TZZI is used to ensure continuous
and safe handling and Bln circulation.

Taking the decision to finance the creation and maintenance of all life stag-
es of the GIS OPS seeking to significantly reduce material losses in the course
of business, the cost of providing the IB BIn in ABS make up 30 % of all spend-
ing on information systems (IS) [2, 3, 4, 5, 6, 7, 18]. However, only 10% of
companies implement effective investment in information security, 40 % — are
exposed to risks of large quantities IB.

Thus, the problem of effective investment in ABS IB BIn with the rap-
id increase in the number of hybrid attacks on infrastructure ABS is not
solved. This is confirmed by analysis of published works and existing ap-
proaches [9, 12, 13, 14, 18].

One of the main issues is to assess the efficacy OPS taking measures to en-
sure the security of all components; IB, CB, BI information assets BIn in ABS
for maximum profit. Evaluation of effectiveness of investment in information
security is currently a topical issue, because for evaluating investments in IT
security company (OPS) should correlate the cost of IP and obtained benefits
from the use TZZI in terms of financial and organizational perspectives [3].

Analysis of recent research [4, 5,6, 7,9, 12, 14, 15, 18] Showed that the mar-
ket conditions any undertaking OPS focused on supporting competitiveness.
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Continuous circulation of information assets BIn in ABS, the link be-
tween information resources Bln, effective functioning of the ABS in which
they are processed, the final impact on the financial performance of commer-
cial banks in Ukraine.

It is believed that the cost of information security (IS) OPS effective if they
meet the requirements of government regulations and standards, the NBU and
the IB commercial or state bank concept.

This understanding stems from the fact that for an objective assessment of
economic benefit IB no universal method. The lack of reasonable and generally
accepted methods for assessing investment in the security BIn often creates a
situation of alleged contradictions between the results obtained in implement-
ing the ABS TZZI OPS objectives and optimize costs, limit investment oppor-
tunities OPS.

In economic benefit usually means exceeding cost estimates outcomes rele-
vant measures of total costs of their resources for the billing period [2, 7, 8, 18].

The complexity of evaluating the effectiveness of security measures in the
BIn ABS OPS is caused by a number of circumstances. According to the theory
evaluating the effectiveness of the quality of any object, including GIS, appears
only in the course of its intended use (operation target) because the objective is
to assess the efficacy of [9, 12, 13]. The analysis methods for assessing the ef-
fectiveness of investments showed [2, 3,4, 5, 6,7, 8,9, 12, 13, 18] That are con-
ventionally divided into three groups: financial (traditional quantitative) and
qualitative (heuristic) and uncertain nature. General classification methods for
evaluating investments provided Fig. 4.1.

To assess the economic component of the efficiency of IT projects in the
world the most commonly used basic indicators of financial groups: the rate of
return on investment (ROI), net present value (NPV), internal rate of return
(IRR), payback period (Payback Period), the economic attractiveness (EVA),
balanced Scorecard (BSC), total cost of ownership (TCO), etc.

However, when trying to estimate the net profit from the project with IB
having significant difficulties because the methods originally designed for the
analysis of financial investment instruments, taking into account mainly the di-
rect costs and their direct effects and simply do not consider their mathematical
models are important non-financial parameters and effects of the project IB. This
group does not allow methods to adequately assess the real economic impact of
the project complex information security (CISS) [3, 6, 12,13, 17, 18].

Cost method evaluation (see Fig. 4.1) can be used only in dynamics. The
absence of statistics because of privacy Bln does not allow investors to conduct
a reasonable calculation of risks ABS.
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METHODS OF ESTIMATING PROJECTS ECONOMIC
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Fig. 4.1. Classification of methods to assess the economic efficiency of projects

This group of methods involves comparing the estimated project from al-
ready realized, this method actually can not find wide application in a highly
competitive environment and the basis of existing companies in OPS privacy
mode. Moreover, this analysis by comparing the project CISS — according dis-
close its composition — with other projects OPS (competitors) and third par-
ties paradoxical and contrary to the main aim of the project [5, 14, 16, 18].

Group heuristic methods offers a comprehensive approach to assessment,
but has limitations when evaluating projects CISS OPS. Thus, the method of
Balanced Scorecard BSC (see Fig. 4.1) aims to develop management strate-
gies based strategy maps based on grouping (comBIned) goals and metrics
categories: finance, customers, processes, development, and so on. Howev-
er, the use of the method does not introduce a strategic plan for OPS and
does not require the rejection of traditional planning tools and control [7].
FTA method is based on two related assumptions about what components of
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randomly destroyed in accordance with known probabilities of destruction,
and the lowest level of the tree component failure independent of each other.
The main disadvantages of the method are: uncertainty probabilities of basic
events affecting the assessment of the likelihood of the final event; in some
cases the events are unrelated, and sometimes difficult to determine whether
we include all important ways to the end of [4]. Methods LE, PM, SLCA based
on a comparison of losses from violations of security policy that can confront
OPS and OPS investment in safety. Methods based on the analysis of expert
groups OPS on which models are built “as is” and “how to”. The results of the
expert group are largely subjective and do not give an objective assessment of
the risks contained. These deficiencies characteristic of the group of empirical
assessment methods.

Group probabilistic estimation methods (see Fig. 4.1) provides early imple-
mentation of specific management systems/quality management system (QMS)
in the company OPS requires a significant investment of financial, human and
time resources, aims not only to assess individual projects as the overall man-
agement of the company OPS and fit only for expensive long-term projects [5].

In addition, the methods do not consider important — BIn in ABS cir-
culates in terms of simultaneous action on the system of information secu-
rity threats, cyber-security and safety information. Only an approach that
takes into account the hybrid threat (of synergies) for components of safety:
IB, CB, BI BIn in ABS allows to obtain full and adequate assessment of the level
of investment in information security BIn in ABS, which significantly affect
the value of investments in the safety of the banking sector and opens the way
to make informed management decisions on security.

Thus, the analysis methods of assessments of the effectiveness of invest-
ments in IB showed that the formation of an objective assessment of the ef-
ficiency of investment in the security BIn in ABS very laborious process, and
usually evaluation of security measures in OPS reduced to finding categories:

— ROI, ‘Return on Investment  investment rate of return;

- TCO, “Total Cost of Ownership’, total cost of ownership;

- PB, “Payback Period” payback.

To assess the costs of security Bln to use the OPS approach proposed in
[3, 12, 13]. The specificity of the approach proposed is based on a mathemati-
cal model of synergetic threat assessment and improved model of the offender
based on a synergistic approach improved classifier threats ABS [10, 11] And
reduced to the calculation of a security risk BIn in ABS in terms of simultane-
ous action on the system of information security threats, cyber-security and
safety information. This approach allows us to evaluate the continuity of the
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functioning of business processes (processes information) and the ABS coet-
ficient of internal rate of return on investment.

Presentation safety Bln as an information process, not a product, makes it
possible to interpret the security of information assets as a multi risk manage-
ment violations of safety OPS. As a result, risk management can achieve balance
information risks for the activities of OPS, reducing the potential threat of hybrid
components for security, IB, CB, BI aimed at computing facilities that process in-
formation resources. The results of the balance of risk information assets BIn se-
lection is an effective method of control that allows to pinpoint Bln security set-
tings and get the best return on investment for the construction CISS in ABS [13].

The formal description of the model estimates of investments in security
BIn OPS, subject to necessary counter threats to hybrid BIn in ABS can imag-
ine [3, 10, 11, 12, 13, 14, 19]:

- I ’AABS’{DFABS },rangABS’{SZABS },dABS,DABS

RO]ABS NPVABS ROS[ABS rABS CVABS OUABS

where: 1 o the value of information assets;

(4.1)

A*BS — a sign of cost-effectiveness;
{DF ABS} — set of sources of threats to the safety components: IB, CB,

BI BIn ABS [10];
rang™® — Rank development process TZZI (GIS);

{SZABS} — set TZZI (GIS) [10];

ds present value of cash flow;
ROI*® _ rate of return on investment;
NPV 55 __ the net present value;
ROSI*® — ROI TZZI (GIS);
r*#% — factor of profitability in the security BIn;
CV* — the degree of risk per unit of average income;
D*55 _ income from the use TZZI (GIS);
OU*B5 _ estimate of income from the use TZZI (GIS).
The importance of information assets BIn evaluate the expression:

EABS
IOAES =2 (4.2)

ABS

Bin
where: E ;}ZS — the cost of information resources (IR BIn) Bln;

ABS
Y,

i, — capital invested in the operation of the IP BIn.
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Signs of cost effectiveness A** evaluate the expression:
A =2 (43
, )
where: e — expected economic effect;
b — TZZI(GIS) development costs.

If a commercial bank OPS weighs feasibility of a project, in the simplest
case, it can calculate the provided net cost of NPV#5 income and expenses
that will project and compare them. In other words, the return on investment
should exceed the costs and profitability OPS establish their own [3].

ROI"™® = NPV,'» — NPV, (4.4)
where: NPV,*» — income from investments in TZZI(GIS) ABS;
NPV* — costs TZZI(GIS) ABS;

ROI"® — return on investment in TZZI(GIS) ABS.

The same approach applies to assess the feasibility of investing in the security
Bln in ABS. The main difference — investments in security BIn in ABS is not
profitable, but only hypothetically prevent costs. Thus, TSZI OPS ABS should
prevent costs more than the money spent on their development and implementa-
tion in TZZI(GIS) ABS, which will talk about ROI TSZI(ROSI**) [3, 15]:

ROSI'® = NPV 3> — NPV ,> (4.5)

zbtszi zviszi ?

where: NPV, — the cost of removal without compromising security embed-

zbtszi

ded TZZI (GIS);
NPV25 _ the cost of removal of compromised security with embed-

zviszi

ded TZZI (GIS).
This net present value NPV

4% calculated by the expression:

N ALE, N ALE,
NPV 5 =" L, NPVIS =C o+ —, (4.6)

o i=1 ( 1+ I’)l o i=1 ( 1+ I’)i
where: N — number of intervals investments;
ALE, — expected losses in the i-th period;
r — discount rate;
C_ — cost remedies.
For improving synergies in the security BIn ABS hybrid in terms of coun-
tering threats to security components: IB, CB, BI integration of threats should
be considered:

DF* ={y™U{r*}, (4.7)
where {VAS} = {VASB'}H{VAS'B}H{VASKB'}‘ in which V™ — class natural

sources of threats V*5 = {VAS’B N ,VASKBr} — class anthropogenic threats,
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where V4 — set of information security threats, V*** — set of information
security threats, V*** — set of cyber security threats. Each element of the

plurality of threats DF, e{DF ABS} Can be presented as a vector value

DF.(p, u, risk), where p — the probability of threats, u — potential loss, risk —
the risk is expressed in a qualitative manner and takes one of two states
T, ={valid, invalid} ={«a_, a _}.

When Bln risk calculation method applicable. Annual loss expectancy —
ALE, is the expected loss in each period of evaluation:

ALE™ = il(OﬁﬁS)ﬁ, (4.8)
i=1

where: {Ogﬁs} — set of threats;
I (0,3“;'15 ) — cost implications of the threat;

ALE"S — the expected loss on sale;
F, — Frequency (feature) of threats.

Development costs TZZI(GIS) ABS OPS are determined by rank. Evaluation
rank TZZI development (GIS) ABS OPS rang®® carried by the expression:

rang™ = SU]M—XP, (4.9)

4BS
Sorz

where: SUM — expected profit from the introduction TZZI(GIS) in ABS OPS;
p — probability of success using TZZI (GIS);

ABS
Sopz

protection TZZI(GIS).
Present value of cash flow d*** estimated by the expression:
d*™ =D +ROI"™, (4.10)
where: D — discount rate;
ROI*® — return on investment in TZZI (GIS) ABS.
ROI factor B BIn #** calculated by the expression:

T
pos oy Ch (4.11)

= (1+ROSI*™ )

where: t — the beginning of the time period;
CF, — cash flow in period t;

— costs of developing, implementing and maintaining the level of

ROSI*™ — revenue from the project;
T — the end of the time period.
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Assessment of degree of risk per unit of average income CV ** obtain us-
ing the expression:

CV* =——2, (4.12)
u(E)
where: o (E ) — standard deviation costs of the TZZI(GIS) OPS;
u (E ) — expectation for realization TZZI(GIS) OPS.

Income D** the use TZZI(GIS) evaluate the expression:
D** = Cost,P, — Cost, (1- P, ), (4.13)
where PP, — the probability of income;
(1-P,) — the probability of losses;
Cost,,Cost, — unit cost information assets.

The proposed model is based on an assessment of investment in the secu-
rity BIn OPS hybridity based on threats BIn in ABS and discounting of future
cash receipts and expenses. Thus, this model takes into account the change in
the security BIn investment OPS over time.

Characteristic changes in investment flow is the I(t) intensity the number
of average changes in flow per time unit [13]. The intensity intervals to evalu-
ate Ay, between changes that have occurred in the stream using the expres-

sion [13, 15, 19]:
K
At (f)=—, (4.14)
[l—q] ( ) l(f)
where: K — the total number of changes of investments;
I(t) — the intensity of the investment flow;
i,ge [l;n] — numbers change; i > g.
Changes in the investment process safety BIn OPS described as a finite au-
tomaton HABS, which describes the state of expression [13, 15, 19]:

H*™ = (5] value,I1,S, ), (4.15)
where: SJI. — final state investments;
value — changes in value of investments;
IT — investment function transitions from state k to state j;
S, — initial state investment.
Function Conversion investments IT from state k to state j is estimated by

the expression:
=S, xvalue — S, x value - ...~ S . (4.16)
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Assessment of potential losses U*** get information assets from the ex-
pression:

U =pu; (4.17)

where: p . — probability of realization of at least one threat j-th asset;
u. — j-th value of the asset.
Calculation of the probability of at least one threat for each asset is per-
formed by the expression:

p,jzl—lj(l—pnj). (4.18)

Thus, estimates of total expected loss OU** consists of potential losses
and is determined by the expression:

oUu™ =3 U™ . (4.19)
j=1

The estimations allow for the synergy and hybridity threats to safety com-
ponents, IB, CB, BI Bln in ABS to provide qualitative and quantitative indica-
tors of investment in the security BIn: ROI" (rate of return on investment),
NPV*® (tet present value), ROSI** (ROI TZZI(GIS). This approach allows
fast and timely to assess the profitability of investing in the security BIn in ABS,
which enhances the safety of ABS in general.

To ensure investment optimization process based on peer review integral
parameters defined criteria for evaluating the effectiveness of investment in the
security BIn OPS.

Each parameter is assigned weight classes rule Fishburne [14]. Based on the
fact that change is subject to criteria weighting coeflicients decreasing progres-
sively. In this first criterion (i=1), is the first in a strictly ordered by importance
criteria ranked number i=1, 2, ..., n, is the most important and has the greatest
weight. This rule is given by the expression:

2 (N -n+ l)
wW=—"7 (4.20)
" N(N+1)

where: w, — weight Fishburne criteria for evaluating the effectiveness of in-

vestment in the security BIn OPS;

N — total number of parameters integral criterion for evaluating the
effectiveness of investment in the security BIn OPS;

n — serial number parameter;

i — the number of parameters in the integrated evaluation criteria.
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According to the formula Fishburne have:
wlzzx—N,wN:#,yzﬁzN, (4.21)
N(N+1) N(N+1) Wy
where y — the multiplicity of weighting coeflicients differences from each other.
Thus, forming a system of weighting coefficients Fishburne W/*, the

terms:
N
woe[01], W% =" w, (4.22)
i=1

where ie[l;N].

As an optimization measures in [12, 13, 15, 19] Proposed to use the total
cost estimate of costs to eliminate the impact of threats and other causes dis-
abling TZZI and total payments financing.

Estimated total value of expenses M** eliminate the consequences of
threats and other causes disabling TZZI carried by the expression:

M™=3"C, (4.23)
i=1

where: C; — the cost of the i-th degree;

m — the total number of steps taken.
Estimated total payments ¢, funding sources formed by the formula:

=>4, (4.24)
i=1

where: ¢, — total payments j-th source of funding;

4; ; — payment of the j-th source of funding;

i, j=1, ... n; n — number of funding sources.

The proposed model of efficiency investments in the security BIn OPS al-
lows for efficiency investments by minimizing the cost of security BIn in ABS
OPS in terms of countering threats to security components: IB, CB, BI, their in-
tegration of hybridization and synergy.

Minimize security expenses BIn in ABS OPS conducted the optimization
process that reflects the following expression:

min(E{“BSb1 +E}%b, +..+ E/™b, ) , (4.25)
where: Ej‘BS — j-criteria optimization and, j=1, ... n; n — number of criteria;
b, — a sign of the j-th use of funding sources:
1, the source of use is used;

b, = { (4.26)

0, the source of use is not used.
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Within the framework of proposed model of efficiency investments in the
security BIn ABS OPS evaluated the following parameters — the total value of
the cost of liquidation of consequences of threats or other causes disabling in-
formation security systems, and total payment funding sources in order to de-
termine acceptable levels of risks of IB BIn OPS in ABS. This ensures minimi-
zation of damage and the cost of security BIn in ABS OPS is effective because
profits from implementation of GIS over invested capital [13, 15, 19].

Summarizing the parameters used in the framework of the proposed mod-
el, we define the integral criterion of efficiency of investment in the security BIn
OPS using the expression:

N
W= wM™ (4.27)
i=1

Thus, the model of efficiency investments in the security BIn in ABS OPS
can be in different states SABS, which can be described as the following sets:

S5 = {SIABS,S;BS,...,S,fBS} , (4.28)

where: S — the set of possible states of the model;
S%5 — the initial state of the model;

S4% _ the final state of the model.

Thus, the method of evaluating the effectiveness of investments in the
banking information security in automated banking systems which is based on
a composite index investing to optimize the cost of funds for the construction
of a system of information security in terms of hybrid threats of information
security cyber-security and safety information. The practical implementation
of the method allow to assess key indicators of investment in IT security given
Bln synergistic evaluation of threats IB, CB, BI.

To evaluate the functional efficiency of data exchange network ABS in the
next section the proposed method of evaluation based on comprehensive eval-
uation indicator of quality of service objects automated banking system for the
safety of bank information.

4.1.2 The development of methods of cryptosystems stability evaluation
based on entropy method for assessing the randomness of the origi-
nal sequence

For the comparative assessment of effectiveness (cryptographic strength)
symmetric encryption algorithms typically use methods of linear and dif-
ferential cryptanalysis, milestones and performance are considered in [23].
The analysis shows that the differential and linear codes require full analysis
of experts, significant economic, computing and human costs. Proposed and
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developed in [24, 25, 26, 27, 28, 29, 30, 31, 32, 33] New sustainability assess-
ment methodology of block symmetric ciphers to differential attacks and linear
cryptanalysis is based on the established fact that all modern block ciphers after
several initial cycles encryption acquire properties of random permutations ap-
propriate degree [28, 30].

The basis of the developed approach is the provision according to which
more codes repeat their properties reduced models. In [25, 26, 27, 28, 29, 30,
31, 32, 33] Showed that larger version codes when used in reduced mode en-
cryption (16-bit and 32-bit) data blocks repeat the laws of probability distribu-
tion XOR transitions tables, tables and landslides linear approximations inher-
ent applicable laws of probability distribution of its reduced versions. The latter,
in turn, after several initial cycles of encryption comes to the laws of probability
distribution XOR transitions tables and tables displacement approximations of
random permutations [28, 30].

Comparison of safety on algorithms of traditional cryptography, public key
cryptography, hybrid cryptosystem possible on the basis of the composite indi-
cator that takes into account cryptographic strength criteria, crypto-conversion
performance, transparency of encryption for user allocation key sequences invest-
ments in IT security that does not allow without significant time and economic
costs to determine their effectiveness. Fig. 4.2 shows the proposed ideology.

\ BSF ALGORITHMS CRYPTO-STABILITY ESTIMATION |

N~ SN~ N~

N~ N~ N~

Linear cryptoanalysis

1 stage.
Finding plain text — cryptogram pairs

Differential cryptoanalysis

1 stage.
Finding plain text — ciphertext pairs

2 stage. Search for the number of
matches between a linear equation and
the sum of the output bits

2 stage. Calculation of the differences
between the differentials of input and
output sequences

3 stage. Construction of the S-box
linear approximations table

3 stage. Construction of the
differences distribution table

4 stage. Finding the key bits

4 stage. Analysis of coincidences and
calculations

Sstage. Attack implementation
complexity definition

5stage. Attack implementation
complexity definition

= &

E8S E82

| Mini-versions of block symmetric encryption algorithms ‘
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| BSF FULL VERSION ALGORYTHMS EFFICIENCY \

Fig. 4.2. Proposed ideology department BIT KNURE
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Similar studies were carried out mini versions and foreign authors. Thus, in
the works E-X. Standaert and colleagues [34, 35] Studied the difference between
theoretical and practical cipher resistance introduced by L. Knudsen [36]. And
confirmed its significant dependence on the size of the block. Testing hypotheses
equivalence keys on the mini-versions of AES showed that it should be done on a
tull-sized keys, for which the present code was designed.

The results obtained in [23] BSC simplified versions for evaluation of evi-
dence-based models of full security codes to the differential attacks and linear
cryptanalysis based on the increase of the login code confirms the possibility
of their use. Adequacy assessment results BSC simplified model properties de-
pends on the selection ratio, which determines the properties of their prototyp-
ing of complete ciphers.

Choice coefficient should be proportional to the maximum resource calcula-
tion means used for research. For each block symmetric cipher (among known it-
erative BSC) there is a definite number of cycles, after which the code takes on
the properties of a random sequence. Further increasing the number of cycles
does not affect the final properties of linear differential and encryption, enabling
«reduce» the number of iterations and increase the speed crypto-conversion.

However, to maintain all the properties of a prototype simplified models
of their adequacy prerequisite is the use of mini-S-box-along with key perfor-
mance indicators nonlinear units substitutions (balance, nonlinearity, autocor-
relation) at the level of full performance data ciphers.

Thus, to select a particular algorithm BSC enough to appreciate its original
sequence in an accident.

To assess the stability of cryptographic encryption algorithms of different
models proposed to use rapid analysis based on entropy methods used in sta-
tistical research package random variable NIST STS 822 [37]. The proposed
enables rapid analysis without considerable computational, economic and hu-
man costs intuitively compare not only the stability of different encryption al-
gorithms (cryptographic), but their software implementation.

The algorithm entropy method for assessing the reliability shown in Fig. 4.3.

Table 4.1 These results sustainability and efficiency of program implemen-
tation block and stream cipher varying complexity.

Asused block ciphers DES, 3DES, GOST 28147-2009, Kalina-256, AES-256.
To implement the stream cipher used generators pseudorandom sequence of
two different types: the rule of «60» cellular automata in the classical form with-
out modifications and cryptographic stable generator of crypto-library Secure-
Random Java, which is positioned as suitable for cryptographic applications for
assessing asymmetric cryptographic algorithm used RSA algorithm.
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Table 4.1.— The research results of stability algorithm rapid method

- . g o
2 Entropy Entropy | the differ % Entropy
= Code . crypto- |encebetween| thatcomes
=) input text
Z. grams entropy codes
1 |Cellular automata | 53775 | 0.6820179| 01796404 | 357580505
rule “60
2 | Crypto-resistant
generator with Java | 0.5023767 | 0.7999982 | 0.2976215 59.2426958
SecureRandom
3 |DES 0.469276 | 0.812043 0.342767 73.0416642
4 |3DES 0.469276 | 0.812043 0.342767 73.0416642
5 |GOST 28147-2009 | 0.469276 | 0.811348 0.342072 72.8935637
6 |Kalina-256 0.469276 | 0.954519 0.485243 103.4024753
7 | AES-256 0.469276 | 0.95454 0.485264 103.4069503
8 |RSA 0.469276 1 0.530724 [113.094213214

Table 4.1 was calculated entropy input and ciphertext difference, and the
percentage of entropy, which is attached to the entropy of the plaintext same
codes. Analysis Table 4.1 makes it possible to estimate the contribution of
the cipher in the final entropy encoded message. Because they are tested un-
der identical conditions can judge their relative performance.

In this sense, it is worth noting AES-like cipher (SPN-system pidstano-
vochno-adjustable schemes). Both of these encryption and Kalina-256 and
AES-256 made the greatest contribution of over 103 % in the entropy of the
plaintext. Thus, both have excellent dispersion cipher. Approximately the same
figures showed symmetric block cipher (BSC) GOST 28147-2009 — 72.89 %
compared to 73.04% in DES/3DES. Perhaps this only confirms the findings
of the maximum possible extent scattering characteristic architecture as BSC.

For comparison, the experiments using a stream cipher based on two dif-
ferent generators pseudorandom key sequence. Encryption is performed by
adding the rule «module two.»

In the first case — a generator based on cellular automata (rule «60»). This is
not crypto-resistant generator, the sequence has not tested NIST STS 822, and
the second is positioned as crypto-resistant generator with SecureRandom Java
crypto-library. In both cases, the values of entropy, far less than traditional BSC,
which does not talk about quality encryption using them.

Asymmetric cryptography algorithm provides the highest rate investigat-
ed more than 113 % in the entropy of the plaintext to show its cryptographic
strength evidence.
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So are the results suggest that a simple rapid method based on entropy
evaluation method chance cryptograms enables rapid assessment of quality
codes used without the involvement of expert assessments of major economic,
computing and human Trat. This rapid method is available to any user that has
minimal knowledge of information theory. Moreover, this way you can evaluate
the different implementations codes, which will choose the best (optimal) soft-
ware implementation that is appropriate for the conditions and requirements
of the user. For example, their computer experiments used two of the algorithm
DES. One of them is shown in the table 4.1 at number 3, showed a growth of
entropy after encryption 73.04 % of the input text, the other — 64.4 %.

Of course, for practical purposes, it makes sense to choose the first imple-
mentation, because, obviously, scattering characteristics it better. Thus, rapid
analysis to evaluate quality of the classic (and others) encryption algorithms to
select the optimal set of existing crypto-library market.

Consider the results in terms of maximum cryptographic protection. An in-
dicator of this protection is entropy encoded executable listed in Table 4.2.

Table 4.2. — Estimated maximum cryptographic protection

Num- Code Entropyin- | Entropy |Probability crypto-
ber put text | cryptograms| protection, Pc
p|Cellular automatal 56,76 | 0637079949 | 0.637079949
rule “60

Crypto-resistant
2 |generator with Java| 0.469276 | 0.747287753 0.747287753

SecureRandom
3 DES 0.469276 0.812043 0.812043
4 3DES 0.469276 0.812043 0.812043
5 GOST 28147-2009| 0.469276 0.811348 0.811348
6 |Guelder rose 0.469276 0.954519 0.954519
7 AES-256 0.469276 0.95454 0.95454
8 RSA 0.469276 1.000 1.000
9 |ideal cipher 1.000 1.000

We know that the best possible encryption enables TN «The perfect code»
for Shannon, who as a result of encryption provides a random number [38].
This file will have maximum entropy, which is a BInary event is one. We assume
that this encryption cipher will most encryption, and take it by 1. The probabil-
ity of such protection codes equal to one. Naturally, imperfect codes do not give
such a probability encryption.
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Fig. 4.4 These results averaged entropy cryptograms different BSC mean-
ingful plaintext length M = 10° bits, with an interval of N=5x 10° bits.
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Fig. 4.4. The research results averaged entropy blocks cryptograms

Analysis Fig. 4.4 practically confirmed the possibility of using rapid meth-
od for choosing software security mechanisms based encryption algorithms.

Thus, the proposed method of evaluation of stability enables encryption al-
gorithms to rank all probability studied ciphers through encryption. This figure
can be used for different bases of complex security systems to protect various
corporate networks, says its versatility.

4.2 Develop comprehensive measure of service
quality evaluation objects automated banking
system to ensure the safety of bank information

Remote Access Technologies and open Internet resources used in ABS
OPS, can significantly extend the range of financial services through Internet
banking and Web-resources of ABS. To ensure the safety components: IB, CB,
BI Bln in ABS typically used certified cryptographic mechanisms NBU stan-
dardized procedures based on symmetric and asymmetric cryptography. The
analysis standards in [39] Showed that the key principles of information se-
curity risk assessment is. In fact, the risk is an integrated assessment of how
effectively the available means of protection able to withstand attacks informa-
tion. Practice shows that today we can clearly distinguish two main groups of
methods for assessing security risks [39, 40, 41].
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The first group of methods allows you to set the level of risk by evaluating
the extent to defined set of requirements for information security. The second
group IB methods of risk assessment is based on determining probability of
attacks and levels of damage. In this case, the risk value is calculated for each
threat and, in general, is a product of the probability of threats to the size of po-
tential losses from this threat. The value of damage is determined by the owner
of the information and the probability of threats is calculated by the panel con-
ducting the audit procedure.

These results basic methods of risk assessment used in OPS.

Table 4.3.— Methods risk

Evalu-
ation Advantages Shortcomings Approaches
method
1 2 3 4
NIST - Detailed description of |- long-term process Heuristic
the possible risks of infor- | analysis
mation assets — Some features are
- For companies of differ- | not automated
ent sizes
FAIR - Comprehensive analysis |- For large banks and | Probability
simulation models enterprises
- High efficiency
IT- — The flexibility of the meth- | - Requires the theoret-| Heuristic
Grund- |od allows to analyze any or- |ical knowledge of the
shutz ganization process of risk analysis
- Adjustable for new or ex- |- The high cost of li-
isting assets censes
OC- - Fast Implementation - Lack of automation | Heuristic
TAVE |- Serving small and medi-|- Do not take into
um-sized enterprises account the specific
banking
IRAM |- The relative ease of imple- |- The high cost of li- | Informative
mentation censes
- Easy to use managers of |- Work only with exist-
banks ing inform. assets
EBIOS |- large number of users — Only for commercial | Informative
- Generate reports and government orga-
nizations
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Continuous of the Table 4.3

1 2 3 4
RISK - Ease of implementation | - Risk analysis only on | Informative
WATCH |and operation the software and tech-

— Flexibility nical level
- High efficiency — The high cost of li-
censes
MEHARI |- Based on an analysis of |- applicable to sys-|Heuristic
formulas and parameters |tems that are built only
- Generates an optimal set | with ISO
of countermeasures
— Public domain
MAG- - Systematic analysis method |- The resulting data | Heuristic
ERIT - Quantifying depends on the human
- Flexibility factor
CRAMM | - Detailed definition of risk | - The severity of un- | Probability
exposures derstanding
- Efficiency — The high cost of li-
censes
- Work only with exist-
ing inform. assets
Methods |- Detailed analysis of the|- Based on a set of|Informative
NBU resources of the banking|standards
system - Takes into account
- Using a risk-based ap-|only the specific-
proach ity Ukrainian banking
system
Methods |- Application Feature prin- |- Do not allow to as- | Informative
Korch-  |ciple to describe the various |sess financial losses
enko classes CBA from sales of threat
- Allows you to expand
Feature space to describe
new classes

The relationship between methods of intrusion detection and risk assess-
ment methods are shown in Fig. 4.5.

The analysis table 4.3, 4.4 and Fig. 4.5 shows the methods and techniques
do not allow for evaluation of functional performance indicators based on both
technical and economic [42].
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Table 4.4.— The results of research methods of risk assessment

paraphernalia
q, | )
e gl & é gl S § E = E 5‘2 .| &
E 35|l =g |<|E&lE58 g
Method |5 E/E128 Z% |SI5E 3852 |F5

S95|EQ =25 355 %31 9%

O =& 3 | © é‘ E E = § Z
NIST + USA + | + - -
FAIR + |USA + +
EBIOS + France + + + -
MEHARI + | France
OCTAVE + USA +
IT-GRUNDSHULTZ| + Germany +
IRAM + Europe +/-
RISK WATCH + USA + + + +
FRAP + USA
CRAMM + |UK + | + +/- +/-
MAGERIT + |+ Spain + | +
Methods NBU + Ukraine | + - +
Methods Korchenko | + Ukraine +/- +

Analysis of publications and standards of quality of service (Quality of Ser-
vice, QoS) in IP networks [43, 44, 45, 46, 47, 48, 49, 50] Allowed to define the
main technical parameters QoS — reliability and safety. Fig. 4.6 The results
of fusion hybridity security threats components: IB, CB, BI BIn in ABS-based
cyber and information on the impact of component indicators of quality of
service QoS.

Thus, for the assessment of emergent properties of functional efficiency ABS
must use complex quality based on key indicators of safety and reliability, which
in turn provides a counteracting threats to BIn hybrid infrastructure and ABS.

The quality of these services is characterized by a set of basic consumer
properties [51, 52, 53, 54, 55]: Security, usability, efficiency, safety and other
properties specific to each service. In addition to these technical characteris-
tics networks as performance, latency, scalability, degree of transparency for
end users is extremely important features are integrated reliability, availability
factor and the average time of unavailability per year. From performance reli-
ability depends availability of services for users.
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APPROACHES METHODS OF ATTACKS METHODS OF RISKS EVALUATIONS
DETECTION ASSESSMENT

Analysis of system states
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Statistical
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Fig. 4.5. The relationship between methods of intrusion
detection and risk assessment methods

In addition, the reliability of the network and indirectly dependent network
performance and latency as the cause of fires and failures on the network leading
to the need for retransmission of data blocks, which ultimately leads to increased
delays in the transmission and reducing the volumes of data transferred per unit
time [53]. To assess the technical component of functional efficiency [42] Use the
overall performance of data exchange, including velocity reliable and confidential
data in a computer network ABS and allows you to compare the effectiveness of
existing protocols, the exchange of data between two nodes seen in [51, 54, 55].

In reviewing the operation of IP-based networks used in ABS OPS, the
overall performance of data exchange should include safety performance in-
dicators and partial communication system — reliability and efficiency. The
main criteria for evaluating the effectiveness of classified assumed the follow-
ing [56, 57, 58, 59, 60, 61, 62, 63]:

1. Strong cryptography (secret number), which estimate the complexity of
solving the problem of cryptanalysis best known method.

2. The amount of key data. Symmetric cryptosystem operates common
to all users secret key. In this case, it requires secure distribution channels,
which means that the key should not be too great not to have problems with its
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distribution, and not so small that it was difficult to break the full bulkhead. If
asymmetric cryptosystem is one of the keys can be public, its spread through
open channels of communication.

3. The complexity of forward and backward cryptographic transformation
(encryption/decryption of messages). These operations should be as simple, so
they could easily be put into practice.

4. Reproduction number of errors. In some types of ciphers error in one let-
ter made when encryption or transmission, resulting in a large number of er-
rors in the decrypted text. Naturally, it is desirable to minimize error propagation.

5. Increase the message. In some types of secret message size increases as a
result of the transaction encryption. This should minimize the undesirable effects.

4.2 Develop comprehensive measure of service quality evaluation objects automated banking system...

Cybernetic influence — actions aimed at objects of cybernetic space (social, and socio-technical systems),
in the form of various destructive influences, the implementation of which leads to the control of objects

and/or subjects of influence.
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Information influence — actions aimed at changing the mass and/or individual consciousness of the subject
of influence in order to stimulate a given type of behavior

1

Fig. 4.6. Analysis of the hybridization of threats to security components
(IB, KB, BI) of BIR based on cybernetic and informational influence
on the components of QoS service quality indicators
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To evaluate the efficiency of the components offered encryption algorithms
use a fast and intuitive rapid method that enables ranking stability and effi-
ciency of software encryption algorithms.

The stability of security in ABS on the possible actions of the attacker based
on the theorem of multiplication probabilities of independent events expression:

B =P x WA (4.29)

synerg
where: B — stability security in ABS;
P_— likelihood encryption TZZI in ABS;
WIEEE _ the probability of realization of synergistic attack on BIn in

symerg
ABS on component safety: IB, KB, BI.

When property reliably understand the system, descriBIng its ability to
provide accurate reproduction of posts in receiving points [65]. Accuracy de-
pends on the settings of the IP-network, degree of technical excellence and
working conditions (type and status communications, meteorological param-
eters, the type and intensity of noise and organizational measures to the rules
and operation of radio equipment) [54, 55, 65]. Quantitatively, the reliability of
transmission can be determined: probability of erroneous reception of a single
element (loss of authenticity):

P = lim 2z (4.30)
1z % nzag '
where: P, — probability of erroneous reception of a single element; bit error
probability channel data;
n,,, — the number of individual elements mistaken;
n,, — the total number of transmitted individual elements.

Probability of erroneous reception of the data packet:

P lim e (4.31)

pom n N
—o©
0z
g Nzag

where: P — the probability of erroneous reception of the package;

N, — the number of code sequences erroneously received (packages);
N_— total transmitted code sequences (packages).

The probability of correctly receiving a single element P and probability
of correct reception of the package: P . and:
])Opr+1)():1; Pprn+Ppomn=1’ (4'32)
where: P — the probability of correctly receiving a single element;
P — the probability of correctly receiving the package.

The probability of erroneous and the correct reception of a single element
(P,and P, pr) is actually a discrete communication channel characteristics, the



4.2 Develop comprehensive measure of service quality evaluation objects automated banking system... 219

likelihood P and P are the characteristics of the computer network in
general, as they are determined not only by the nature and intensity of noise in
the channel called communications, modulation type and speed, but also a way
to protect against errors in the system [54, 55, 65].

Delivery time information [54, 55, 65] — the time interval from the start
of the message flow input data transmission of computer network prior to its
delivery to the consignee data receiving part. When transmitting confiden-
tial information, in addition, the delivery includes encrypting the sender of
data packets and a packet decoding receiver corresponding algorithm.

Analysis time encryption and decryption winners AES encryption algo-
rithms and NESSIE [58, 59, 60, 61, 62, 63, 64] Shows that for asymmetric al-
gorithms complexity of implementing cryptographic 3-5 orders of magnitude
higher than that of similar block-symmetric ciphers, hybrid crypto-code de-
sign on unprofitable codes, providing speed crypto-conversion at BSC.

Thus, the IP-based network with autoreply (critical feedback) the delivery
package is [51; 54]:

t,=t,"+ At,+t, +t , — for symmetric encryption algorithms,

t,=t,"+At,+(t, +t ) — for asymmetric (hybrid on CCDUC) encryp-
tion algorithms,
where: ¢, — the delivery of the package;

t,/ — the delivery of the first package parcels;

At, — a multiple repetition of information transfer due to deterioration
of the quality of the channel;
t, — the encryption algorithm data packet;

t., — areceiver decoding the data packet.

FS

t, — time message delivery to the specified address depends on many fac-
tors: the channel structure, reliability and network load, switching method, the
presence and nature of disturbances that lead to errors and retransmissions.
It is a random variable, characterized by a density distribution f(t ).

In channels with high error P, improve the reliability of results in increased
delivery time ¢, by reducing the number of repeat parcel package, and vice ver-
sa, reducing delivery time ¢, by reducing the number of repeat parcels package
leads to lower reliability [51; 54]. However, most real data channels are non-
stationary, the probability of a single error in their time-varying widely from
10 to 1072 [51, 54, 66, 67].

General requirements for the reliability of the information is to mini-
mize the likelihood of erroneous reception p characters of the message or,
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equivalently, to maximize the probability of correct reception P, .. At the
same time today the requirements for reliability of information increased sig-
nificantly and, according to [44, 45] Acceptable probability of erroneous recep-
tion of message symbols P,<107-10", depending on the category of informa-
tion value, its priorities and equipment.

To calculate the comprehensive performance indicator data networks based
on different technologies, you must use multivariate analysis, because in these
cases accounted for entirely different factors: the cost of network deployment,
speed data, probability and time of delivery of the package, and so on. Each of
these indicators can be calculated separately by any method, but to calculate
the integral index of common quantitative methods do not exist. Usually in
such cases the models using multivariate analysis, the simplest of which was in-
volved in this case.

To evaluate the integrated performance indicator has been developed sup-
porting table that can provide ranges of changes necessary parameters and de-
fine them in arbitrary points. This simple method provides a fairly adequate
evaluation results, and in addition, comBIne them with the results of precise
calculations on certain specific parameters.

In the reference Tables 4.5-4.10 are parameters of data are taken into ac-
count in the integral index of the functional efficiency of the IP network.

Table 4.5.— The cost of Table 4.6.— The data
network deployment transfer rate
Points | Parameter description Points | Parameter description
1 | Very high cost 1 |Small (10Mb/s)
2 |The high cost 2 | Average (100MB/s)
3 |average price 3 |High (1GB/s)
4 |Low cost 4 | Very high (10GB/s)
5 | Very low cost 5 | Extremely high (40 Gb/s)
Table 4.7.— The probability Table 4.8.— Package Delivery Time
of packet delivery - —
Points | Parameter description
Points | Parameter description 1 Very large (1875 ¢)
1 The small (> 0) 2 Big
2 The average (0.95) 3 Average
3 | High (0.97546) 4 |Small (0.006 s)
4 Very high (0.999999) 5 Very small (0.0003 s)




4.2 Develop comprehensive measure of service quality evaluation objects automated banking system... 221

Table 4.9.— Delay package Table 4.10.— Performance network
Points | Parameter description Points | Parameter description
1  |Great 1 |Small
2 |The average 2 | The average
3 |Small 3 |High

Thus, based on multivariate analysis model can not describe completely
different parameters that are otherwise analytically comBIne virtually im-
possible. For comparison data of existing technologies were selected as
follows: packet switching by the standards of global computer networks
(WAN): X.25; Frame Relay; Ethernet, Fast Ethernet; Gigabit, 10 Gb, 40 Gb
Ethernet. Comparative characteristics of these technologies are shown in
Tables 4.11-4.13.

Table 4.11.— Comparative characteristics of the Ethernet protocol

The data| Length | The probability | The time to
WAN . .
technolog Cost rate, |package| of correctdeli- | deliver the
¥ Mb/s Bit |very package P |package,t ;s
Ethernet |secondary| 10 1518 0.95 0.006
Fast
Fthernet secondary| 100 1518 0.95 0.006
Gigabit high | 1000 | 1518 0.99999 0.006
Ethernet
10 GbE high 10000 1518 0.99999 0.006
40 GbE high 40000 1518 0.99999 0.006
Table 4.12.— Probability-time characteristics of WAN technologies
WAN The data | Length The time to
technolo Cost rate, |package| Probability P | deliver the
8y Mb/s Bit package, t , s
X.25 (V.34) | secondary 10 1056 0.97546 1875
Frame 1 o ondary| 100 | 12048 >0 0.0003
Relay
Fast
Ethernet secondary| 100 1518 0.95 0.006

Using data from the table. 4.5-4.13, get a table generalized efficacy data
networks, where selected indicators are presented in standard scores.
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Table 4.13.— Comparing Ethernet, packet switching and Frame Relay

Fast Packet switching
Indexes Ethernet (X.25) Frame Relay
Time Division Multiplexing | do not have do not have do not have
Statistical multiplexing So So So
Separation ports So So So
High performance So do not have So
Delay low high low
Table 4.14.— Generalized data networks efficiency
b 1
(=) . s v 1
& gl 2| B o522,
S | = |E&| € o 2 S = | 2=
° 17y I "g %} > ® k3t " =P~
= 2 2|27 S & 2 |92 =52
< Ol & |8 | £ = | 8 | 2§35
S 2| 3 o S | EE| 5 ©
= 0 @ o 2 =" == &
= & /A & | B
Q
X.25 3 1 3 1 1 1 9 0.25
Frame | 5 | 1 5 3 3| 270 | 737
Relay
Ethernet | 3 1 2 4 3 3 216 5.89
Fast
Ethernet 3 2 2 4 3 3 432 11.79
Gigabit | ) | 5 4 4 3 3| 864 | 2359
Ethernet
10 Gb
Ethernet 2 4 4 4 3 3 1152 | 31.45
40 Gb
Ethernet 1 5 4 4 3 3 720 19.66
Total: 3663 100

The results are shown in Table 4.13 displayed on Fig. 4.7, 4.8.

As seen from the table 4.14 and Fig. 4.7, 4.8, offered a simple approach
provides a fairly adequate result. It is seen that the most effective on the totality
of these indicators is 10 Gb Ethernet. Popular for commercial communications
Fast Ethernet is not fully “charged” with growing traffic and 40 Gb Ethernet is
quite expensive for the end user, which does not classify it as an optimal net-
work infrastructure.
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Fig. 4.7. Comprehensive performance indicator different technology networks
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However, 10 Mb Ethernet, Frame Relay, not to mention the X.25 packet
switching are considered even such a simple analysis as outdated technology
that does not meet current realities.

Based on the study, proposed a comprehensive indicator of functional ef-
ficiency ABS. Structure of construction index is that it comBIned two major
characteristics of the system:

- BIn for IB in terms of hybrid security threats to the components, IB, CB,
BI BIn in ABS;

- likelihood required for achieving goal with the necessary measure of
confidentiality in certain environmental conditions and at a certain level of in-
fluence of internal random factors;

— the cost of achieving the goal of a necessary and likely economic cost
of the building and investing in the ABS TZZI CISS considering the required
service quality indicator data.
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Thus, the rate of functional efficiency of the network ABS-based model
multivariate analysis given by the expression:

(uj) (uj)
n -t )
! (u4;) W 14
() XB XP X effinv X norm?> (433)

right receipt

W (u;)=

where: W(u) — ABS network performance indicator, the strategy chosen
method (increase reliability) u;

(

n""" — the number of bits of information in the package chosen strategy u;
" — the delivery package during u, chosen strategy;
B" — the stability of security in the chosen strategy u, based on the re-

sults of evaluation of the stability offered by express method and results evaluation
hybrid countering threats to security components: IB, CB, IB BIn in ABS (4.29);
Rﬁ;;irece,.p, — the probability of correct packet delivery with the chosen
strategy;
U — the set of admissible strategies (methods for increasing reliability,
used in network ABS-based IP Internet);

W, — multi-rate efficiency, calculated by the proposed investment in

TZZI (see subsection. 4.1);
W, — normalized multi-performance.

This approach allows without significant economic, computing and human
resources to consider not only technical, but also economic parameters TZZI ABS,
to more precisely evaluate its functional effectiveness, consider the results of stud-
ies scaling network ABS choice TZZI to build and maintain the CISS, analysis
countering threats on component safety: IB, CB, BI BIn in ABS, hybridization and
their synergies, minimize cost and effective control over the software CISS ABS.

The technique of evaluating functional efficiency through integrated
ABS indicator evaluating the quality of service facilities for the safety of ABS
Bin lets emergent properties based on the synthesis of complex index of effi-
ciency of investment in ABS TZZI, results evaluation threats to information re-
sources and infrastructure ABS, their hybridization and synergism, assessment
results and rapid method stability and efficiency of the program (software and
hardware) implementation cryptographic algorithms.

4.3 The findings of the fourth section

Thus, in the fourth section, the results of research related to the develop-
ment of evaluation method investment in IB Bln in ABS, which differs from
the known complexation economic indicators of investment in IB BIn in ABS
considering synergy and hybridity attacks on security components, IB, CB, BI.
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To evaluate the quality of service facilities for the safety of ABS BIn proposed
method of estimating the functional efficiency of data exchange network ABS,
which is based on a simple multivariate analysis, which takes into account both
technical data networks (data rate and the probability of the delivery package
and so on), safety technical information security, and economic parameters
(price scale, service network, the efficiency of investment in safety, etc.).

1. A method for evaluating the effectiveness of investments in the bank-
ing information security in automated banking systems which is based on a
composite index investing to optimize the cost of funds for the construction
of a system of information security in terms of hybrid threats of information
security cyber-security and safety information. The practical implementation
of the method allow to assess key indicators of investment in IT security given
Bln synergistic evaluation of threats IB, CB, BI.

2. A method for evaluating the functional efficiency of data exchange net-
work ABS, which is based on a simple multivariate analysis, which takes into
account both technical data networks (data rate and the probability of the deliv-
ery package and so on.), Safety technical protection of information, as and eco-
nomic parameters (price scale, service network, the efficiency of investment in
safety, etc.). The proposed method of estimating the functional efficiency of
ABS allows without significant time and cost to conduct expert evaluation of
ABS for users to use the results of the evaluation of the functional efficiency
of ABS for its scale, improve technical performance network ABS information
security of banking information.

References in Chapter 4

1. G.P Leonenko, A.Yu. Yudin Problemy obespecheniya informatsionnoy
bezopasnosti sistem kriticheski vazhnoy informatsionnoy infrastruktury
Ukrainy//Information Technology and Security, Ne 1(3), p. 44-48, 2013.

2. A.A. Sinyak, N.E. Gubenko Analiz metodov otsenki effektivnosti za-
trat v informatsionnuyu bezopasnost. IUS i KM. Section 4. Web-tekhnolo-
gii i IB, p. 444-446, 2012.

3. V.P. Pervadchuk, V.A. Beletskiy Otsenka effektivnosti investirovani-
ya v informatsionnuyu bezopasnost’ predpriyatiya na osnove nechetkikh
mnozhestv//Vestnik IzhGTU, Ne 1 (49), p. 51-53, 2011.

4. E.V.Zubareva, A.A. Babenko Metody otsenki investitsiy v informat-
sionnuyu bezopasnost’ predpriyatiya. URL: www.volsu.ru/download.
php?id=000028639-1.pdf. Accessed on: 4.12.2017.

5. K.G. Khomyakov, L. V. Kanitskaya Otsenka effektivnosti investitsiy v kom-
pleksnye sistemy zashchity informatsii kompaniy neftegazovogo kompleksa



226

CHAPTER 4. Development effectiveness evaluation approach to investment banking in information security in automated...

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

dlya prinyatiya vzveshennogo investitsionnogo resheniya//Ekonomika.
Fundamentalnye issledovaniya, Ed. Ne 2, p. 5173-5177, 2015.

I. M. Azhmukhamedov, T.B. Khanzhina Otsenka ekonomicheskoy ef-
tektivnosti mer po obespecheniyu informatsionnoy bezopasnosti//Vestnik
AGTU. Ser.: Ekonomika, Ed. Ne 1, p. 185-190, 2011.

S.A. Petrenko Otsenka zatrat na kiberbezopasnost’//Trudy ISA RAN,
v.27, p. 235-265, 2006.

N. Kozhokaru  Eftektivnost’ investitsiy v oblasti informatsionnoy bezo-
pasnosti. URL: http://www.securitylab.ru/bitrix/exturl.php?goto=http://1.
bp.blogspot.com/-7Lhsq9eFw7U/VhZrMFnOLJI/AAAAAAAAHqk/AH-
T9E2u8R9E/s1600/risk-taxanomy.bmp. Accessed on: 4.12.2017.

E.N. Efimov, G. M. Lapitskaya Otsenka effektivnosti meropriyatiy infor-
matsionnoy bezopasnosti v usloviyakh neopredelennosti//Biznes-Informa-
tika. Matematicheskie metody i algoritmy resheniya zadach biznes-infor-
matiki, Ed. Ne 1(31), p. 51-57, 2015.

S. Evseev  Sinergeticheskaya model’ otsenki bezopasnosti bankovskoy in-
formatsii//Informatsionnaya bezopasnost, Ne 4 (24), p. 104-118, 2016.

S. Evseev. Model' narushitelya prav dostupa v avtomatizirovannoy
bankovskoy sisteme na osnove sinergeticheskogo podkhoda//Informatsi-
onnaya bezopasnost, Ne 2 (26), p. 110-120, 2017.

S.S. Zharinova, A. A. Babenko Optimizatsiya investitsiy v informatsion-
nuyu bezopasnost’ predpriyatiya//GU-UNPK: Informatsionnye sistemy i
tekhnologii, Vyp. 3(83), p. 114-123, 2014.

S.S. Zharinova, A.A. Babenko Model' effektivnosti investitsiy v infor-
matsionnuyu bezopasnost’ predpriyatiya. URL: www.volsu.ru/download.
php?id=000026221-1.pdf. Accessed on: 4.12.2017.

FGBOU VPO “MGTU im. N.E. Baumana’, EI Ne FS 77-48211, Ed. Ne 3,
p. 267-287, 2016.

S. Evseev  Otsenka effektivnosti investitsiy v bezopasnost’ organizatsiy
bankovskogo sektora na osnove sinergeticheskoy modeli ugroz//Sistemy
obrabotki informatsii, Ne 2 (148), p. 88-94, 2017.

O. G. Korchenko, O.E. Arkhipov, Yu.O. Dreys  Otsenka ushcherba natsional'noy
bezopasnosti Ukrainy v razvitii utechki gosudarstvennoy tayny. - K.: SBU, 2014.
R. V. Grishchuk, Yu.G. Danik Osnovi kiberbezpeki/za zag. red. prof.
Yu. G. Danika. - Zhitomir: ZHNAEU, 2016.

A. O. Korchenko, L. M. Skachek, V.O. Khoroshko Bankovskaya bezopas-
nost. — Kiev: PVP “Zadruga’, 2014.

S. Evseev, O. Korol’ Kompleksnyy pokazatel' effektivnosti investitsiy v
bezopasnost’ bankovskoy informatsii na osnove sinergeticheskoy modeli



References in Chapter 4 227

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

ugroz. VI Mezhdunarodnaya nauchnaya konferentsiya “Informatsiya,
kommunikatsiya, obshchestvo 2017”. - Slavskoe, p. 18-19, 2017.

A. Arkhipov  Primenenie ekonomiko-stoimostnykh modeley informatsi-
onnykh riskov dlya otsenivaniya predel'nykh ob’emov investitsiy v bezo-
pasnost’ informatsii//Zashchita informatsii, vol. 17, Ne 3, p. 211-218, 2015.
S. Goloshchapov 100 GB Ethernet: osnovnye printsipy. URL: www.last-
mile.su/journal/article/2820. Accessed on: 4.12.2017.

S.P. Evseev, D. V. Sumtsov, O. G. Korol’, B. P. Tomashevskiy ~Analiz effek-
tivnosti peredachi dannykh v komp’yuternykh sistemakh s ispol’zovaniem
integrirovannykh mekhanizmov obespecheniya nadezhnosti i bezo-
pasnosti//Vostochno-evropeyskiy zhurnal peredovykh tekhnologiy,
Ne 2/2 (44), p. 45-49, 2010.

S.P. Evseev, S.E. Ostapov, R. V. Korolev  Ispol’zovanie mini-versiy dlya ot-
senki ustoychivosti blochno-simmetrichnykh shifrov//Bezopasnost’” infor-
matsii, Vol. 23, Ne 2, p. 100-108, 2017.

I.D. Gorbenko, V.1. Dolgov, I. V. Lisitskaya, R. V. Oleynikov Novaya ide-
ologiya otsenki stoykosti blochnykh simmetrichnykh shifrov k atakam
differentsialnogo i lineynogo kriptoanaliza//Prikladnaya radioelektronika,
vol. 9, Ne 3, p. 312-320, 2010.

V.1 Dolgov, I.V. Lisitskaya Metodologiya otsenki stoykosti blochnykh
simmetrichnykh shifrov k atakam differentsialnogo i lineynogo kripto-
analiza. Monografiya. — Khar’kov: Publishing house «Fort», 2013.

I. V. Lisitskaya A new method for assessing the stability of block sym-
metric ciphers for attacks of differential and linear cryptanalysis//Sistemy
obrabotki informatsii, ed. 4 (94), p. 167-173, 2011.

I. V. Lisitskaya Metodologiya otsenki stoykosti blochnykh simmetrich-
nykh shifrov. URL: https://cyberleninka-.ru/article/n/metodologiya-otsen-
ki-stoykosti-blochnyh-simmetrichnyh-shifrov. Accessed on: 4.12.2017.

I. V. Lisitskaya Bol'shie shifry - sluchaynye podstanovki. Sravnenie
differentsial'nykh i lineynykh svoystv shifrov, predstavlennykh na ukrain-
skiy konkurs, i ikh umen’shennykh modeley. URL: https://cy-berleninka.
ru/article/n/bolshie-shifry-sluchaynyepod-stanovki-sravnenie-differentsi-
alnyh-i-lineynyh-svoystv-shifrov-predstavlennyh-na-ukrainskiy-konkurs-
i-ih. Accessed on: 4.12.2017.

I. V. Lisitskaya, K. E. Lisitskiy, M. Yu. Rodinko, I. A. Golovko, I.1. Zharikov,
M. A. Kornienko, M.V. Kuleba Eksperementalnye dannye po opredele-
niyu dinamicheskikh pokazateley prikhoda blochnykh simmetrichnykh
shifrov k sostoyaniyu sluchaynosti//Radioelektronika, informatika, uprav-
lenie, Ne 1, p. 129-141, 2017.



228

CHAPTER 4. Development effectiveness evaluation approach to investment banking in information security in automated...

30.

31.

32.

33.

34.

35.

36.

37.

38.
39.

40.

41.

42.

43.

L. V. Lisitskaya, A. A. Nastenko Bol'shie shifry — sluchaynye podstanov-
ki//Mezhvedomstvennyy nauchn. tekhnicheskiy sbornik «Radiotekhnika»,
Ed. 166, p. 50-55, 2011.

L. Soroka, A. Kuznetsov, I. Moskovchenko, S. Isaev  Issledovanie differen-
tsialnykh svoystv blochno-simmetrichnykh shifrov//Sistemy obrabotki in-
formatsii, edition 6 (87), p. 286-295, 2010.

I Lisitskaya, A. Kuznetsov, S.Isaev Lineynye svoystva blochnykh sim-
metrichnykh shifrov, predstavlennykh na ukrainskiy konkurs//Prikladnaya
radioelektronika: nauchno-tekhn. zhurnal, vol. 10, Ne 2, p. 135-140, 2011.
I V. Lisitskaya, T. A. Grinenko, S. Yu. Bessonov ~ Analiz differentsial'nykh i
lineynykh svoystv shifrov rijndael, serpent, threefish pri 16-bitnykh vk-
hodakh i vykhodakh//Vostochno-Evropeyskiy zhurnal peredovykh tekh-
nologiy, p. 50-54, 2015.

G. Piret, E-X. Standaert  Provable security of block ciphers against linear
cryptanalysis: a mission impossible?//Designs, Codes and Cryptography,
V. 50, Ne 3, p. 325-338, 2009.

B. Collard, E-X.Standaert Experimenting linear cryptanalysis’, Ad-
vanced Linear Cryptanalysis, V.116, p. 90-117, 2011.

L.R. Knudsen Practically Secure Feistel Ciphers. Proc. Fast Software En-
cryption. — Cambridge, 1993, Springer, V.809, p. 211-221, 1994.

A. Rukhin, J. Soto A Statistical Test Suite for Random and Pseudorandom
Number Generators for Cryptographic Applications. NIST Special Publica-
tion 800-22, 09.2000, 164 p.

K. Shennon Raboty po teorii informacii i kibernetike. - M.: IL, 1963.

S.P. Evseev Metodologiya otsenivaniya bezopasnosti informatsionnykh
tekhnologiy avtomatizirovannykh bankovskikh sistem Ukrainy//Ukrainian
Scientific Journal of Information Security, vol. 22, issue 3, p. 297-309, 2016.
S. Evseev, O. Korol’, A. Sochneva  Analiz otsenki riskov kiberbezopasnosti
bankovskoy informatsii. Sbornik nauchnykh trudov NAU “Zashchita in-
formatsii’, ed. 23, p. 109-128, 2016.

S. Evseev, A. Sochneva, O. Korol’, V. Abdulaev  Analiz metodik otsenki ris-
kov narusheniya bezopasnosti bankovskoy informatsii//Izvestiya Vysshikh
tekhnicheskikh uchebnykh zavedeniy Azerbaydzhana. Vol.19, Ne 2(106),
p. 77-86, 2017.

A.P. Smirnov  Funktsional’'naya effektivnost. URL: https://www.ngpedia.
ru/id625108p1.html. Accessed on: 4.12.2017.

MSE-T E.800 Opredelenie terminov, otnosyashchikhsya k kachestvu
obsluzhivaniya. ~URL:  https://www.itu.int/rec/dologin_pub.asp?lang=
e&id=T-REC-E.800-200809. Accessed on: 4.12.2017.



References in Chapter 4 229

44,

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

ISO 9000:2015 (ru) Quality management systems — Fundamentals and vo-
cabulary. URL: https://www.iso.org/obp/ui/#iso: std: is0:9000: ed-4: v1: en.
Accessed on: 4.12.2017.

Standart GOST RV 51987 “Informatsionnaya tekhnologiya, kompleks stand-
artov na AS”. URL: http://gearletitbit.weebly.com/blog/gost-rv-51987-2002.
Accessed on: 4.12.2017.

G.G. Yanovskiy Kachestvo obsluzhivaniya v setyakh IP. URL: niits.
ru/public/2008/2008-006.pdf. Accessed on: 4.12.2017.

Shrinivasa Vegeshny Kachestvo obsluzhivaniya v setyakh IP. URL: http://it-
ebooks.ru/publ/cisco/cisco_ip_quality_of_service/11-1-0-293. Accessed on:
4.12.2017.

Quality of Service (QoS) in a network with software (SDN): an overview.
URL: https://doi.org/10.1016/j.jnca.2016.12.019. Accessed on: 4.12.2017.

A single quality of service (QoS) survey in OPS/OBS networks. URL:
https://doi.org/10.1016/j.yofte.2017.05.016.

Modeling of network access protocols for network quality analysis. URL:
10.1109/ISORC.2015.47. Accessed on: 4.12.2017.

S.P. Evseev, S. E. Ostapov, Kh. N. Rzaev, V.I. Nikolaenko Otsenka obmena
dannymi v global'nykh vychisliteI'nykh setyakh na osnove kompleksnogo
pokazatelya kachestva obsluzhivaniya seti//Nauchnyy zhurnal Radioelek-
tronika, informatika, upravlenie, Ne 1(40), p. 115-128, 2017.

Quality of Service: Implementation of a new structure and new measure-
ment methodology. URL: Resource Access Mode: 10.1109/INFOMAN.
2017.7950439.

A.I Kayashev  Analizpokazateley nadezhnostilokal'nykhkompyuternykh
setey/A.I. Kayashev, P. A. Rakhman, M.I. Sharipov//Vestnik UGATU, Ufa,
Vol. 17, Ne 5(58), p. 140-149,2013.

S.P. Evseev  Analiz effektivnosti peredachi dannykh v komp’yuternykh
sistemakh s ispolzovaniem integrirovannykh mekhanizmov obespech-
eniya nadezhnosti i bezopasnosti/S.P. Evseev, D. V. Sumtsov, O.G. Korol,
B.P. Tomashevskiy//Vostochno-evropeyskiy zhurnal peredovykh tekh-
nologiy, Ne 2/2 (44), p. 45-49, 2010.

S.P Evseev Integrirovannyy pokazatel  kachestva  obsluzhivaniya
polzovateley global'nykh vychislitelnykh setey. VIII Mezhdunarodnaya
nauchno-tekhnicheskaya konferentsiya “Informatsionno-komp’yuternye
tekhnologii — 2016”. - Zhitomir, p. 17-18, 2016.

S. V. Lenkov, D.A. Peregudov, V.A. Khoroshko Metody i sredstva zash-
chity informatsii: Nesanktsionirovannoe poluchenie informatsii/edited
by V. A. Khoroshko. - K.: Ariy, v. 1, 2008.



230

CHAPTER 4. Development effectiveness evaluation approach to investment banking in information security in automated...

57.

58.

59.

60.

61.

62.

63.

64.

65.

66.

67.

S. V. Lenkov, D. A. Peregudov, V. A. Khoroshko ~Metody i sredstva zashchity
informatsii: Informatsionnaya bezopasnost’/edited by V. A. Khoroshko. - K.:
Ariy, v. 2, 2008.

Yu. 1. Gorbenko, I. D. Gorbenko Infrastruktura otkrytykh klyuchey. Elek-
tronnaya tsifrovaya podpis. Teoriya i praktika. — Khar’kov: Fort, 2010.

I.D. Gorbenko, Yu.1. Gorbenko Prikladnaya Kriptologiya. - Khar’kov: Fort,
2012.

A. A. Kuznetsov, R. V. Oleynikov, Yu.I. Gorbenko, A. 1. Pushkarev, O. V. Dyr-
da, I. D. Gorbenko Obosnovanie trebovaniy, postroeniya i analiz perspe-
ktivnykh simmetrichnykh kriptopreobrazovaniya na osnove blochnykh
shifrov//Vestnik Natsional'nogo universiteta “Lvovskaya politekhnika”.
Komp'yuternye sistemy i seti, Ne 806, p. 124-141, 2014.

B. Shnayer  Prikladnaya kriptografiya. Protokoly, algoritmy, iskhodnye
teksty na yazyke S. - M.: Publisher TRIUME, 2002.

N. A Moldovyan, A. A. Moldovyan, M. A Eremeev  Kriptografiya: ot primi-
tivov k sintezu algoritmov. — SPb.: BKhV, Peterburg, 2004.

S.E. Ostapov, S. P. Evseev, O.G. Korol” Tekhnologii zashchity informatsii. —
Chernovtsy: Publisher “RODOVID”, 2014.

V. Stollings  Kriptografiya i zashchita setey: printsipy i praktika; ed. 2. -
M.: ID “Vil'yams”, 2001.

B. Sklyar Tsifrovaya svyaz. Teoreticheskie osnovy i prakticheskoe prim-
enenie. ed. 2. - M.: Publisher “Vil'yams”, 2003.

S.P. Evseev, D.V.Sumtsov, O.G. Korol’, B.P. Tomashevskiy Analiz effek-
tivnosti peredachi dannykh vkomp’yuternykh sistemakh sispol'’zovaniem in-
tegrirovannykh mekhanizmov obespecheniya nadezhnosti i bezopasnosti//
Vostochno-evropeyskiy zhurnal peredovykh tekhnologiy, Ne 2/2(44),
p- 45-49, 2010.

O.G. Korol’ Otsenka kachestva obsluzhivaniya global'noy seti na osnove
tekhnologiy Ethernet s pomoshch’yu kompleksnogo pokazatelya//Sistemy
obrabotki informatsii, Ne 2 (148), p. 88-94, 2017.



231

CHAPTER 5. Verification and investigation of
developed models and methods.
Construction methodology of information
security system of banking information
in the automated banking system

5.1 Comparative analysis of the transfer banking information
efficiency in automated banking systems developed
through comprehensive measure of evaluating
the quality of service objects automated banking
system to ensure the safety of bank information

To increase the values of the functional efficiency of the computer network in
[1] Considered various ways to manage data exchange, without feedback from
r-detecting multiple errors; without feedback correcting ¢t-multiple error. And
most used management protocols, with critical feedback and continuous transfer
rate (VZZ,, ) “Back-to-N”; with a decisive and positive feedback receipt (VZZ, ).

The investigations in [1, 2, 3] Showed that to maximize the functional ef-
ficiency of IP-based networks need to use protocols of critical feedback and
continuous transfer rate (VZZ,, ) “Back-to-N"; with a decisive and positive
feedback receipt (VZZ,,).

In addition, a detailed study of the statistical properties of sequences er-
rors in real channels [4, 5, 6, 7, 8, 9] Showed that the errors are dependent
and have a tendency to Cohesion (packaging), that between them there is a
dependence — correlation. Most of the time the information is no distortion
channels of communication, and in some moments there condensation errors,
so-called packets (packs, groups) errors. Inside the packet error probability of
error is much higher than average probability of error calculated for a consider-
able time transmission.

In such circumstances, how to protect, the best hypothesis for independent
errors are ineffective when used in real communication channels. To account
for the statistical properties of sequences of real errors in communication chan-
nels consider the model of discrete channel with memory.

The model in the output bit error probability instead P, must specify the
following four channel parameters:

- the probability of packet errors — P, ;

- the probability of errors inside the package — P ;
- expectation m, length packet errors;
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- standard deviation g, length packet errors.

In the calculations taken: P =10"°+ 107% P =0.8;m, =10;0, =2.

For network ABS with critical feedback and continuous transmission frame
“Return-to-N” value performance indicator is given by:

(u3) (u3)
n —t (u3)

W(u3)=—xB x Pt xW

(u3) right receipt effinv x (5 1 )

n
where:W(u ) — Network performance indicator ABS, the strategy chosen

method (increase reliability) u;
(uj)

w

norm?

n  — the number of bits of information in the package chosen strategy u;

1" — the delivery package during t u, chosen strategy;

B" — the stability of security in the chosen strategy u;

P,(,-;';',),m,-p, — the probability of correct packet delivery with the chosen
strategy;

U — the set of admissible strategies (methods for increasing reliability,
used in network ABS-based IP Internet);

W iy — multi-rate performance;
W... — normalized multi performance.
w_n, L
mt ‘ __+7+tencrypt +tdencrypt +
P
d . i+1-m, i—m,
YA[-a-Py ]| @ — |- D] —=
i=0 Gln Gln
+ x  (52)
e _ i+1-m, i—m,
1- 1-1-P)"" |-| @ ~|-D g
r+l—-m
S PLIN P B | | SV A
2|2 o, c v,
{ (i+1—m,} [i—ml ]:l
— n _(D ;
o, o,
1->{[1-a-p)"]xK} (5.3)
P(us)z i=0 .

I

T ]



5.1 Comparative analysis of the transfer banking information efficiency in automated banking systems developed... 233

For network ABS with a decisive and positive feedback values of frame re-
ceipt efficiency is defined as:
(ug) t(VA) (1)
W ()=l x B P W <Y

(uy) right receipt norm >

(5.4)

where:
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Fig. 5.1,5.2 These results assess the functional efficiency of the computer
network ABS multifactorial indicator of normalized on the basis of BSC.

When conducting cryptographic strength research used evaluation meth-
ods based on entropy method and the results of the methodology for assessing
the economic costs based on the methodology FAIR (research results are pre-
sented in [2] Fig. 5.1).

Initial data for the study are: technology 1 Gbit Ethernet, 10 Gbit Ethernet,
with critical feedback and continuous transmission frame

“Return-to-N", W 2K55 =0,0022839, ¢ t, =0.01s, P/ =0.95454,

synerg encrypt  decrypt

P36 =0,9454519, PP =0.812043, n=1518, C=36000, P =0.99.

right receipt
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Fig. 5.1. The research results of the functional efficiency of the
network ABS critical feedback and continuous transmission
frame “Return-to-N" using the technique FAIR
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Fig. 5.2. The research results of the functional efficiency of the
network ABS critical feedback and continuous transmission frame
“Return-to-N" using methods of evaluating investment
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When conducting research (Fig. 5.2) cryptographic strength BSC evalua-
tion performed on the basis of the proposed rapid method of assessing the
economic costs TZZI made on the proposed methodology (see subsection
4.1.1). Initial data for the study are: technology 1 Gbit Ethernet, 10 Gbit Ether-
net, with critical feedback and continuous transmission frame “Return-to-N",
WISREEL = 0.0022839,¢ t, =0.01s, P/ =0.95454, PX""*% =0.9454519,

synerg encrypt  decrypt

P2 =0.812043, n=1518, C=36000, P =0.99.

right receipt

Comparative analysis of Fig. 5.1,5.2 showed its adequacy and flexibility.
The technique allows to unify the assessment of the effectiveness of data ex-
change on a global protocol IP-based networks, taking into account economic
costs of hardware and software tools and technologies that provide the re-
quired performance security and reliability of functional efficiency ABS OPS
and necessary values of service quality IP-based networks, which OPS is the
basis NSMEP. Practical use of injected indicator will more accurately assess the
effectiveness of communication protocols used in global IP-based networks
protocols ABS. In addition, this approach will solve the problem in more detail
with scaling and expandability network ABS because it includes not only tech-
nical, but also economic indicators functional efficiency, it is very important
to ensure the required quality of service users ABS. Expressions efficacy data
network ABS at different ways of managing data exchange yield comparative
quantitative assessment of the stability program (software and hardware) im-
plementation TZZI, the possible implementation of hybrid threats BIn in ABS,
efficiency investments in TZZI, integrated performance indicator using various
protocols control data exchange networks based on Ethernet-technology.

5.2 Generalization of the results: the methodology
of synthesis and analysis of the proposed models and
methods of information security of banking information

In modern terms, as shown, an important role in ensuring national se-
curity of Ukraine and especially its economic component belongs processes
to ensure information security in the banking sector. And system-key role in
building a system of information security of banking information as part of
national information resources of the state, plays a theory and practice in
which scientific and methodological base is the foundation for sound and
effective management decisions entities providing information security at
all levels.

The revolutionary changes of the last decades that have taken place in the
banking sector led to the unification of information and computer networks into a
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single information and cyberspace. Integration processes led to the development
of automated banking systems (ABS), which significantly expanded the range
of electronic services to government and commercial banks in the world and
Ukraine. As a result, substantially transformed and threats in such a state of na-
tional information resources as banking information (BIn).

Threats have become signs of hybridity. From a purely informational
threats, cyber security and information security BIn displays signs of hybridity
began to occur as a result of simultaneous action on the object of protection —
Bln in ABS, due to the emergence of synergy effects.

It is known that the methodological basis of any security is a key compo-
nent of the theory of safety and based on the methods and models necessary
and sufficient for investigation of security problems and solve practical prob-
lems relevant destination. So now in the field of information security, there is
quite a large number of methodologies. In particular, the analysis methodolo-
gies related to development of scientific basis for the synthesis of these security
systems [10,11, 12,13, 14,15, 16,17, 18, 19, 20]:

- Synthesis and analysis of differential-game models and methods of

modeling processes for government cyber information resources [10];
- Assess the level of protection of public resources from social and tech-
nical attacks [11];

- Assessment of damage to national security in the sphere of state se-
crets [12];

- Construction and safe use of wireless sensor networks with random
parameters network [13];

- Protection of state information resources [14];

- Analysis of complex technical information security [15];

- Risk analysis tree ID state information resources [16];

- Building systems detect anomalies generated by cyber attacks [17];

- Systems analysis and risk the loss of information resources [18];

- Comprehensive protection of people and social groups from the nega-

tive information and psychological impact [19];

- Adaptive systems security risk assessment resources information sys-

tems [20] etc.

However, the methodology analyzed do not include synergies and signs
of hybridity security threats to the components in the BIn ABS, name-
ly [21, 22, 23]. Information security (IS), Cybersecurity (KBrB), security in-
formation (BI). So they all need radical revision in the part concerning the
creation of a methodological basis for constructing a system of information
security BIn in ABS as Ukraine in general and in particular the world.
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Based on the analysis [24, 25, 26, 27, 28] Can be argued that one of the
priorities of raising IB BIn in ABS particular and further stabilization IB
state as a whole is fundamentally new solution to the problem of IB Organi-
zations banking sector State (OPS) through the creation of modern methods
and means of protecting BIn of hybrid attack from complexation charac-
teristics of threats to information security, KBrB, BI Bln in the ABS, the
technical facilities of its infrastructure. Thus, significant research results in
solving the problems of the state IB and disclosure of its individual compo-
nents in OPS obtained in scientific studies [25, 26, 28, 29, 30, 31, 32] et al.,,
But despite this problem is actual not only for Ukraine but also for the inter-
national community.

Based on the common system approach [28, 30, 31, 32] And the need
to implement an integrated approach to developing advanced systems for IB
BIn in ABS in terms of hybridization and integration of information security
threats, KBrB, BI now there is an objective contradiction between high stan-
dards of practice to ensure information security Bln in ABS and imperfect,
and sometimes the lack of effective scientifically grounded methodological
bases of support.

The analysis of the regulations on organization building a system for IB
BIn in ABS in [21, 22, 23, 33, 34, 35, 36, 37] Showed that until now consid-
ered only certain components of the methodology of evaluation of informa-
tion security technologies used in OPS. They are based on models of se-
curity — confidentiality, integrity and availability (model KTSD). Applying
the model does not account KTSD integral part of banking transactions —
service authentication — BIn condition in which the information provides
authentication source (authorized user and/or process) of information. In
addition, no synergistic approach to risk analysis, assessment methodology
common information technology security standards in the banking sector
does not allow timely develop appropriate policies, new approaches and
measures to ensure information security Bln. known that early detection
and risk analysis is an integral part of the problem for IB BIn. In fact, the
risk is an integral assessment of how well existing data protection (ZZI) can
withstand attacks on BIn in ABS. In practice there are two main groups of
methods for assessing security risks [38, 39, 40]. The first group allows you
to set the level of risk by evaluating the extent to defined set of requirements
for information security. The second is based on determining the probability
of attacks and levels of damage. But both groups of methods also do not in-
clude attacks on hybridity modern OPS, so do not allow them to respond to
manifestations.
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A promising approach for IB Bln in ABS is the simultaneous comBIna-
tion of rational and organizational measures and technical means to ensure
information security, and BI KBrB that ultimately displayed on the investment
bank, invested in security. This integration of the security forces and means in
each case is not effective and one that does not guarantee achievement of ex-
pected synergies security [41, 63].

Thus, as is clear from the above, based on existing methodological ap-
paratus is problematic, and in some cases impossible to achieve the goal of
the study.

Based on the known approach to building methodologies [10, 11, 12, 13,
14,15,16,17, 18,19, 20] Based research [41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51,
52,53, 54, 55, 56, 57, 58, 59, 60, 62, 63] Proposed a radically new methodology
for constructing systems for IS BIn in ABS.

It contains five stages (Fig. 5.3, 5.4):

1) determine the probability of the impact of threats IB, KBrB, BI informa-
tion security Bin;

2) ageneralized index of IS BIn in ABS;

3) evaluating the effectiveness of investment in information security in the
BIn ABS;

4) construction of the integrated mechanisms to ensure the confidentiality,
integrity, authenticity and credibility BIn in ABS;

5) determine the status and forming strategies IS BIn in ABS.

Stage 1. Determining the impact probability of threats IB, KBrB, BI informa-
tion security Bln. In the first stage, based on the argument that the threat IS, CS,
SI have the opportunity to influence the various security services (confidential-
ity, integrity, availability, authenticity) with varying intensity experts IB solve the
problem concerning the valuation of weighting coefficients and form classifica-
tion of threats from proposed classifier [33]. Classifier components are:

- part of a security BIn OPS ABS: IB (01), BI (02) KBrB (03);

- the nature areas: regulatory (01), organizational (02), engineering (03);

- the main features of information: privacy (01), integrity (02), availabil-
ity (03), authenticity (04);

- the hierarchy of infrastructure ABS: FL — physical layer (01), NL —
network layer (02), OSL — operating systems level (OS) (03), DBL —
database management systems level (04), BL — banking technology
applications and services level (05). The set of information security
threats, CS, SI BIn at the ABS prompted use of resources [61].

To determine the probability of occurrence of PI i-th threats using data

from the table 5.1.
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Fig. 5.3. Scheme methodology of constructing a system
of information security in automated banking systems
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Methodology of investment efficiency in SIBIn in ABS estimation
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Fig. 5.4. Scheme methodology of constructing a system
of information security in automated banking systems
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Table 5.1. — Table determine the potential threats,
depending on the frequency of their manifestation

P, The incidence of threats
0.67 threat appears no more than once every 5 years
0.133 threat appears no more than once a year

0.2 threat appears no more than once a month
0.267  |threat appears no more than once a week
0.333  |threat manifests itself daily

Definition of implementation of each i-th threat considering the frequency
of its occurrence is under expression:

w,=w" Puw Puw' Puw" P=1. (5.7)
Determining the likelihood of some threats on certain security services
carried out as:

N
we = Z wy P — for confidentiality;
i=1

N
W' = Zw.’ P — for integrity;

i
i=1

N
w4 = ZW.AP. — for accessibility;

i i
i=1

N
Au 1 . .
W= Z w, P — for authenticity.
i=1
Determination of the total threats for the safety components becomes:

N

W e = Z(WXC Nw Nw! Nw™ )Pi, — for the part of IB;
i=1
N

stf; o= Z(wf Nw! Nw! Nw™ )R, — for component CS;
i=1
N
e = Z(W,C Nw! Nw! Nw™ )R., — a component for SI.
i=1
Definition of generalized synergetic threats carried out in accordance with

the expression (see Fig. 5.3):
1S,CS,SI IS Ccs N
Vnynerg - I/nynerg U I/Vsynerg U I/Vsynerg . (5 8)
Definition of generalized synergetic threats based on their hybridity is de-
termined by:

hybrid C,7,4,4 C I A
Wyr1 u=W ﬂW mW

synerg synerg synerg synerg

ﬂ WAM

synerg *
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Obtained from the analysis of threats integration of data arriving at the 3™
level model of strategic management of the bank for their synthesis in assessing
the adequacy of means of protecting BIn. The research results threat max th
frequency Bln on their display in ABS are given in Table 5.2.

Table 5.2. — Results threat assessment based on a synergistic approach

Safety security services
components c 1 1 Au
P WITH’ Wsynerg L Wsynerg A WWnerg Au, VVsynerg Result
IB, stierg 0.023 0.223 0.193 0.207 0.0002
KB, ngfgrg 0.222 0.234 0.197 0.134 0.0014
BI, stierg 0.226 0.109 0.152 0.189 0.0007
Result 0.471 0.566 0.542 0.53
hybrid C,I,4,Au —
IB,KB,BI __ IB KB BI _ synerg
VVSynerg j VVSynerg U VVsynerg U Wyynerg N = chner M Wslner M WsAner M VK‘A:er =
=0.0002+0.0014+0.0007 =0.0223 yners yere ynere ynerg
=0.471x0.566 x0.542%0.53=0.0766

Stage 2. Definition of generalized index of IB BIn in ABS. Based on the ex-
isting set of threats to information security, KBrB, BI on BIn in ABS and model
hierarchy ABS — G***={{O**}, {L**}, {I }} is determined by the relationship
between information assets and threats to information security, KBrB, BI for
the following actions:

« Determining the link between information assets BIn {/,} and elements

of infrastructure ABS A4 = ”a;BS " Each element /, € {,} described vector
I, :(Type,AC,AI,AA,AA“,CY), Type — the type of information assets, de-

scribed by the set of basic values Type = {BT, PID, CrD, KT, StO, Ol, YI, PD},
where BT — bank secrecy, PID — vouchers, CrD — credit instruments, KT —
Commercial mystery, StO — statistical reports, Ol — public information, YI —
control information, PD — personal data. A°~ confidentiality, A~ integrity,
A“- availability, A% — authenticity, C, — continuity — the properties of infor-
mation that must be provided. Takes values 1 — if the property is necessary,
0 — otherwise;

« Determine connection between information assets {/,} objects and

environment. Each element O, {OABS}Described vector O, = {Y A5 ,IO},

Where Y*# — level hierarchy information structure, defined by a plurality:
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Y% = {FL, NL, OSL, DBL, BL}, where FL — physical layer, NL — network
level, OSL — level operating systems (OS), DBL — systems database manage-
ment level, BL — level of banking technology applications and services. To
specify the connection type and IO® existing relationship between informa-
tion assets and real environment using generally used:

10" =10§|, (5.9)

where 10 — reflects the presence and type of connection between the i-th in-

formation assets and /-object of protection ABS.
Based on the proposed model synergetic threats:

GR*™ ={{DF | AT, W AT, }.{T, L (v}, (5.10)
where {DF ABS } — set of threats, {T

risk

} — qualitative indicator of risk, {T P} —
set basic terms probability of at least one threat j-th asset, {7,,} — set basic
terms value loss from the sale of threats, {VH } — set conditions of destructive
elements ABS and a generalized model of offender:

GP = {aidi,pun,Y}A,Smaxi ,prj,MSl.ABS } Vien,Vjem, (5.11)
where aid, — ID offender (violator category), pur, — the purpose of oftfender,
T,, — successful implementation of a threat, S, — probabilistic damage sys-
tem, pr; — the likelihood of the realization of at least one threat j-th asset,
MS"®® — recommendations on detection, response TSZI performed for com-
Blning a plurality threats following:

DF48S — {VNS } U {VAS } , where {VAS} _ {VASBI } N {VASIB } N {VASKB } (5.12)
This approach allows you to define the relationship between the sources of
threats and elements of ABS 4™ = Ha; " H Protected.

Pricing full risk of all assets BIn:

R, ZZR,-, (5.13)
=

where: R =pr.x g, where pr. — probability of realization of at least one threat
: j i j
j-th asset;
q. — loss.
The probability of realization of at least one threat to each asset Bln:

pﬁzl—li[(l—pi;j), (5.14)

where pr, — the probability of realization of the i-th threat j-th asset.
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Definition of security threats ABS IS, CS, SI Bln to get the ABS is offered on
the basis of the model:

{]A },{OABS}’{DFABS},{RRABS}’

, 5.15
{SZABS},{ROZABS}’{UZ;MS} ( )
where {I A} — the set of elements of information assets; {OAB S} — set elements

hierarchy ABS; {DF 8 S} — set of sources of security threats ABS; {RRAB S} —

ABS _
0z ~

set requirements for security controls Bln; {SZ ABS } — set TSZI possible;
{ROZ ABS} — accounting data on the results of security evaluations ABS;

{UZ:‘BS } — the level of security of ABS.

Based on certain communications between the sources of threats and ABS
elements defined relationship between threats and means of information secu-

rity (TZSZI) — 4™ =||a™|.
The model used the following types of communication: MZ — is a defense
mechanism that provides the opposition toits destructive influence VH, € {VH };

NMZ — no protection mechanism to ensure the i-th counter threats.
Ifall i=m, a”® = NMZ Then concludes that TZSZI ABS can not protect

mj
Blng from this destructive influence and thus to increase the level of security of
ABS must raise additional funds for protection mechanisms.
Defining the requirements of regulators {RRAB S} includes requirements

for security BIn — {R,,, }, defined in international and national standards set
estimates the extent to which safety requirements {OV,,, } and set the final

level of compliance with the safety requirements set BIn {R,,, }, — {IU,, }:

{ RRABs} ={Ry, U{OV,, YU{IU (5.16)

Generalized indicator of the level of security of ABS, to evaluate the level of
compliance and regulatory requirements TZSZI determined:

k
OPZ** =% OPZ, (5.17)

i=1
where k — the number of private safety indicators, OPZ — private index
takes values from the set: OPZ, — no unacceptable risks, if in OPS in preparing
models of threats/model of offender risk assessment found unacceptable to the
level of risk is OPZ, =0, otherwise — OPZ =1; OPZ, — no dangerous threats
closure mechanisms TZSZI, OPZ,=0, if the OPS in the preparation of a model
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found “unbalanced” threat — OPZ, =1; OPZ, — level security compliance re-
quirements BIn regulators recommended recognized — OPZ, =1, if deemed
unauthorized — OPZ =0.

Stage 3. Evaluation of effectiveness of investment in IB BIn in ABS. Based on
the generalized index of protection OPZ** Generalized synergetic threat

W > A plurality of assets BIn 1, =(Type,AC,A1,AA,AAuaCy) and the

synerg
proposed model for evaluating investments in IB BIn in ABS on the state mod-
el of efficiency investments in OPS IB Bln that is different from known com-
plexation economic indicators of investment in IB BIn in ABS considering syn-
ergy and hybridity attacks on security components, IB, CB, BIL
Formally investment valuation model described by:

I ABS,AABS, DFABS ’rangABS, SZABS ,dABS,DABS
Wi ={ ¢ { ! { ! . (5.18)

ROIABS NPVABS ROSIABS rABS CVABS OUABS

where / o the value of information assets; A% — a sign of cost—effective-
ness; {DF ABS } — set of sources of security threats BIn ABS; mngAB 5 _ the cost
of the development process TZZI; {SZ > S} — set TZZI; d**® — present value of

cash flow; ROI*®® — rate of return on investment; NPV %5 — the net pres-
ent value; ROSI** — ROI TZZI; r** — factor of profitability in the security
BIn (SBIn); CV** — the degree of risk per unit of average earnings; D*** — in-
come from the use TZZI; QU5 — estimate the profit from the use TZZI.

State model of efficiency investments in IB BIn OPS (see Fig. 5.4):

Step 1. Evaluation of return on investment in information security:

ROI"™ = NPV*S — NPV !**, (5.19)

where: NPV, — Income from investments in TZZI ABS;

NPV — Costs in TZZI ABS;

ROI"® — return on investments in TZZI ABS.
Step 2. Measuring return on investment in TZZI:
ROSI*™ = NPV * — NPV S (5.20)

zbtszi zvtszi ?

where: NPV,*> — Costs of removal without the use of compromised security
TZZI;
NPV _ Costs of removal compromising safety using TZZI.

zviszi
Step 3. Evaluation of net present value:
ABS & ALE,
NPI/zvtszi :Csz+z li >
i=1 (1 + r)

(5.21)
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where: N — number of intervals investments;
ALE, — expected costs in the i-th period;
r — discount rate;
C_ — cost remedies.
Step 4. Bln risk assessment methodology of calculation Annual loss expec-
tancy — ALE, is the expected loss in each period of evaluation:

ALE"S = Zn:I(OgﬁS)E, (5.22)
i=1
where: {Ogﬁs} — set of threats;

1 (O;ﬁs) — cost implications of the threat;

ALE*® — the expected damage from the sale of threats;
F, — Frequency (feature) of threats.

Step 5. Evaluation of potential losses U"® Information asset:
U =p,u,; (5.23)

where: p . — probability of realization of at least one threat j-th asset;
u, — j-th value of the asset.
Step 6. Evaluation of total expected loss:

oU™™ = ZUABS . (5.24)
=1
The resulting data is fed to Level 1 model of strategic management of the
bank for a decision on the status of IB Bin §**° {S ST YN Yo S} .

Stage 4. Construction of integrated mechanisms to ensure the confidentiality,
integrity, authenticity and credibility Bln in ABS. Based on assessments of the
effectiveness TZZI the ABS to ensure confidentiality, integrity BIn proposed
new mechanisms based on hybrid crypto-code designs on unprofitable codes
(HCCDUC) that allow you to build asymmetric cryptosystem based on modi-
fied asymmetric crypto-code systems (MNCCS) McEliece with modified ellip-
tical codes ((MEC) — short or long) to ensure an appropriate level of security
and reliability Bln (see Fig. 5.4). Using unprofitable codes can reduce energy
costs in the practical implementation MNCCS McEliece by reducing the power
of the alphabet GF(q), without reducing the overall resilience of cryptosys-
tems in general and multi-use cryptography.

To modify elliptic code (MEA), which does not reduce the minimum dis-
tance of the code used to reduce its length by reducing the information symbols.
I=(I, I, ..., I) — information vector (n, k, d) block code, a subset of & informa-
tion symbols, h=x, x < 1/2* defines zero characters. When encoding information



5.2 Generalization of the results: the methodology of synthesis and analysis of the proposed models... 247

symbols set vector A is not involved (they are zero) and can be discarded and the
received codeword is shorter in x code symbols. The second method uses a modi-
fication increasing the length by forming initialization vector (defining symbols
reduction) and replace null characters symbols vector information.
For damage using a universal mechanism of damage C :
CFT /CH,, = E,(M,KU"),

CHD / CH , = E,(M,KU"), (5.25)
M =E,(CFT /CH,,CHD / CH,,KU"),
where: CFT /CH,, =CFT / CHL,,...,CFT/ CH"

FT>** FT>
KU =p(K},,... K} ,KU,..,KU, ‘
CHD /CH,=CHD /CHj},,....CHD / CH.

Thus, the output ciphertext message (M) as a result of having two cipher-
text (loss (CHD) and unprofitable text (FTC)), each of which alone can restore
the original text.

The main properties are shown in Table MEA. 5.3 MNCCS main param-
eters in Table 5.4.

Protocols BIn in ABS using HCCDUC to shortened and elongated MEC
codes shown in Fig. 5.5, 5.6, respectively.

Table 5.3. — Basic (n, k, d) MEC properties
Property shortened MEC MEC extended

(b k, d) codeoptionsbuilt| n=2\/g+g+1-x, |n=2\qg+q+1-x+x,

through the reflection k>a-x.d>n-a k>a-x+x,d>n-a,

type c: X> P! a=3xdegE k+d>n a=3xdegF
(n, k, d) code options| n=2\/g+q+1-x, |n=2\g+tq+1-x+x,
built through the reflec- k>n-od>a k>n-a.d>a
tion type ¢: X P! a=3xdegE k+d>n o =3 xdegF

Define Asymmetric crypto-code system with McElise EC [49, 51, 52, 53]:
public key — the matrix: G,”“ =X -G"-P-D; private (secret) key — ma-
trix X, B D.

Cryptogram (kodohrama) — vector of length n: ¢, =i-G,” +e,
where vector ¢, =i-G,” owned ES(n, k, d) — code with generative matrix
G XEC , i — k-bit information vector, the vector e — secret weight vector error < ¢

(session key cryptosystems).
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Table 5.4. — The main parameters MNCCS McEliece at MEC

Property shortened MEC MEC extended
private key g, =xx [, =(x—x)x
dimension X{logz (2 q+q+ lﬂ xlog, (2 q+q+ 1)
information vector | = (a-x)xm = (x4 xm
dimension I 1~ 1
cryptograms _ B _ _
dimension ls (2 q+q+1 x)xm Is (2 q+q+l x+xl)><m

(o —x) (0 —x+x,)
the relative speed R= R= 1
(2 q+q+1—x) (2 q+q+1—x+xl)

To ensure the authenticity of the BIn in ABS modified scheme is proposed
to use two-factor authentication based on a password-OTP using HCCDUC on
MNCCS McEliece and Niderraytera.

Define Asymmetric crypto-code system Niderraytera of the EU:

« public key — the matrix G,*“ = X -G* - P-D;

o private (secret) key — X, B D matrix.

Cryptogram  (kodohrama) — ¢ v =i-G+e, where vector
CX* =i Gf;c owned EC (n, k, d) - code with generative matrix G)fc, i — k-bit
information vector, the vector e — secret weight vector error < t (session key
cryptosystems).

Communication channel(s) > Undersmnﬁ%%; he damage
i f £ v v
- FIC/ FTey DCH/Decy Decryption the
Original text Redundant ciphertext | Ciphertext redundancy McEliece ICAC
(OTP-password) | T % T T
¢ ¢ - J’ damage Text received
ICAC encryption of the MV2 (OTP d)
Niderraiter 4 $ t “passwor
. v v Encryption of the McEliece ICAC
damage MV72
T T 1 t
FTC) FTon DCHDo Nld((lienmtef ICAC
Redundant ciphertext Ciphertext redundancy T ceryption T
v v

A4

Communication channel(s) Understanding the damage M2

Fig. 5.7. Block diagram of the protocol improved method
of OTP-based authentication HCCDUC
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Block diagram of the protocol improved method of OTP-based authentica-
tion HCCDUC shown in Fig. 5.7 [60].

The use of hybrid crypto-code designs on unprofitable codes can increase
the number of token authenticator, use two asymmetric crypto-code system,
two/four channels unprofitable text authenticator and loss. Scalable software
module by changing the parameters MNCCS Niderraytera and/or McEliece,
depending on the requirements put forward a communication channel ABS
ensures its implementation in mobile gadgets and compatibility with the pro-
tocols used to transmit data to the Internet and mobile networks.

Stage 5. Defining the strategies and formation of IB Bln in ABS. At the
final stage of a three-tier strategy implemented safety management Bln in
ABS (see Fig. 5.4).

First level describes the overall corporate strategy of the bank and its func-
tional strategy. Corporate strategy defines development prospects and serves
the core mission of the bank. At this level, according to a synergistic approach.
The general concept of security of information technology ABS and emerging
goals and objectives to ensure KBrB. This level is determined by the state of IB
BInin ABS: $*% ={$/" 5% 81} .

Functional strategies are one of horizontal communication and coordinat-
ed at the level of goals, with further detail at the next level strategic set.

The second level is formed corporate strategy IS BIn in ABS:

{RRABS } = {RBBI } U {OVBBI } U {IUBBI } :

Defined goals and objectives of key business processes relating to the pro-
tection of personal data of legal and private clients. Corporate Security Strategy
describes how you want to manage and coordinate the efforts of various as-
pects of security. It develops functional strategies, economic financial, physical
and information security.

The third level is made functional strategies detailed second-level strategic
set formed corporate security strategy information. The main areas to protect
advisable to provide personnel security, physical security, network and BI. At
this level, determined in accordance with applicable TZSZI between IS and

k
threats, CS, SI BIn on the ABS — OPZ** = ZOPZi . IB strategy is an impor-
i=1
tant function of the bank’s management and security should be formed and
held senior management.
The concept of strategic I'T security management ABS Ukraine-based three-
tier model and synergetic model threats against known covers all main areas
of the bank’s activities to ensure information security. This concept is based
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on a synergistic approach to the selection of the most effective ways achiev-
ing goals IS BIn in ABS to the value of risk at every level model of strategic
management of the bank. The approach allows to conduct comprehensive se-
lection of possible alternatives strategic decisions on security issues.

The proposed methodology for constructing systems for IS BIn in ABS un-
like known approaches implements a radically new concept hybrid countering
threats to the banking sector. Its essence and meaning is the rational organiza-
tion of information security software BIn in ABS in terms of simultaneous ac-
tion on the system of information security threats, kiberbezpetsi and safety in-
formation. The methodology is based on a model first proposed three-level
strategic security management of information technology in ABS. Its basis is
first introduced synergetic model of information security threats banking in-
formation that allowed to generalize the model known offender security of
banking information. On the basis of the methodology was developed clas-
sifier information security threats in part, concerning the simultaneous con-
sideration of it except threats information security threats and security risks
kiberbezpetsi data bank information in the ABS. Implementation Branch led
to the conclusion that the hybrid to counter threats to banking information
ABS advisable to use new mechanisms to ensure integrated services based on
HCCDUC who also designed according to the proposed methodology.

The proposed HCCDUC based on cryptographic transformations and un-
profitable noise-coding, allowing security services to ensure their probability for
a given performance. So speed crypto-conversion provided at BSC, cryptograph-
ic strength at 10*-10% batch operations, the reliability of transfer banking infor-
mation in ABS open communication channels not below P, 10°-10",

The submitted methodology is an effective tool for developing practical ap-
plications as software and firmware that implements a certain system for IB
BlIn in ABS security policy. Practical methodology indication confirmed by rel-
evant acts introduction of leading banks in Ukraine.

5.3 Experiment

The experiment was carried out in compliance with the essential require-
ments that apply to his conduct, namely a plan of the experiment, and experi-
ment program The analysis of the results.

Let us consider certain points.

To plan the experiment included:

1. purpose of the experiment;

2. tasks experiment;

3. Justification of the choice sets threats BIn in ABS.
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The aim of the experiment is check the adequacy of methods of evaluating
the effectiveness of functioning ABS composite indicator based assessment of
quality of service objects on automated banking system selection of alternatives
possible strategic decisions on security issues. The object of the study deter-
mined the threat to the safety components: IS, CS, SI BIn in ABS, which ensures
minimization of investment in building a BI system IS ABS.

The main objectives of the experiment, the following:

- determine the probability of the impact of threats IS, CS, SI Bln;

- determining relationships between elements of infrastructure ABS in-
formation assets Bln, threats IS, CS, SI and TZZI improved model
based infrastructure ABS synergetic model threats, improved model
of the attacker;

- definition of generalized index of IB BIn in ABS based on improved
model of evaluation of the security BIn in ABS;

- evaluating investment in IB Bln in ABS, which differs from the known
complexation economic indicators of investment in IB BIn in ABS con-
sidering synergy and hybridity attacks on security components, IB, CB, BI;

- the adequacy of the study methods of evaluating the effectiveness of
ABS operation through integrated assessment indicator of quality of
service objects on automated banking system selection of alternatives
possible strategic decisions on security issues.

Rationale selecting a plurality of threats BIn in ABS. Applying the de-
veloped methodology of constructing a system of information security of
banking information in automated banking systems (see Fig. 5.3, 5.4) as the
set of threats BIn in ABS with threats choose Web resource (http://bdu.fstec.
ru/threat) [61] Fig. 5.8.
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Fig. 5.8. Choosing a plurality threats resource “Data
Bank information security threats”
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The software resource experiment regulates the procedure for organizing
and conducting:

Stage 1. Determining the impact probability of threats IB, CB, BI informa-
tion security Bln:

Step 1. Forming metric coefficients experts threats for security services:

. WDFARS
d =TI(MP"" Y (5.26)
where: M." " _ the value of h-th metric of i-offender;
WQFABS — weight h-th metric of i-offender Y w2 =1
h

Fig. 5.9 shows the construction of metric weight data for components of se-
curity services all threats to information resources in a BIn in the ABS software
resources (http://skl.hneu.edu.ua).

KoadhdmumenTsl yrpos UHdopmauus o6 yrpoze.
Homep: 113194
=
Yrpo3bi:
Yrposa
01_1. CTpaternyeckue 01_2. OnepartvsHsle 01_3. TakTudyeckme PRCIROCTREHEA A IBRGAOHOCHOTD Foralb
rpua-cucteme
01_1.1-01_21 01_1.2-01_2.2 01_13-01_23 01_14-01_24
KoHdumaeHumanbHocTb LlenocTtHocTb [ocTynHocTb AyTEHTUYHOCTb
o Yrposa ] 0
BHEAPEHWs 1 3anycka BPEAOHOCHOTO
=3 o1 =3 [ o4 | eyt s
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BLIMCTIGHYI — BLICOKMM YPOBHEM
asToMaTM3auuK Npu Manown
aAMVHUCTPYPYEMOCTH PA-CHCTEMbI
Peanusauns aaHHON yrposbl BO3MOXHA
NIPU YCTIOBUY HANVNWS! y HApYLLMTENS:
NpYBUNErNin NeranbHoro nonb3osarens
TpUA-CHCTEMbI

WCTOMHUK:  BHELWHWI HAPYLUIMTENb CO CPEeaHNM
NOTEHLVANOM, BHYTPEHHMIA HapyLIMTENb
CO CpeaHMM NOTEHUMAnom

Fig. 5.9. Formation metric coefficients experts threats

Based introduced metrics calculated performance metrics main threats:
mathematical custody —  i-th threats i €[1; N ], where N — number of threats

on classifier variance — o i-th threats i [1;N ] In the calculations take into

account the possibility classifier dependent threats (threats codes match), then
the first is full probability dependent on threats and calculated key figures
for independent threats. Appendix E shows the results of the study threats
to information security of banking information in automated banking systems
based on the proposed classifier (Fig. 5.10-5.13).
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Step 1.2 Forming identifiers threats on classifier components. Classifier com-
ponents are:

- security component BIn in OPS ABS: IS (01), SI (02), CS (03);

- the nature areas: regulatory (01), organizational (02), engineering (03);

- the main features of information: privacy (01), integrity (02), availabil-
ity (03), authenticity (04);

- the hierarchy of infrastructure ABS: FL — physical layer (01), NL — net-
work layer (02), OSL — level operating systems (OS) (03), DBL — level data-
base management systems (04), BL — level banking technology applications
and services (05) (Fig. 5.10).
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VICTONHIKM YTPO3bI: BHELIHW HAPYLUNTEN CO CPEAHIM NIOTEHLIMATIOM
ERUERY (M) KordpunerumansrocTs: 0.38
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01.02.03.02 Yrposa BbIXxoaa npoLiecca 3a npefent! BUPTYanbHOM MallnHb! 0.067 v

Fig. 5.10. Formation classifier by components

Step 1.3 Determine the probability of occurrence PI i-th threats (table 5.5) (Fig.
5.11). Suggested value occurrence probability P, i-th based on threat experts met-
rics for each component of the security services, with the result ranking.

Table 5.5. — Table determine the potential threats,
depending on the frequency of their manifestation

P, The incidence of threats
0.067 threat appears no more than once every 5 years
0.133 threat appears no more than once a year
0.2 threat appears no more than once a month
0.267 threat appears no more than once a week
0.333 threat manifests itself daily
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Cnucok yrpo3

Homep
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Fig. 5.11. Identifying the potential threats, depending
on the frequency of their manifestation

Step 1.4 Determine the implementation of each i-th threat considering the
frequency of its occurrence is under expression:
w,=w" ,Puw Puw! Puw" P=1, (5.27)
where w©, w/, w4, w* — expert weights security services: confidentiality, integ-
rity, availability, authenticity, P, — probability of the i-th threats (Fig. 5.12).
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Fig. 5.12. Rezultaty assessment of key indicators for each threat (u, 0)
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Step 1.5 Determining the likelihood of multiple threats at specified security
service determined by the expression (5.27):

W, ere Zw =0.009+0.142+0.099 = 0.25 — service privacy;

Zw o, =0.112+0.155+0.061=0.328 — service integrity;

s yynerg

W gers Zw =0.108+0.123+0.088 =0.319 — service availability;

W Zw’“‘ ' =0.126+0.047+0.141=0.314 — the authenticity of

synerg

the service (5.9), where N — total number of threats in the classifier.
Step 1.6 Determination of the total threats for the security components based
expression (2) is determined by:

synerg_Z(W ﬂW ﬂW mW )B:
—0009x0112><0108x0126 0.0000137,

[\ C 1 A A
I/Vsynerg = Z(Wt rwM}i n Wi r-]M}i u)l)i =
i=1

=0. 142><0 155x%0.123x0.047 =0.0001272,

synerg_Z(w ﬂW ﬂW ﬂW )P_
—0099><0 061x0.088x0.141=0.0000749.

Table 5.6. — Results threat assessment based on a synergistic approach

safety security services
compo- ITH, W€ L w! wA W Au Result
nents W VVvynerg Vchnerg A synerg Au synerg
IS, W'Sljerg 0.023 0.223 0.193 0.207 0.0002
CS, I/stferg 0.222 0.234 0.197 0.134 0.0014
SI, I/str’ler2 0,226 0,109 0.152 0.189 0.0007
Result 0.471 0.566 0.542 0.53
IB,KB,BI IB KB BI _ hybrid C,7,4,Au __
W;ynerg Wsynerg U VVsynerg U VVsynerg - VVSynerg -
— — _ C 1 A Au
=0.0002+0.0014+0.0007=0.00223 | =w<, MW, AW., NW™ =
=0.471x0.566x0.542%x0.53=0.0766
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Stage 1.7 Definition of generalized synergetic threats in the BIn ABS:
WIB,KB,BI — WIB U WKB U WBI

synerg synerg synerg synerg ( 5.28)
=0.0002 +0.0014 +0.0007 = 0.000216.
Stage 1.8 Definition of generalized synergetic threats based on their hybridity
is determined (Fig. 5.13, Table 5.6):
Whybrid C,1,4,Au — WC ﬂ WI m WA

Au
synerg synerg synerg synerg ﬂ synerg ( 5 29)

=0.471x0.566x0.542x0.53=0.008214.

03 CwuHepreTuyeckas Moaernb

1 Yrposa nopknioveHns k 6ecnposoaHoi cetn B 06xoa npoueaypb! 0.009 0044 0013 0.066 0.246 0022 0.063 0.269
ayTeHTUdUKaUUM
g A 0 0067 0067 0.134 0312 0012 023 0043
4.01  Yrposa noaMeHbl 6eCNpOBOAHONO KNMEHTa UK TOUKKU AocTyna
Yenyru GesonackocTit
CocTasHble GesonacHocTH
c 1 A , Au Wror
S W ners b W snere AW ere AL W e
. 0.009 0.112 0.108 0.126 0.0000137
o1-18, WE
snerg
02-kers, 7 KBB 0.142 0.155 0.123 0.047 0.0001272
snerg
0.099 0.061 0.088 0.141 0.0000749
3-8, WE
snerg
vror 0.25 0.328 0.319 0.314
IBKBrB,3l _ B KBr3 BI afrid C.I, A, Au _ 4 du
Wi =W erg UW D UW D, = 0000216 W WG g (g (W Wt = 0.008214

©2017 - Yrposbi 6€30NacHOCTH UHOpMaLMN

Fig. 5.13. Results threat assessment based on a synergistic approach

Stage 2. Defining relationships between elements of infrastructure ABS in-
formation assets Bln, threats IS, CS, SI and TZZI improved model based infra-
structure ABS synergetic model threats, improved model attacker:

Based on the existing set of threats IS, CS, SI BIn on the ABS and ABS
model hierarchy — G** = {{O*"*}, {L**}, {I, }}, where {O***} — set of objects en-
vironment ABS descriBIng elements ABS and they belong to levels of hierarchy
ABS, {L**} — set of links between elements of ABS, {I,} — set of information
assets Bln (see subsection 2.3.1, Fig. 5.14).

Step 2.1 Determining the link between Bln information assets {I,} and ele-
ments of infrastructure ABS AABS=||a;B s " Each element 7, €{I,} described vec-

tor [, = (T ype, A, A ,AA,AA“,CY), Type — the type of information assets, de-

scribed by the set of basic values Type={BT, PID, CrD, KT, StO, Ol, YI, PD},
where BT — bank secrecy, PID — vouchers, CrD — credit instruments, KT —
Commercial mystery, StO — statistical reports, Ol — public information, YI —
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control information, PD — personal data. A© — confidentiality, A’ — integrity,
A* — availability, A** — authenticity, C, — continuity — the properties of infor-
mation that must be provided. Takes values 1 — if the property is necessary, 0 —
otherwise (Fig. 5.14).
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Fig. 5.14. Defining the relationship between information assets Bin,
security services and advanced infrastructure elements ABS

Step 2.2 Inyznachennya connection between information assets {I,} objects
and environments (Fig. 5.14, Table 5.7, 5.8). Each element O, e{OABS} De-

scribed vector O, = {Y 51 O})where Y*# — level hierarchy information struc-

ture, defined by a plurality Y##={FL, NL, OSL, DBL, BL}, where FL — physical
layer, NL — network level, OSL — operating systems (OS) level, DBL — level of
systems database management, BL — level of banking technology applications
and services. To specify the connection type and IO® existing relationship be-
tween information assets and real environment using generally used:

10" = 10|, (5.30)
where 10} — reflects the presence and type of connection between the i-th in-

formation assets and /-object of ABS environment.
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Inthis Vie{l,},a Vle{OABS}:

0, connection is absent;

R c¢s, includes and retains;
10F = (5.31)
pt, processes or transfers;

so, keeps functioning.

Each parameter is assigned weight classes Fishburne rule [65], based on the
fact that change is subject to criteria weighting coefficients descending arith-
metic progression.

In this first criterion (i=1), is the first in a strictly ordered by importance
criteria ranked number i=1, 2, ..., n, is the most important and has the greatest
weight. This rule is given by the expression:

2(N-n+1
w, = Q (5.32)
N(N+1)
where: w, - weight Fishburne;

N — the total number of parameters;
n — serial number parameter;
i — number of parameters.
According to the expression Fishburne have:

2 2
w, = N > Wy = ,y:ﬁ:]\]’ (5.33)
N(N+1) N(N+1) Wy
where y — the multiplicity of weighting coefficients differences from each
other.

So, cs=0.5, pt=0.22, so=0.17.

Step 2.3 Definition of integration sets threats based threats synergetic
model and generalized model of the offender.
Synergetic Model threats formally described by:

GRS ={(DF ™ | (T, LT AT, 1 (71}, (5.34)

where: { DF 55 } — set of threats;
T

risk

} — qualitative indicator of risk;

T} — set basic terms value loss from the sale of threats;

{T,} — set basic terms probability of at least one threat j-th asset;
{
{VH} — set conditions of destructive elements ABS.
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Table 5.7. — Service delivery information assets Bln in ABS

Name, /, WITH I A Au
BT 1 1 1 1
PID 1 1 1 1
CrD 1 1 1 1
KT 1 1 1 1
StO 0 1 1 1
Ol 0 1 1 0
YI 0 1 1 1
PD 1 1 1 1
Table 5.8. — Relationship information assets Bln with
elements of a generalized infrastructure ABS
Physical | Network level data- | Level Bank-
Name, IAi La Layer level OS base ing Software
yer y g

BT Pt Pt SO cs SO
PID Pt Pt SO cs SO
CrD Pt Pt SO cs SO
KT Pt Pt SO cs SO
StO Pt Pt SO cs SO
Ol Pt Pt SO cs SO
YI Pt Pt SO cs SO
PD Pt Pt SO cs SO

Generalized model identified five categories of offender and formally de-
scribed by:

G ={aid,, pur,,T,,.S . . pr,» MS” | Vien,Vjem, (5.35)
where aid, — ID offender (violator category); pur, — the purpose of offender;
T,, — successful implementation of a threat; S, — probabilistic damage sys-

tem; pr; — the likelihood of the realization of at least one threat j-th asset;

MS"® — recommendations on detection, response TSZL.
Based on the proposed models for comBlning a plurality threats made
(Fig. 5.33, Table 5.9):

DFABS — {VNS}U {VAS})
where {VAS} = {VASIB} N {VASKB} N {VASBI} , where {VNS} — class natural sourc-

es of threats; {VAS} — Class anthropogenic threats where; {VASIB } — set of
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threats to information security; {VASKB } — set of cyber security threats;

{VASB] } — set BI threats.
Table 5.9. — Determining the probability of at least one threat to each asset BIn

ID of threats| BT | PID | CrD | KT | StO (0)] YI PD
02.03.01.05 | 0.268 | 0.268 | 0.268 | 0.268 | 0.241 | 0.153 | 0.241 | 0.268
03.03.03.04 | 0.332 | 0.332 | 0.332 | 0.332 | 0.166 | 0.066 | 0.166 | 0.332
03.03.02.03 | 0.332 | 0.332 | 0.332 | 0.332 | 0.249 | 0.166 | 0.249 | 0.332
03.03.02.05 | 0.333 | 0.333 | 0.333 | 0.333 | 0.223 | 0.113 | 0.223 | 0.333
03.02.04.03 | 0.332 | 0.332 | 0.332 | 0.332 | 0.222 | 0.189 | 0.222 | 0.332
02.02.04.05 | 0.268 | 0.268 | 0.268 | 0.268 | 0.18 | 0.046 | 0.18 | 0.268
02.02.02.03 0.2 0.2 0.2 0.2 0.1 0.05 0.1 0.2
01.02.03.02 | 0.268 | 0.268 | 0.268 | 0.268 | 0.134 | 0.107 | 0.134 | 0.268
03.02.03.01 | 0.267 | 0.267 | 0.267 | 0.267 | 0.23 | 0.203 | 0.23 | 0.267
03.02.02.03 | 0.268 | 0.268 | 0.268 | 0.268 | 0.241 | 0.222 | 0.241 | 0.268

03.03.02.03 | 0.267 | 0.267 | 0.267 | 0.267 | 0.2 ]0.112 | 0.2 | 0.267
01.01.03.05 | 0.133 | 0.133 | 0.133 | 0.133 | 0.114 | 0.101 | 0.114 | 0.133
03.03.02.04 | 0.332 | 0.332 | 0.332 | 0.332 | 0.199 | 0.116 | 0.199 | 0.332
03.01.03.02 | 0.267 | 0.267 | 0.267 | 0.267 | 0.182 | 0.094 | 0.182 | 0.267
01.01.03.04 | 0.332 | 0.332 | 0.332 | 0.332 | 0.299 | 0.189 | 0.299 | 0.332
03.01.01.01 0.2 0.2 0.2 0.2 ]10.186 | 0.086 | 0.186 | 0.2

03.01.04.01 | 0.132 | 0.132 | 0.132 | 0.132 | 0.132 | 0.066 | 0.132 | 0.132
03.01.04.05 | 0.268 | 0.268 | 0.268 | 0.268 | 0.249 | 0.115 | 0.249 | 0.268
03.01.04.05 | 0.268 | 0.268 | 0.268 | 0.268 | 0.228 | 0.094 | 0.228 | 0.268

Step 2.4 Definitionfull price of risk assets Bln (see Table. 5.6):

R, = Z:,R,-, (5.38)
«

where: R =pr.xq,
where: pr,— probability of realization of at least one threat j-th asset;
q; — loss.

Step 2.5 Determining the probability of at least one threat to each asset Bln
(Fig. 5.15, Table 5.34):

p;=1 —ljml[(l - pr;) (5.39)

where: pr; — the probability of realization of the i-th threat j-th asset.
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CMHepI'VITW-IECKaﬂ Moaenb.

n K p Crar o y n
TaiiHa AOKyMeHTbI AOKyMeHTbI TaiiHa oruetsI HbopMaums UHbopMaLMs RaHble
02.0301.05 0268 0.268 0268 0268 0241 0.153 0.241 0268
03.03.0304 0332 0332 0332 0332 0.166 0.066 0.166 0332
03.03.0203 0.999 0.999 0999 0999 0733 043 0733 0999
3.03.0205 05777 05777 05777 05777 0.4277 02394 04277 05777
03020403 05176 05176 05176 05176 03631 0.2663 0.3631 05176
02020405 0268 0268 0268 0268 018 0.046 0.18 0268
02020203 02 02 02 02 0.1 0.05 01 02
01.020302 0268 0.268 0268 0268 0134 0.107 0134 0268
03.020301 03204 03294 03294 03294 02712 0.2335 02712 03294
03.020203 0268 0.268 0268 0268 0241 0222 0.241 0268
01.01.0305 0666 0666 0666 0666 056 0421 056 0666
03030204 04433 04433 04433 04433 02722 0.1589 02722 04433
03010302 05791 05791 05791 05791 0.4639 0.2756 0.4639 05791
01.01.0304 05178 05178 05178 05178 04364 0.2819 0.4364 05178
03.03.0303 06654 06654 06654 06654 0.4895 0.2857 0.4895 06654
02.0301.02 05735 05735 05735 05735 02849 0.154 0.2849 05735
01.01.0205 06653 06653 06653 06653 05533 0.3446 0.5533 06653

Fig. 5.15. Probability of i-th threats to information assets Bln in ABS

Step 2.6 Determining the link between the sources of threats and elements of
ABS (Fig. 5.16, Table 5.10):

APF = ||aPF||. (5.36)

YpoBeHb OnepaLMoHHBIX ynpaBrneHns 6asamin TEXHOMOrMHECKMX
DU3NYECKUN YPOBEHL CeTeBo ypoBeHL cucTem BaHHBIX NPUIOXEHUI U CePBUCOB

02.03.01.05 0.4345 0.4345 0.33575 0.9875 0.33575

03.03.03.04 0.45276 0.45276 0.34986 1 0.34986

03.03.02.03 0.51128 051128 0.39508 1 0.39508

03.03.02.05 048928 0.48928 0.37808 1 0.37808

03.02.04.03 0.50446 0.50446 0.38981 1 0.38981

02.02.04.05 0.38412 0.38412 0.29682 0.873 0.29682

02.02.02.03 0.275 0.275 0.2125 0.625 0.2125

01.02.03.02 0.3773 0.3773 0.29155 0.8575 0.29155

03.02.03.01 0.43956 0.43956 0.33966 0.999 0.33966

03.02.02.03 0.44968 0.44968 0.34748 1 0.34748

03.03.02.03 0.40634 0.40634 0.31399 0.9235 0.31399

01.01.03.05 0.21868 0.21868 0.16898 0.497 0.16898

03.03.02.04 047828 0.47828 0.36958 1 0.36958

03.01.03.02 0.39446 0.39446 0.30481 0.8965 0.30481

01.01.03.04 0.53834 0.53834 0.41599 1 0.41599

03.03.03.03 0.48928 0.48928 0.37808 1 0.37808

Fig. 5.16. Determining the link between the sources
of threats and elements of ABS
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Table 5.10. — Determining the link between the

sources of threats and elements of ABS

Physical | Network level Level Bankin
ID threats LZyer Layer level OS database Software ’
02.03.01.05| 0.4345 0.4345 0.33575 0.9875 0.33575
03.03.03.04 | 0.45276 | 0.45276 0.34986 1 0.34986
03.03.02.03| 0.51128 | 0.51128 0.39508 1 0.39508
03.03.02.05| 0.48928 | 0.48928 0.37808 1 0.37808
03.02.04.03 | 0.50446 | 0.50446 0.38981 1 0.38981
03.01.01.01| 0.32076 | 0.32076 0.24786 0.729 0.24786
03.01.04.01| 0.2178 0.2178 0.1683 0.495 0.1683
03.01.04.05| 0.42966 | 0.42966 0.33201 0.9765 0.33201
03.01.04.05| 0.4158 0.4158 0.3213 0.945 0.3213
02.03.02.03 | 0.28512 | 0.28512 0.22032 0.648 0.22032
03.02.03.01| 0.10098 | 0.10098 0.07803 0.2295 0.07803

Stage 3. Definition of generalized index of IB BIn in ABS based on im-
proved model of evaluation of the security BIn in ABS.
Definition of security threats ABS IB, CB, BI Bln to get the ABS is offered
on the basis of the model:

ABS _
0z —

{[A},{OABS}’{DFABS},{RRABS}’
{SZABS},{ROZABS}’{UZ:UBS}

} — set requirements for security controls Bln;

} — set TSZI possible;

(5.39)

ROZ"® S} — accounting data on the results of security evaluations ABS;

} — the level of security of ABS.

Step 3.1 Determining the link between threats and means of information
security (TZZI) (Fig. 5.17, Table 5.11):

AP =|af™|, with wje{1,}and Vie{DF}.

(5.40)
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CVIHepl'VITW'IeCKaﬂ Mozerb.

MZ - MeXaHH3M 3aWmThi, 00ECNEYUBAET NPOTHBOAEHCTBHE €€ AECTPYKTUBHOMY BMAHM
NMZ - HEeT MexaHn3ma 3awmTel AnNA obecneyerHna npOTI(EOﬂe“CTBME i-TOM Yrpo3bi;
YpoBeHb CHCTEM YpoBeHb 6aHKOBCKNX
YpoBeHh ONepaunoHHBIX ynpaenexsus 6asamu TeXHONOrn4yecknx
OU3NYECKUN YPOBEHb CeTeBoi ypoBeHb cucTem AaHHBIX NpUNOXeHMI U CepBHCOB
0205 010C Mz v Mz v Mz v Mz v Mz
IR Mz v | Mz v||| Mz v | Mz v | Mz
ool Mz v omz v||| mz v || Mz v | oMz
03.03.02.05 Mz v Mz v Mz v Mz v Mz
0302 0405 Mz v | Mz v | Mz v | Mz v | Mz
02.0204:06 Mz v Mz v Mz v Mz v Mz
02.02.02.03 Mz v Mz v Mz v Mz v Mz
01.02.03.02 Mz v Mz v Mz v Mz v Mz
03.02.03.01 Mz v Mz v Mz v Mz v Mz
PI020205 Mz v | Mz v | oMz v oMz v oMz
05080208 Mz v Mz v Mz v Mz v Mz
01.01.03.05 Mz v Mz v Mz v Mz v Mz

Fig. 5.17. The relationship between threats and TZZI

Table 5.11. — The relationship between threats and TZZI

Physical | Network level OS level | Level Banking
Layer Layer database Software
02.03.01.05 MZ MZ MZ MZ MZ
03.03.03.04 MZ MZ MZ MZ MZ
03.03.02.03 MZ MZ MZ MZ MZ
03.03.02.05| MZ MZ MZ MZ MZ

03.02.04.03 MZ MZ MZ MZ MZ

ID threats

03.01.01.01 MZ MZ MZ MZ MZ
03.01.04.01 MZ MZ MZ MZ MZ
03.01.04.05 MZ MZ MZ MZ MZ
03.01.04.05 MZ MZ MZ MZ MZ
02.03.02.03 MZ MZ MZ MZ MZ
03.02.03.01 MZ MZ MZ MZ MZ
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The model used the following types of communication: MZ — is a defense
mechanism that provides the opposition toits destructive influence VH, € {VH };

NMZ — no protection mechanism to ensure the i-th counter threats.
If all i=m, a”™* = NMZ , Then concludes that TZZI ABS can not protect

mj
BIn from this destructive influence and thus to increase the level of security of
ABS must raise additional funds for protection mechanisms.
Step 3.2 Defining the requirements of regulators {RRABS } That includes re-

quirements for security BIn — {RBBI}, defined in international and national
standards set degree assessments meet the requirements of safety {OV,,, } and

set the final level of compliance with the safety requirements set BIn {{U , }:
{RR'} = (R, U{OV,,, JU{IU .5, . (5.41)

Suppose that this figure is performed.

Step 3.3 Definition of generalized index of security of ABS, which allows
you to assess the level of compliance and regulatory requirements TZZI deter-
mined:

k
OPZ'* =% OPZ,, (5.42)
i=1
where: kK — number of individual safety parameters; OPZ — okremyy index
takes the value from the set: OPZ, —no unacceptable risks, if in OPS threats in
the preparation of model/models offender and found unacceptable risk to the
level of risk is OPZ =0, otherwise — OPZ,=1; OPZ, — no dangerous threats
closure mechanisms TZZI, OPZ,=0, if the OPS in the preparation of a model
found “unbalanced” threat — OPZ, =1; OPZ, — level security compliance re-
quirements Bln regulators recommended recognized — OPZ, =1, if deemed
unauthorized — OPZ,=0.

Based on the generalized index of protection OPZ**, generalized synergetic
threat Wsl)fq’e[fg’Bl’ a plurality of assets BIn / 4= (T ype, AC,AD,AA,AK,CY)
and the proposed model for evaluating investments in IS BIn in ABS (see
pidrozd. 4.1) is determined by the state of the model of efficiency investments in IB
BIn OPS. Initial data for evaluation are the main figures on the basis of the con-
solidated financial statements under International Financial Reporting Standards
and Independent Auditor’s Report Bank “Privat Group”in 2015,2016 (https://bank.
gov.ua/control/uk/publish/article?art_id=34661442). That are listed in the ta-
ble 5.12. In the calculations take into account that for IB in ABS bank spent 4 % of
annual income, development costs TTZI up to 2% of annual profits NPV_1%5 —

zbtszi
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the likely cost of removal without compromising security applied to 25% of an-
nual profits NPV,2> — the likely cost of eliminating compromising safety to 2%

zbtszi

5.3 Experiment

of annual profits §_ — cost means of protecting 30 % of the total value of informa-
tion assets BIn. The discount rate is 13 % (http://bank-ua.com/%DO0 %9E %D0 %
B1%DO0 %BB %D1 %96 %D0 %BA %D0 %BE %D0 %B2 %D0 %B0_%D1 %81 %
D1 %82 % D0 % B0 % D0 % B2 % D0 % BA % D0 % B0_% D0 % 9D % D0 % 91 %
D0% A3).

Table 5.12. — Output data

Year C;rflf I ;’VBC N (Period) r (%)
2015 7261000000 145220000 2 13
2016 2448000000 48960000 2 13

Estimated investment in IB BIn in ABS is determined by the following steps:
Step 1. Evaluation of return on investment in information security:

where: NPV 55 —

ROIABS — NPVABS _

Income from investments in TZZI ABS;

NPV — expenses in TZZI ABS;

ROI"™ — profitability of TZZI investments in ABS.
The calculation results are presented in Table 5.13.

NPV,

(5.43)

Table 5.13. — Background information on the assets in the Bln ABS (thousand USD)

Name, I, ABS ABS ABS
: u, NPV, NPV ROI S
% Of C;lrll?bC ] inv zt sz
BT (20%) | 24480000 | 24480000 | 7344000 | 17136000 | 7344000
PID (5%) 6120000 | 6120000 | 1836000 | 4284000 | 1836000
CrD (30%) | 36720000 | 36720000 | 11016000 | 25704000 | 11016000
KT (20%) | 24480000 | 24480000 734000 17136000 734000
StO (3%) 3672000 | 3672000 1101600 | 2570400 1101600
Ol (2%) 2448000 | 2448000 | 7344000 | 1713600 | 7344000
YI(10%) 12240000 | 12240000 | 3672000 | 8568000 | 3672000
PD (10%) | 12240000 | 12240000 | 3672000 | 8568000 | 3672000
Step 2. Measuring return on investment in TZZI:
ROSI™® = NPV % — NPV (5.44)

where: NPV 55

. — the cost of eliminating compromising security without the
use of means of protection (TZZI);

NPV'% — the cost of eliminating compromising safety using TZZI.

zZviszi
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The calculation results are presented in Table 5.14.

Table 5.14. — Evaluation results ROI (thousand USD)

Name, /, | NPV,2 ; ALEi NPV:S | ROSI'™
BT 122400000 | 7344000 | 16279200 | 34272000 | 88128000
PID 30600000 | 1836000 | 4069800 | 8568000 | 22032000
KrD 183600000| 11016000 | 24418800 | 51408000 | 132192000
KT 122400000| 734000 16279200 | 34272000 | 88128000
StO 18360000 | 1101600 1733184 | 5140800 | 13219200
0l 12240000 | 7344000 682992 3427200 | 8812800
YI 61200000 | 3672000 | 5777280 | 17136000 | 44064000
PD 61200000 | 3672000 | 8139600 | 17136000 | 44064000
Step 3. Evaluation of net present value:
N
NPV,E =C, + ALE, (5.45)
i1 (1 + r)l

where: N — number of intervals investments;
ALE,— expected to cost i-th period;
r — discount rate;
C_ — cost remedies.
The results are shown in Table 5.14.
Step 4. Bln risk assessment methodology of calculation Annual loss expec-
tancy — ALE, is the expected loss in each period of evaluation:

ALE™ = Zn:I(OgﬁS ), (5.47)
i=1

where: {Ogﬁs} — set of threats;
1 (OSﬁS) — cost implications of the threat;

ALE*® — the expected damage from the sale of threats;
F, - Frequency (feature) of threats.
The results are shown in Table 5.15.
Step 5. Evaluation of potential losses U*** information assets based ex-
pression (5.30) and Table 5.9:
U = Py, (5.45)
where: p . — probability of realization of at least one threat j-th asset;
u,— j-th value of the asset.
The results are shown in Table 5.15.
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Table 5.15. — The evaluation of potential losses U** .

Determining the probability of at least one threat to each asset BIn

ID of
threats

BT

PID

CrD

KT

S$t0

ol

YI

PD

02.03.01.05

131212.8

32803.2

196819

131213

17699

7,490.88

58997

65606

03.03.03.04

162547.2

40636.8

243821

162547

12191

3,231.36

40637

81274

03.03.02.03

162547.2

243821

162547

18286.6

8,127.36

8,127.36

60955

81274

03.03.02.05

163036.8

40759.2

244555

163037

16377.1

5,532.48

54590

81518

03.02.04.03

162547.2

40636.8

243821

162547

16303.7

9,253.44

54346

81274

02.02.04.05

131212.8

131213

196819

131213

13219.2

2,252.16

44064

65606

02.02.02.03

97920

97920

146880

97920

4896

2448

24480

48960

01.02.03.02

131212.8

131213

32803.2

196819

9,840.96

5,238.72

32803

65606

03.02.03.01

130723.2

32680.8

196085

130723

16891.2

9,938.88

56304

65362

03.02.02.03

131212.8

32803.2

196819

131213

17699

10869.12

58997

65606

03.03.02.03

130723.2

32680.8

196085

130723

14688

5,483.52

48960

65362

01.01.03.05

65116.8

16279.2

97675.2

65116.8

8,372.16

4,944.96

27907

32558

03.03.02.04

162547.2

40636.8

243821

162547

14614.6

5,679.36

48715

81274

03.01.03.02

130723.2

32680.8

196085

130723

13366.1

4,602.24

44554

65362

01.01.03.04

162547.2

40636.8

243821

162547

21958.6

9,253.44

73195

81274

3.01.01.01

97920

24480

146880

97920

13659.8

4,210.56

45533

48960

03.01.04.01

64627.2

16156.8

96940.8

64627.2

9,694.08

3,231.36

32314

32314

03.01.04.05

131212.8

32803.2

196819

131213

18286.6

5630.4

60955

65606

03.01.04.05

131212.8

32803.2

196819

131213

19681.9

4,602.24

55814

65606

Step 6. Evaluation of total expected loss:

n

OUABS — ZUABS .

j1

The results are shown in Table 5.15.
Step 7. Evaluation of the total cost of spending eliminate the consequences of
threats and other causes disabling TZZI:

MBS — i o
i=1

where: C, — the value of i-th event;
m — the total number of steps taken.
The results are shown in Table 5.16.

(5.48)

(5.49)
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Step 8. Definition of integral criterion of efficiency investments in the security
BIn OPS:

Wl — ZWMABS (5.50)

i=1

N

where w, €[0;1], W/ = Zwl. — the system of Fishburne weighting coeffi-
i=1

cients, ie[l;N].

Each parameter is assigned weight classes Fishburne rule [65], based on the
fact that change is subject to criteria weighting coefficients descending arith-
metic progression.

In this first criterion (i=1), is the first in a strictly ordered by importance
criteria ranked number i=1, 2, ..., 1, is the most important and has the greatest
weight. This rule is given by the expression:

2(N-n+1
vy =2 ont]) (551
N(N+1)
where: w,— weight Fishburne;
N — total number of parameters;
n — serial number parameter;
i — number of parameters.

According to the Fishburne expression:
2 2
S R L (5.52)
N(N+1) N(N+1) Wy

where y — the multiplicity of weighting coefficients differences from each other.
So, w =04, w'=03, w'=02, w"=0.1.

For the valuation obtained values of W divide the results by 108 and
use the approach of forming a common index W,**

Results are shown in Table 5.17.

;/l;fszn/,, ZW:’g "C _ the total figure for the service, confidentiality,
j’;’;ﬂu z WP the total figure for the service integrity,
;/l;fszn/,, Z W4 _ the total figure for service availability,

WA ZW:@ " _ the total figure for the service authenticity.

genl 4,

The overall 1nd1cator is defined by the expression:
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Wil =W O OWE W (s
Table 5.17. — Results overall performance indicator
Name, 7, W components for security services

‘ WITH AND AND Au
BT 0.04896 0.03672 0.02448 0.01224
PID 0.01224 0.00918 0.05508 0.00367
CrD 0.07344 0.05508 0.03672 0.01836
KT 0.04896 0.03672 0.02448 0.01224
StO 0.007344 0.005508 0.003672 0.001836
Ol 0.04896 0.03672 0.02448 0.01224
YI 0.02448 0.01836 0.01224 0.00612
PD 0.02448 0.01836 0.01224 0.00612
:fgf;:nu 0.2448 0.1836 0.1224 0.0612
Wisse, =Wiss., “OWE TOWE AOWE" ™= 0.00034

To evaluate the quality of service facilities for the safety of ABS Bln will
use the proposed methodology for assessing functional efficiency of data
exchange network ABS, which is based on a simple multivariate analysis,
which takes into account both technical data networks (data rate, probability
and package delivery time, etc.), safety technical information security, and
economic parameters (price scale, service network, the efficiency of invest-
ment in safety, etc.).

The method comprises four steps:

1) definition of sustainability cryptographic method of rapid analysis

based on entropy method for assessing the initial random order.

2) determine the impact of security threats to the components, IB, CB, BI

based on their synergy and hybridity.

3) definition of investment in the security BIn in ABS.

4) determine the effectiveness of the ABS data exchange through an inte-
grated indicator.

Stage 1. Determination of cryptographic method of rapid analysis based

on entropy evaluation method chance original sequence (see subsections 4.2,
5.1). The result of research is to assess the maximum table encryption BIn

(table 5.18).
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Table 5.18. — Estimated maximum cryptographic protection

Difference
Entropy | Entropy H = | Chance of en-
Ne Code Open. crypto- Cypher crvption. P
Text (H,) |grams (H) |=H.-H,, yprion, £e
1. |Cellular automa-| 0.5023775 | 0.6820179 | 0.1796404
ta rule “60” (5.023775) | (6.820179) | (1.796404) | 0637079949
2. |Secure Random| 0.5023767 | 0.7999982 | 0.2976215
Generator PVP | (5.023767) | (7.999982) | (2.976215) | 0747287753
3. |DES 0.469276 | 0.812043 0.342767 0.812043
4. |3DES 0.469276 | 0.812043 0.342767 0.812043
5. |GOST 28147-89| 0.469276 | 0.811348 0.342072 0.811348
6. |Kalina-256 0.469276 | 0.954519 0.485243 0.954519
7. | AES-256 0.469276 0.95454 0.485264 0.95454
8. |RSA 0.469276 1.000 0.530724 1.000
9. |HCCDUC from
MEC (HCCDC) 0.469276 0.98764 0.518364 0.98764
10. |Ideal cipher 1.000 1.000

Stage 2. Determining the impact of security threats to the components, IB,
CB, BI based on their synergy and hybridity.

Based on classifier, taking into account the expressions (5.8)-(5.12) is de-
termined generalized synergetic probability of realization attack on BIn in
ABS o W'IB,KB,BI .

synerg
The stability of security in ABS on the possible actions of the attacker based
on the theorem of multiplication probabilities of independent events:
B=p XWIB,KB,BI’
A synerg
where: B — the stability of the security in the ABS;
P_— likelihood encryption TZZI in ABS.
Stage 3. Definition of investment in the security Bln in ABS.
Based on the expressions (5.22)-(5.29) and the proposed method is de-
fined by a generalized indicator of the effectiveness of investment in IB Bln in

ABS — VVe/ﬁnv :

Stage 4. Determination of the effectiveness of the ABS data exchange through
an integrated indicator.

Evaluating the effectiveness of data exchange is based on a comprehensive
measure by the expression:

(5.54)
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(uj) (uj)
n (u;)

W) =" x B x P W, <, (5.55)
n

prp €] norm?

where: W(u) — Network performance indicator at the chosen strategy (meth-
od of increasing probability) u ;

n") — the number of information bits in the package chosen strategy u ;

t“> — the delivery package during ¢ chosen strategy u.;

B®) — stability of security in ABS;

P ) — reliability correct packet delivery at the chosen strategy;

U — set of admissible strategies (methods increase the probability
used in the network);

W, — multi-rate efficiency, designed the proposed method;

W — normalized multi-rate performance.

Initial data network ABS are the results table 5.19 based on reference ta-

blesthe parameters of the data taken into account in the integral index of the
functional efficiency of the IP network ABS W (see subsection 4.2).

Table 5.19. — Generalized efficacy data networks

s 5 o
23 1
g5 E| ¥ B |53 %,
= 2 = S = S E| Qe
25| H S | § | €5 &8
Technology | Cost | Speed _‘.2 e E‘ b= é S 2|25
9] > >~ = < -
5% 2| F | E|gE| @
é gl = < §&|E
Q
Frame Relay | 3 2 1 3 270 | 7.37
Fast Ethernet | 3 2 3 3 432 | 11.79
10 Gb
2 4 4 4 1152 1.4
Ethernet 3 3 el
4
0Gb 1 5 4 4 3 3 720 | 19.66
Ethernet
Total: 3663 100

Fig. 5.18 shows the results of research on the efficiency of service quality
ABS facilities to ensure the security Bln.

Initial data for the study are: technology Frame Relay, 100 Mbit Ethernet,
10 Gbit Ethernet, 40 Gbit Ethernet with critical feedback and ARQ “Back-to-
N, w555 =0.0022839, Gost — t,=t =0.033s, RSA — t, =t _ =0.2s,

synerg
=0.0015s, P7*" =0.95454, PP =0.98764,

HCCDUC with MEA — ¢, =t
P =1.0000, n=1518, C=36000, P =0.9999, s=32, w=300000000.
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8x10~ 3 T T T T
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Fig. 5.18. The research results of the functional efficiency of the ABS ARQ
“Back-to-N"using methods of evaluating investments in IS Bln in ABS

Analysis of Fig. 5.18 shows that the proposed method of estimating the
functional efficiency without ABS allows significant time and cost of expert to
assess the state of the ABS for users to use evaluation results for its scale, im-
proving the technical performance of ABS, level IS BIn in ABS.

Thus, all formulated and applied scientific findings confirmed the results of
the experiment.

5.4 Conclusions of the fifth section

The final section of the thesis the methodology of the system of IS Bln in
ABS, which makes it possible to provide increasing levels IS BIn in ABS in
terms of hybrid threats on the organization of the banking sector, the rational
organization of the system for IB Bln in ABS in terms of simultaneous action
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on the system of threats to information security kiberbezpetsi and safety infor-
mation. As a result, the following results:

1. The verification and investigation of the adequacy of the proposed
method of evaluating investments in IS Bln in ABS, methods of evaluation of
the functional efficiency of the ABS data subject to the conditions of counterac-
tion to threats hybrid IS, SC, SI on BIn in ABS.

2. The methodology of constructing a system of banking information se-
curity in automated banking systems, which unlike known approaches imple-
ments a radically new concept hybrid countering threats to the banking sector
of the state. Its essence and meaning is the rational organization of information
security software Bln in ABS in terms of simultaneous action on the system
of information security threats, kiberbezpetsi and safety information. This ap-
proach allows to obtain full and adequate assessment of IS BIn in ABS, which
significantly affect the value of investments in the safety of the banking sector
and opens the way to make informed management decisions on security.

Thus, the proposed methodology allows for improving the safety Bln, to get
the maximum number of emergent properties in terms of combating hybrid
threats IS, CS, SI, namely: assessment of synergies and hybridity threats com-
ponent safety: IS, CS, SI on BIn in ABS, minimization costs of investing in IB
Bln, providing high speed crypto-conversion obrazovaniya and demonstrable
level of stability in the integrated mechanisms to ensure the integrity, confiden-
tiality, authenticity and reliability BIn in ABS with u I open channels of com-
munication, functional assessment transmission efficiency BIn in ABS.
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CONCLUSIONS

The result of the work done is to solve urgent and important scientific and
applied problems of methodology of constructing a system of information se-
curity in automated banking systems to enhance the level of protection against
security threats hybrid nature.

In carrying out the thesis, the following key results are:

1. Analysis of current models, methods and systems for information secu-
rity in the banking information ABS OPS as part of the critical infrastructure
cybernetic state. It is established that the vast majority of known studies focused
on the development or general approaches to IB bin in ABS or create methods,
models and tools provide model-based SIA, which does not fully take into ac-
count modern requirements and approaches to building a system for IB bin in
ABS. Unresolved part of the overall problem with bin questions remain develop-
ing integrated scientific and reasonable methodology for constructing practical
systems for IB bin in ABS, development and implementation of a comprehen-
sive information security system (CISS) integrated mechanisms ISS with soft-
ware requirements for performance and likelihood circulation bin in ABS. The
results of the analysis made it possible to clearly define the objectives of the
research to develop the methodology for constructing systems for IB bin in ABS.

2. The concept of building a synergetic model of threats IB bin in ABS,
basis of which is a three-tier security model of strategic management of bank-
ing information technologies. The concept covers all main areas of the bank’s
activities to ensure information security, based on a synergetic approach to the
selection of the most effective ways achieving goals IB bin in ABS to the value
of risk at every level model of strategic management of the bank and provides
effective control over the implementation of ISMS functions OPS.

3. A software tool that implements advanced classification of banking in-
formation security threats in automated banking systems, which in contrast to
the known synergistic model based threats, which allowed to classify threats
by security components, types of services and infrastructure hierarchy levels of
automated banking systems. Practical implementation allows on-line form ex-
pert evaluation of threats, analyze synergies and hybridity, assess the likelihood
of the impact of these threats to information security of banking information
without significant cost investment and human resources (electronic access to
the resource: http://skl.hneu.edu.ua).

4. Practical method for evaluation of information security in the banking in-
formation ABS synergetic model based threats generalized model of offender
assessment model security bin in ABS and ABS models of infrastructure to



CONCLUSIONS 283

optimize the cost of funds for the construction of a system for IB bin in ABS. The
practical significance is the ability to timely evaluation of the relationships be-
tween assets Bean, infrastructure elements ABS, ABS TIP and possible signs of
threats IB, CB, IB, which allows time to adjust the guidelines of the Bank of IB,
plan investment in TIP, generate preventive measures to prevention of threats.

5. Developed method to ensure the confidentiality and integrity bin in
ABS on hybrid crypto-code designs on unprofitable codes. The method is
based on a modified crypto-code system to McEliece modified geometric codes
that are integrated (a mechanism) provides IB bin (safe time — TB>200 g.,
Resistance to cryptanalysis LCD < 10-25-10-35 group operations), transmis-
sion reliability bin in ABS (R <9.10), and reduce energy costs in their prac-
tical implementation in 10-12 times (encryption, decryption) by decreasing
order of GF(q). Implementation of the proposed methods can improve security
bin in ABS.

6. The method of two-factor authentication based on McEliece and Nie-
derreiter of MEC that ensures stability OTP-level passwords during transmis-
sion channels of communication open and to keep the possibility of further
use of two-factor authentication protocol based on SMS-messages. Despite the
decrease in power Galois field to GF(26) for MACCS and GF(24) for HCCC
statistical characteristics of crypto-code constructions were at least no worse
than traditional NCN McEliece in GF(210). All cryptosystem tests were 100 %,
and showed the best result in shortened HCCC MEC: 155 189 tests completed
at 0.99, which is 82 % of the total number of tests. This traditional NCN McE-
liece in GF(210) 149 tests showed at 0.99.

7. A method for evaluating the effectiveness of investments in the bank-
ing information security in automated banking systems which is based on a
composite index investing to optimize the cost of funds for the construction
of a system of information security in terms of hybrid threats of information
cybersecurity and safety information. The practical implementation of the
method allow to assess key indicators of investment in IT security given bin
synergistic evaluation of threats IB, CB, BI.

8. A method for evaluating the functional efficiency of data exchange net-
work ABS, which is based on a simple multivariate analysis, which takes into
account both technical data networks (data rate and the probability of the
delivery package and so on), technical protection of information, as and eco-
nomic parameters (price scale, service network, the efficiency of investment in
safety, etc.). The proposed method of estimating the functional efficiency of
ABS allows without significant time and cost to conduct expert evaluation of
ABS for users to use the results of the evaluation of the functional efficiency
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of ABS for its scale, improve technical performance network ABS information
security of banking information.

9. The methodology of constructing a system of banking information se-
curity in automated banking systems, which unlike known approaches imple-
ments a radically new concept hybrid countering threats to the banking sector
of the state. Its essence and meaning is the rational organization of information
security software bin in ABS in terms of simultaneous action on the system
of information security threats, cybersecurity and safety information. This ap-
proach allows to obtain full and adequate assessment of IB bin in ABS, which
significantly affect the value of investments in the safety of the banking sector
and opens the way to make informed management decisions on security.

Thus, the proposed methodology allows improving the safety bin, to get
the maximum number of emergent properties in terms of combating hybrid
threats IB, CB, BI, namely: assessment of synergies and hybridity threats com-
ponent safety: IB, CB, BI on bin in ABS, minimization costs of investing in IB
Bean, providing high speed cryptoconversion and level of stability in the in-
tegrated mechanisms to ensure the integrity, confidentiality, authenticity and
reliability bin in ABS with open channels of communication, functional assess-
ment transmission efficiency bin in ABS.

10. The developed algorithms and software, allowing to verify the pro-
posed methods, models and methodologies and to confirm their effective-
ness in the context of IB bin in ABS. The results of the thesis introduced the
activity of LLC “Sayfer BIS” — implemented software library cryptographic
information based on modified crypto code of Niederreiter — McEliece El-
liptic public key codes from unprofitable codes. The software library crypto-
graphic information used in the authentication subsystem internet banking
“ELPay” (Act of 05/18/2017), “Microcrypt Technologies Ltd.” — designed li-
brary of cryptographic information used to program complex IM protection
“Crypto-IM +” (act of implementation 30.11.2017) planned to use in the bank
as a part of a prospective protocol 2FA together with LLC “TANTARIUM” (Act
0f06/14/2017) and PAO “MEGABANK” (Act of 06/09/2017). The results of the
thesis are used in the educational process Kharkiv S. Kuznets Kharkiv National
University of Economic, Kharkiv National University “KPI” Fedkovych Cher-
nivtsi National University to improve the efficiency of training specialists in in-
formation security.
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