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Abstract. Cloud computing has become a necessary component for data storage and processing and is becoming more
widespread. However, there are threats to the security and privacy of user data, which is why it is important to find out
the most effective methods for ensuring data security in the cloud. The purpose of the study was to develop methods
aimed at ensuring privacy and security in cloud environments and in modern applications. The method of analysis was
used to review other publications on the topic, and the method of experiment was used for practical implementation.
The main results of the study include the development of a security monitoring programme. It analyses event logs
and determines the number of failed login attempts, which indicates the detection or absence of suspicious activity.
Access to resources is checked, and the necessary information is displayed on the console. A comparison table of cloud
platforms has been created, considering their advantages and disadvantages in the context of data security and privacy.
It specifies the criteria for delivering services to the selected services. A block diagram of ways to provide security
in cloud computing is developed, illustrating the relationship between various aspects of providing security in cloud
systems. It contains parameters and strategies for encrypting data, protecting sensitive data, and countering attacks.
Various aspects of security and methods of ensuring privacy in cloud computing are considered, namely authorisation,
intrusion detection, regulatory requirements, integration with modern applications, monitoring and logging, user
identification and authentication. The practical significance of the study lies in the creation of innovative ways to help
improve security and privacy in cloud computing. They will allow cloud developers and administrators to effectively
protect user data and ensure their privacy in modern applications
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¢ INTRODUCTION

A large amount of personal and corporate data is stored
in cloud environments, so it is important to ensure that it
is protected from potential threats. Criminals and hackers
are constantly looking for opportunities for unauthorised
access to data. Loss or leakage of sensitive information can
have serious consequences for users and organisations,
enterprises, and administrative institutions specifically.
Information security becomes key, in particular, consid-
ering mandatory regulatory requirements and standards.
Security threats in cloud computing include the possi-
bility of attacks on the infrastructure of cloud systems,
violations of regulatory requirements for data protec-
tion. These threats can lead to serious consequences for

businesses, including financial losses, loss of confidential
information, and privacy violations.

Other studies on this topic are of interest. For exam-
ple, O. Vakhula & I. Opirsky (2023) consider the “Security
as a code” approach in cloud environments, which involves
integrating security controls directly into software devel-
opment processes. The researchers emphasise that embed-
ding security measures in programme code, templates, and
automated processes guarantees consistent and mandatory
implementation of security controls at all stages of devel-
opment. This approach is an important strategy for ensur-
ing security in cloud environments and plays a role in pro-
tecting digital assets. V. Bohomia & V. Kochegarov (2023)
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focus on cybersecurity, which is becoming increasingly rel-
evant in Ukraine due to its growing reliance on technology
and war-related threats. The increased use of cloud servic-
es leads to an increase in cybersecurity threats, especially
in terms of privacy and data protection. The study aims to
analyse the possibilities of using cryptographic methods
to ensure security in cloud services. V. Mazur (2023) im-
plements effective security methods for Amazon Web Ser-
vices (AWS) cloud services to protect against various types
of cyber-attacks. The paper includes an analysis of cyber
threats, characteristics and consequences of cyber-attacks,
and a study of the advantages and limitations of using AWS
cloud services. The proposed security methods include the
installation of firewalls, intrusion detection systems, data
encryption, backups and recovery, authentication and au-
thorisation of users, improving the security and reliability
of the AWS cloud infrastructure against cyber-attacks. Sim-
ilar is the study by A. Nafiiev & D. Lande (2023), where the
researchers consider two methods for controlling malware
intrusion recognition. Based on calculations, researchers
have created a model for detecting virus programmes based
on artificial intelligence (AI). It was noted that to get an
optimal result, it is better to use a narrow sample among
the entire set of features instead of a large amount of data.

L. Sultanova & M. Prokofieva (2022) substantiate the
need to improve digital security in the field of higher ed-
ucation against the background of the threat of spread-
ing fake information. The paper analyses the problem of
spreading fake content in Ukraine and highlights ways to
combat it. The researchers also consider the concept of dig-
ital competence for Ukrainian citizens and suggest improv-
ing digital education for teachers and students on digital
security issues. In turn, M. Horodyskyi et al. (2021) exam-
ine the impact of cloud technologies on the organisation of
accounting and its regulatory framework. It is noted that
the introduction of information and computer technolo-
gies in accounting will lead to the reform of its technical
and administrative components. The impact of cloud tech-
nologies on the organisation of accounting is considered
in the aspect of using their advantages and disadvantages.
T. Amro (2022) examines the relationship between infor-
mation security and public administration systems during
martial law and examines methods for ensuring effective
information security in these conditions. The researcher
uses empirical and theoretical methods, including analysis
of legal acts regulating these systems. The paper is original
because it addresses an under-studied issue and propos-
es new approaches to ensuring information security under
martial law.

All of the above papers focus on security in the cloud,
but this study focuses on the importance of integrating
security directly into software development processes in
cloud environments, which was previously poorly under-
stood. The scope of the study should include the integra-
tion of security into modern applications that use cloud
computing: this is important because many applications
exchange data with cloud systems, and their developers
must ensure that this data exchange is secure. The purpose
of this study was to develop methods aimed at improving
the level of privacy and security in the cloud environment
and modern applications.
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e MATERIALS AND METHODS

The methods of analysis and experiment were used to
achieve the research objective. The analysis was used to
review other publications and scientific sources on this
topic. This analysis helped to clarify existing security ap-
proaches and developments in cloud computing, and iden-
tify shortcomings and opportunities for further research.
This method covered various aspects, including cryp-
tographic methods, security methods for cloud services,
firewall settings, unauthorised access detection systems,
determining user access rights, backup and data recov-
ery, the problem of fake content spread, ways to improve
digital education, the impact of cloud technologies on ac-
counting, analysis of legal acts, and ensuring information
security under martial law. The issues of access control
and identity management, the role of cloud service pro-
viders, various methods of ensuring data privacy, internal
threats, data leaks, illegal access to sensitive information,
legal and standard requirements for protecting user data
in cloud environments were also considered. Some of
these aspects include PRISMA approaches, Fog comput-
ing, Internet of Things (I0T) devices, scalability, flexibility,
reliability, efficiency and outsourcing, and secure config-
uration, multi-factor authentication, regular audits, se-
curity testing, incident response plans, data security and
integrity, service level agreements and staff training.

The experimental method was applied for the practi-
cal implementation of this topic. The code was written in
Java, which is a console application for security monitor-
ing. This programme analyses event logs and checks access
to resources to detect suspicious actions. If the number of
failed login attempts exceeds a certain value, the applica-
tion displays suspicious activity, otherwise — suspicious
activity is not detected. The code contains a method for
checking access to resources, a function for getting the
number of failed login attempts from event logs, a func-
tion for checking file access, and a function for checking
user authorisation. The study also used a structural dia-
gram of these methods of ensuring security in cloud com-
puting, which was created using the Drawio tool. It used
data encryption, protection against attacks on third-party
code, methods for protecting confidential data, methods
for data backup and recovery, threat monitoring and re-
sponse systems, cryptographic methods, network protocol
protection, integration with identification systems, and
other methods for providing security in cloud computing.
In addition, a comparison table of the leading cloud envi-
ronments — AWS, Google Cloud Platform (GCP), Microsoft
Azure, Salesforce — was created using the comparison and
the graphical method. This was done to assess their main
characteristics. This table summarised the listed services
based on such criteria as the platform name, main services,
advantages and disadvantages. The use of the comparison
contributed to obtaining an objective comparative over-
view of well-known cloud platforms, which helped to deter-
mine which of them best meets the security requirements.

e RESULTS

Cloud computing provides convenient access to resources
and data over the Internet and allows efficient use of com-
puting resources without significant investment in own
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servers and infrastructure. However, along with the grow-
ing popularity of cloud computing, the risk of data secu-
rity and privacy is also growing. Criminals are constantly
looking for opportunities to access this data, which leads
to serious consequences for users. Key security aspects in
cloud computing include data encryption, physical security
and infrastructure, authentication and authorisation, inci-
dent detection and response, and regulatory requirements
and standards.

Encryption is one of the key methods of ensuring pri-
vacy. It allows protecting personal data from unauthor-
ised access, even if criminals gain physical access to the
data warehouse. Ensuring the security of the physical in-
frastructure where servers and computing resources are
stored is important to prevent physical access to data. It
is necessary to protect access to resources and data by au-
thenticating users and controlling access using authorisa-
tion tools. Attention should be paid to intrusion detection
systems, methods for responding to possible threats, and
data protection requirements that are regulated by legisla-
tion and standards. Integration with modern applications
is another important component for ensuring security in
cloud computing. Since many modern applications share
data with cloud systems, developers must ensure that this
data exchange is secure.

When implementing cloud solutions and defining
methods for ensuring security and privacy in cloud sys-
tems, certain advantages and disadvantages should be
considered. Benefits may include ease of access, cost,
scalability, automation and updates, backup and recov-
ery. Cloud computing allows users to access data and
resources from anywhere with an Internet connection,
which promotes convenience and mobility. Using cloud
resources allows avoiding significant costs for equipment
and maintenance of own infrastructure, in particular, for
small companies and startups. Cloud services are easi-
ly scalable, allowing users to increase their resources as
needed. Many cloud solutions are automatically updated

and maintained, reducing the need for manual work. In
addition, most cloud services provide the ability to auto-
matically backup and restore data, which helps to avoid
data loss. Disadvantages include data privacy and securi-
ty, dependence on the Internet connection, denial of con-
trol, configuration restrictions, and regulatory compliance
issues. Under the terms of cloud computing, user data is
stored on third-party servers. This increases the risk of
privacy violations and the possibility of unauthorised ac-
cess. Cloud services require a stable internet connection,
and losing Internet access can lead to data unavailabili-
ty. Using cloud solutions means that users transfer some
control over their infrastructure and security to third par-
ties. Some cloud services may limit the user’s ability to
configure computing resources, and using cloud services
may require compliance with various regulatory require-
ments that are quite complex to meet.

There are many examples of modern cloud computing.
For example, AWS, which is one of the leading cloud service
providers and offers a wide range of services such as com-
puting, data storage, databases, networks, etc. AWS Lamb-
da allows developers to execute code without the need
for infrastructure management. In addition, GCP, another
leading cloud service provider, offers a variety of services
for developing, deploying, and managing applications in
the cloud. And GCP Cloud Functions allows developers to
create features that automatically respond to events and
requests. In turn, Microsoft Azure is another popular cloud
solution that provides a wide range of services for devel-
oping, deploying, and managing applications in the cloud.
Azure IoT Hub allows a user to connect, monitor, and man-
age IoT devices. Another example is Salesforce, which is
a leading provider of cloud-based customer relationship
management (CRM) systems and other CRM services.
There are other cloud platforms, but all of them provide a
variety of solutions for sales, marketing, customer service,
and other business processes. A comparison of these cloud
platforms is shown in Table 1.

Table 1. Comparison of leading cloud environments

Platform Advantages Disadvantages

Computing, data storage, databases,
networks, etc.

Easy access to resources, wide range
of services, scalability, automatlon

High costs, difficulty in using for

backup beginners, low customer support

Development, deployment, and

Ability to automatically respond

Specificity for use in some other

GCP management of applications in the to events, wide range of services, areas, lack of certain services,
cloud scalability insufficient data localisation
Microsoft Development, deplpyment, .and Wide range of services, scalability, IoT leﬁcqlt Integration with some
A management of applications in the applications, limited opportunities
zure support ’ -
cloud for users with non-paid support
Limited opportunities for other
Salesforce CRM systems and CRM services Specialised services for businesses types of services, high usage costs

for some businesses

Source: compiled by the author based on L. Dignan (2021)

Therefore, each cloud platform has its own advantages
and disadvantages. When choosing a specific platform to
use, an organisation should carefully consider its needs and
requirements. It is important to consider which services and
functionality are critical for a particular business or project,
and what limitations or disadvantages may arise when us-
ing a particular platform. Careful planning, risk assessment,

and continuous monitoring will help ensure successful use
of cloud computing in the enterprise. Despite the presence
of many criteria for choosing cloud systems, the main pri-
ority will always be security. Thus, the study considers an
example of a console programme for security monitoring.
The main idea of the code is to analyse event logs and check
access to resources to detect suspicious activity (Fig. 1).
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}

import java.util.Timer;
import java.util.TimerTask;
public class SecurityMonitoringSystem {

public static void main(String[] args) {
// Analysis of event logs
boolean eventLogsResult = analyzeEventLogs();
// Checking access to resources
boolean resourceAccessResult = checkResourceAccess();
if (eventLogsResult) {
System.out.println("Suspicious activity was detected in the event logs.");
}else {
System.out.println("The event logs contain no suspicious activity.");

if (resourceAccessResult) {
System.out.println("Resource access is OK.");
}else {
System.out.println("Incorrect access to resources was detected.");

}

// A method for analysing event logs
private static boolean analyzeEventLogs() {
int failedLoginAttempts = getFailedLoginAttemptsFromLogs();
// If the number of failed login attempts exceeds 5, return true (suspicious activity)
if (failedLoginAttempts > 5) {
return true;

// Otherwise, return false (no suspicious activity detected)
return false;

// A method for checking access to resources
private static boolean checkResourceAccess() {
boolean hasAccessToFile = checkFileAccess("importantfile.txt");
// If the user has access to the file, return true (access is OK)
if (hasAccessToFile) {
return true;
1
// Otherwise, return false (incorrect access)
return false;
1
// A function to get the number of failed login attempts from the event logs
private static int getFailedLoginAttemptsFromLogs() {
return 7; // An example of a value that can be retrieved from logs

// A function to check access to a file
private static boolean checkFileAccess(String fileName) {
// A function that checks whether a user has access to a file by name
if (isUserAuthorizedToAccessFile(fileName)) {
return true; // If the user has access, return true
}else {
return false; // If access is not available, return false

}

// A function to check user authorization
private static boolean isUserAuthorizedToAccessFile(String fileName) {
return true; // In this example, always return true

}

Figure 1. Console programme code for security monitoring

Source: created by the author

Firstly, the “main” method is started, which is the start-
ing point of the program. The analyzeEventLogs method
analyses event logs. The number of failed login attempts is
obtained (the failedLoginAttempts variable), and if this num-
ber exceeds, for example, 5, true is set, indicating that sus-
picious activity has been detected. The checkResourceAccess
method checks access to resources. This example checks ac-
cess to the “importantfile.txt”. If the user has access to the file
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(the hasAccessToFile variable), true is set, indicating correct
access. The “main” method displays the results of analysing
event logs and checking access to resources on the console.

The programme itself will display the following result
(Fig. 2). However, this programme is a basic example and
does not include real-world event log analysis or access
verification. In a real system, a user will need to implement
this functionality using more complex logic and real data.
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Suspicious activity was detected in the event logs.

Resource access is OK.

Figure 2. Programme result

Source: created by the author

Considering the above information, methods for en-
suring privacy and security in cloud computing should be
developed. These may include the following aspects: data
encryption (development of encryption methods to protect
data during transmission and storage in cloud computing);
authentication and authorisation (implementation of user
authentication methods and resource access control); in-
trusion detection and incident response (development of
systems for detecting and responding to suspicious activ-
ity or potential intrusions); regulatory requirements and
standards (consideration of legislation and standards on
data security and privacy); integration with modern appli-
cations (development of methods for secure integration of
cloud computing with modern applications); monitoring
and logging (implementation of monitoring and event log-
ging systems to track activity and detect suspicious activi-
ty); user identification and authentication (development of

methods for securely identifying and authenticating users
before granting access to resources).

Therefore, due to the constant development of cryp-
tographic methods, it is recommended to follow the latest
trends and adapt encryption to new challenges. It is impor-
tant to study modern approaches to multi-level authentica-
tion and role-based access control. A combination of mon-
itoring techniques and intelligent analytics can be useful.
It is recommended to constantly update the knowledge of
security legislation and standards. Logging techniques and
monitoring systems should be developed to detect prob-
lems in a timely manner. The general recommendation is
to be constantly open to new security techniques and tech-
nologies in cloud computing and actively participate in the
community to share knowledge and improve security prac-
tices. A block diagram of these security methods in cloud
computing is shown in Figure 3.

Security in cloud computing

Protection against attacks
on third-party code

Data encryption

Protection of confidential data

SSL/TLS protocols

Data backup

Backup data recovery

Other security methods

Detection and blocking
of malicious code

v v

Threat monitoring
and response systems

v \4

Network and network protocol
protection in the cloud

4

Personal IDs, passwords,
and financial data

v

Cryptographic methods
v

Integration with
identification systems
(OTR, biometric systems)

/

Figure 3. Provision of security in cloud computing
Note: SSL - secure sockets layer; TLS — transport layer security; OTR - off-the-record messaging

Source: created by the author

This diagram reflects a group of security techniques
that can be used to ensure privacy and security in cloud en-
vironments. Each method has its own sub-branch and in-
cludes different approaches and technologies to ensure the
relevant aspects of security and privacy. Based on the con-
ducted research, certain recommendations are proposed
that follow from the study and have important practical
significance. It is necessary to ensure the security of data at
every stage of its life cycle, from storage and transmission
to processing. It is recommended to use data encryption
and improve user authorisation and authentication meth-
ods. Regular security audits and activity monitoring should
be conducted to detect suspicious activity. This will help to

identify possible threats in time and take measures to pre-
vent them. It is worth developing plans for responding to
possible security incidents and backing up data. Inventory
and plans will help restore the system after the incident
and reduce possible losses. It is important to learn about
and comply with all regulatory requirements and standards
relating to data processing and storage. This will help to
avoid legal problems and fines. Consideration should also
be given to introducing innovative security approaches and
technologies, such as Al and machine learning, to detect
threats. Provide training and advanced training of security
personnel. An informed workforce is an important link in
ensuring security in cloud computing, and it is necessary
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to cooperate with cloud service providers and demand high
security standards from them. Check their certificates and
security recommendations. These guidelines are aimed at
improving security and privacy in cloud systems and can
help organisations and users store and process data in a
secure environment.

Therefore, the results show that security can be
achieved in cloud environments if appropriate measures
and methods are taken. The developed methods and ap-
proaches play an important role in ensuring data confiden-
tiality and protecting resources. These results can open up
prospects for the development and improvement of securi-
ty systems in cloud computing.

e DISCUSSION

There are various studies on security in cloud computing.
Some researchers focus on aspects of data encryption dur-
ing transmission and storage, while others focus on user
authentication and access control, and explore aspects of
intrusion detection and monitoring systems. It is worth
considering the study by S. Varun (2023), which provides
an overview of security and privacy issues in cloud com-
puting and proposed solutions. The researcher notes that
cloud computing has become an important part of modern
business, but at the same time there are significant threats
to data security and privacy. Various aspects of security and
privacy, such as encryption, access control, and identity
management, are addressed, and the role of cloud service
providers is considered. In conclusion, the paper provides
recommendations for improving the level of security and
privacy in cloud computing. Common aspects between this
and the current study are the creation of solutions for im-
plementing privacy and security in cloud computing, and
in the aspects of security and privacy. However, in the first
case, the research is more theoretical, while this study con-
tains a practical implementation of the subject.

I.S. Mohd Fadhil et al. (2023) emphasise that cloud
computing is an important technology that provides access
to computing resources over the Internet. The paper exam-
ines the security and privacy challenges in cloud comput-
ing that arise with the widespread use of this technology.
The researchers analyse methods to ensure data privacy,
and discuss the role of cloud service providers and com-
pliance issues. In conclusion, they make recommendations
for improving security and privacy in cloud computing.
Both studies applied practices for security and privacy is-
sues in cloud computing, and considered examples of vari-
ous cloud services. However, the examples themselves and
their descriptions differ.

The study by R. Patel et al. (2023) also points out that
when an organisation moves to cloud computing to reduce
costs and improve efficiency, privacy concerns arise. The re-
searchers emphasise that in order to effectively implement
privacy protection strategies in cloud computing, modern
methods for managing these problems are required. The
paper discusses the needs for protecting private data, and
considers the basic principles of security measures in cloud
computing. The comparison then discusses various privacy
strategies in cloud environments. As in this study, it intro-
duces certain methods of providing security in cloud com-
puting, but these methods are different. F.K. Aljwari (2023)
notes that cloud computing is a fast-growing field in the
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field of information technology. They allow accessing var-
ious tools and services over the network. However, there
are serious issues with data privacy and security. The pa-
per discusses these issues and possible solutions that are
relevant for researchers and security experts. Common as-
pects between the two studies are security issues in cloud
computing. But this study focuses specifically on creating
methods for ensuring privacy and security, and the rest —
on ways to solve problems on this topic.

J. Uma Maheswari et al. (2023) also emphasise that
the modern world is increasingly using cloud computing,
which allows organising data, managing its storage, pro-
cessing and access. However, this technology raises ques-
tions about the security and privacy of data in cloud en-
vironments. The main task of using cloud computing is to
keep data private and secure when processing and storing
it in external data centres. This study discusses various
risks, including internal threats, data leaks, and illegal ac-
cess to sensitive information. Legal and standard require-
ments for protecting user data in cloud environments are
also considered. Both studies focus on security and privacy
in cloud systems, but the current study does not address
specific standard and legal protection requirements, unlike
the study analysed.

In turn, A. Bhansali (2023) points out that there are
many risks that threaten the privacy and security of the
Internet environment. Therefore, the researcher discuss-
es these issues and possible solutions. The most common
user complaint about cloud computing is the security and
privacy of data in the cloud. The researcher discusses in
detail issues related to internal threats, data leaks, and il-
legal access to confidential information. Ultimately, the pa-
per highlights the legal requirements that businesses must
comply with to protect user data in the cloud. Thus, privacy
and security issues in cloud computing remain relevant for
organisations and individuals. Both studies address securi-
ty threats in the cloud environment. However, the current
study is not as focused on legal requirements as another.

N. Ukeje et al. (2024) emphasise that many companies
use cloud services to store data in a virtual environment.
However, there are problems with ensuring the security
and privacy of data in cloud computing, as users do not
have control over what happens in the cloud, and this pos-
es threats to the security and privacy of information. The
study discusses issues related to data security and priva-
cy in cloud computing and how to solve them. The main
solution to this problem is the preferred reporting items for
systematic reviews and meta-analyses (PRISMA) approach.
It can be concluded that both studies focus on the issues
of data protection and privacy in cloud computing. Howev-
er, the current study develops specific security and privacy
techniques, while another uses a specific PRISMA approach.

Just like the previous researchers, S. Reema (2023)
notes that the proliferation of cloud computing has raised
serious questions about the security and privacy of sensi-
tive information stored in the cloud. The purpose of the
study is to explore the security and privacy issues associat-
ed with cloud computing and consider the possibilities of
using this technology to solve them. The paper emphasises
that cloud computing can be an effective solution to se-
curity and privacy issues, provided that relevant standards
and practices are followed. Therefore, the general criteria
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are to consider security and privacy in the cloud environ-
ment. Although, this study is more practical, since it con-
tains code and a block diagram. And the considered study
is more theoretical, since it contains an analysis of ways to
achieve security and privacy.

N. Haider & C. Azad (2022) considers “Fog comput-
ing”, which aims to bring the cloud closer to IoT devices
to solve the problems that arise in cloud computing when
processing IoT data. This is an intermediate layer between
the cloud and computers. In addition to the security and
privacy issues that are inherent in cloud computing, Fog
computing also has its own set of unique issues. The study
analyses previous studies of Fog computing applications
to identify security flaws. It evaluates the impact of these
problems and possible solutions, provides guidance on fu-
ture security for those responsible for the development and
design of Fog systems. What the two studies have in com-
mon is the use of cloud technologies and the identification
of related problems. Despite this, the 2022 paper deals spe-
cifically with Fog computing and the IoT system, which is
not present in this study.

Other studies also use cloud computing, examining
privacy and security issues and how to address them. For
example, E. Geetha Rani & D.T. Chetana (2023) note that
the widespread use of cloud computing has raised serious
questions about the security and privacy of information
stored in the cloud. The study examines various security
and privacy issues related to cloud computing and exam-
ines how the technology can be used to address these is-
sues. The researchers suggest that by following certain best
practices on the part of cloud service providers and users,
cloud computing can be an effective solution to security
and privacy concerns in the digital age.

The purpose of the study by Y. Abdulsalam & M. Hed-
abou (2022) is to examine the security and privacy chal-
lenges associated with cloud computing and examine the
technology’s capabilities to overcome these challenges. By
analysing existing research and examining practical ex-
amples, the paper suggests that cloud computing can be
an effective solution to security and privacy concerns in
the digital age, provided that certain best practices are fol-
lowed by both cloud service providers and users. H. Gavit
& Y. Patil (2023) note that cloud computing has gained
popularity due to its profitability and flexibility. Howev-
er, security remains a serious issue, as data in the cloud
can be vulnerable to breaches, internal threats, and oth-
er risks. The study examines security issues and suggests
measures to address them. Important security measures
that organisations need to implement include encryption,
access control, multi-factor authentication, audits, back-
ups, secure configuration, security testing, incident re-
sponse plans, etc. The implementation of these measures
will allow taking advantage of cloud computing, ensuring
the security and confidentiality of data. M.Z. Hasan et
al. (2023) explores various security issues in cloud com-
puting and measures that can be taken to address them.
The study discusses data security and integrity, which
are key aspects. The researchers emphasise that organi-
sations should develop a comprehensive security strategy
that considers the specific needs and requirements of their

cloud resources to ensure the security and confidentiality
of their data and applications.

It can be concluded that all considered studies are
aimed at developing ways and solving problems related to
user privacy and security in cloud computing. This paper
also addresses these aspects, but it offers a comprehensive
approach to the problem, providing not only an analysis of
existing risks and challenges, but also considering practi-
cal recommendations for implementing effective security
and privacy strategies in cloud computing. In addition, this
study provides promising guidance for the development
of this area, contributing to further improvements in data
protection and security in cloud computing.

e CONCLUSIONS

This study considered various aspects of security and pri-
vacy in cloud computing. The possibilities of integrating
security at various stages of software development for con-
sistent and effective implementation of security controls
in cloud systems are examined. The findings of the study
include a number of solutions. The main result is the devel-
opment of security monitoring application that analyses
event logs and checks access to resources. It shows wheth-
er suspicious activity has been detected and can be a ba-
sis for practical application. A comparison table of various
cloud platforms has been compiled, with an emphasis on
their advantages and disadvantages in the context of data
protection and privacy. For this purpose, some well-known
cloud services were analysed. A block diagram has been
developed for security methods in cloud computing, which
illustrates the relationship between various aspects of se-
curity in cloud systems. This diagram covers information
encoding, protection from external attacks, and security
of private data. The results also include analysis of various
aspects of security and privacy practices in cloud comput-
ing, such as authorisation, data encryption, intrusion de-
tection, regulatory compliance, logging, integration with
modern applications, monitoring, and user authentication
and identification.

The development and application of new cryptograph-
ic protocols can help improve the level of security in cloud
environments. For practical applications, it is recommend-
ed to implement systems for monitoring and responding
to suspicious activity, which would allow organisations to
maintain a stable state of security and provide an appro-
priate response to possible threats. Security should also be
considered as an ongoing process and security practices
should be updated based on new threats and vulnerabil-
ities. Ensuring privacy and security in cloud computing
requires a systematic approach. In further research, it is
advisable to continue developing innovative methods and
approaches to ensuring security in cloud computing. This
will help increase user confidence in cloud technologies
and help meet regulatory requirements for data processing.
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Zarichuk

be3neka B XMapHUX obuncneHHax:
MeToam 3abe3neyeHHd anBaTHOCTi Ta iHTerpau,i'l’ B CyHaCHUX OoOaTKaxX

Onekcin NreHHaainoBuY 3apiuyk

MeHenykep KOMM'tOTePHMX Ta iIHGOPMaLIMHUX CUCTEM
TOB «®Digec»

02000, Byn. €. CBepcCTIoKa, 11A, M. Ku1iB, YKpaiHa
https://orcid.org/0009-0009-0771-8465

Auoramig. XMapHi 06UMCIEHHST CTaly Heo6XigHOIO CK/IaJoBOIO IJis 30epiraHHs it 06po6KM maHUX Ta HaOGyBalOThb
Bce 6ilbIIOTo TomMpeHHs. [IpoTe icHYIOTh 3arpo3u I1OA0 Ge3meKu i MPUBATHOCTI JaHUX KOPUCTYBadiB, uepes Iio
BOKJIMBO 3’ICYyBaTy HalieGeKTUBHIiNI MeTomy 3abe3reueHHs] 6e3meky JaHuX y Xxmapi. MeTa JociiiskeHHs mossiraaa
B pO3poO6Ili MeTO/iB, CIIpSIMOBAHMUX Ha 3abesrneuyeHHs KOHDimeHIiliHOCTI Ta 6e3MeKku B XMapHUX CepedoBUINaX i B
CYYaCHMX 3aCTOCYHKaX. BUKOPMCTAHO METO[, aHai3y AJisl pO3IVISLY 7 BUBUEHHS iHIIMX MyO6Iikaliii i3 TemMu, a Takox
METOJ, eKCIIEpUMEHTY /I TIPaKTUUHOI peasisailii. OCHOBHI pe3yibTaTy AOCTiIKEeHHS BKIIOYAIOTh Y cebe HaIlMCaHHS
MporpaMy MOHITOPUHTY Ge3Teku. BoHa aHasisye sKypHaau MOAil Ta BM3HAUa€ KibKiCTb HEBIAIUX CIIPOO BXOMY, IO
TOKa3ye BUSBJEHHS UM BifICYTHICTh Mimo3pinoi aktuBHOCTI. [IpOBOAUTLCS MepeBipKa AOCTYITY 0 pecypciB, HeobXimHa
indopmariis BUBOOUTHCS HA KOHCOMb. CTBOPEHO TAGIMITIO TIOPiBHSIHHS XMapHUX MIaThOPM, 3 ypaxyBaHHSIM iX miepeBar
Ta HeJIOJTiKiB Y KOHTEKCTi 6e3reky Ta KOHGigeHIiMTHOCTI JaHuX. Y Hill BKa3yIOThCS KpUTEPii MOCTauaHHS MTOCTYT 06paHuX
cepBiciB. CPOpMOBaHO CTPYKTYPHY CXeMy CITOCOGIB 3abe3IeueHHs 3aXMCTy B XMapHUX OOUMCIEHHSX, IO iTI0CTPYE
B3a€MO3B’SI30K MiXX Pi3HMMM aclieKTaMy 3abe3redyeHHs] 3aXMCTy B XMapHUX cucTemMax. BoHa MicTuTh mapamerpu Ta
cTpaterii mono mwmdpyBaHHS JaHUX, 3aXUCTy KOHDiZeHIIHMX TaHUX Ta TPOTULii aTakaM. Po3rasiHyTo pi3Hi acekTu
6e3meKy Ta MeTOAM 3abe3meveHHsT KOHGImeHIiMHOCTI B XMapHUX OGUMCIEHHSX, a caMe: aBTOPM3allilo, BUSBIEHHS
BTOPTHEHb, PEry/IsITOPHI BUMOTIH, iHTerpailito 3 CydaCHMMM IOAATKAaMM, MOHITOPMHT i JXypHaaOBaHHS, ileHTHUdiKalit0
Ta ayTeHTH}ikalilo KopucTyBauiB. IIpakTuuHe 3HAUYEHHS [OOCTIIKEHHS TOJSITa€e B CTBOPEHHI iHHOBaALiHMX
€1oco6iB, SIKi ZOTOMOXKYTb MiABUIIUTM piBeHb 6e3MeKu Ta MPUBATHOCTI B XMapHMUX OOUMCIEHHSX. BOHM [0O3BOJSATH
pO3poOHMKAaM Ta afMiHicTpaTopaM XMapHUX cUCTeM e(EeKTUBHO 3aXMIIATK JaHi KOPMUCTYBauiB i 3a6e31euyBaTu iXHIO
KOHGIIeHIiITHICTh Y CYYaCHUX TOAATKax

KiiouoBi coBa: OHJIAMH-PO3PAXyHKM; 3aXUCT OaHWUX; TapaHTYBaHHS KOH(DiZEHIITHOCTi; OXOpOHA aKTyaJbHMUX
3aCTOCYHKIB; BipTyasbHe cepeoBuUIle
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