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IMPLEMENTATION OF MEASURES TO COUNTERACT CYBER THREATS
AND ABUSE IN INFORMATION SECURITY BASED
ON BLOCKCHAIN TECHNOLOGIES

The selection of security methods for the ISMS of blockchain systems has been researched and justified, considering
their specifics and the nature of threats. The key selection factors include ensuring reliability, decentralization,
confidentiality, and cyberattack resilience. Various approaches were examined, including consensus algorithms,
cryptographic methods, smart contract security, and network protocols. Based on the analysis, the implementation
of a monitoring and response method was deemed appropriate, specifically utilizing tools such as iptables, ipset,
fail2ban, and dynamic blacklists of IP addresses. This mechanism effectively combines various tools for automation
and dynamic updating of security levels. By employing iptables and ipset, the system efficiently filters network traffic,
while fail2ban monitors suspicious patterns and blocks malicious IP addresses based on configurable rules. The inclusion
of dynamic blacklists adds an extra layer of protection by continuously updating the database of known malicious IP
addresses, allowing real-time security adjustments. Monitoring results demonstrate that the system's effectiveness can
vary significantly depending on the number of blocked attacks, the cyberattacks that bypassed the system, and the
false positive rate.
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H. O. bpun3a, B. B. Boponaska, O. B. Teciienko. IMmiemenTaist 3aco6iB npoTuzii Kibep3arpo3am i 310BKMBAHHIM
y cucreMax KepyBaHHs iH(opmaiiiHo0 0e3meKoro Ha 0a3i 0J10K4eiiH-TexXHoJoriii. Y poOoTi 31miiicHeHO aHami3 i apry-
MEHTOBAaHO OOpaHO METOIM 3aXMCTY, 110 BPaXOBYIOTh OCOOJMBOCTI OJIOKUYEHH-CUCTEM Ta CrielU)iKy MOTESHIIMHUX
Kibepaarpo3. Bubip migxoaiB rpyHTyBaBcsl Ha TOTpeOi 3a0e3rneuyeHHsI BUCOKOI HaiifHOCTI, AeLIeHTPa1i30BaHOTrO YIIpaB-
JIIHHST, KOH(DiAeHLIARHOCTI JaHuX i CTiKOCTi 1o aTak. Po3risimanucst pisHOMaHITHI 3aXUCHIi cTparerii, BKJIIOUaouu
KOHCEHCYCHIi alropuTMu, KpuntorpadiyHi 3acobu, 3aXMCT cMapT-KOHTPAKTIB i 0COOJIUBOCTI MEPEKEBOI B3a€MO/III.
3a pe3yasTaTaMy MOPiBHSJIBHOTO aHAJi3y JOLIBHUM BUSIBUJIOCH 3aCTOCYBaHHSI MOHITOPMHTOBO-pearyBaibHOT MOJEIi
i3 BUKOPMCTaHHSIM TaKMX iHCTPYMEHTIB, SIK iptables, ipset, fail2ban i MmexaHi3aMu AMHAMiYHOTO (POPMYyBaHHSI YOPHUX
cnuckiB IP-anpec. 3anpornoHoBaHe pillieHHST JO3BOJISIE MMOEIHATH 1Ii 3aCO0U B €IMHY CUCTEMY aBTOMAaTU30BaHOIO
yIpaBJliHHS piBHSIMU Oe3neku. 30Kkpema, iptables Ta ipset BinmoBinaoTh 3a epeKTUBHE (ibTpyBaHHs Tpadiky, fail2ban
BUSIBJISIE Ta OJIOKYE MMiJ03pily aKTUBHICTb, a TMHAMIYHI YOPHi CIIUCKU 3a0€3MeuyloTh OlepaTUBHE OHOBJIEHHS 0a3u
3arpo3 i agarnrailito CUCTEMHU IO HOBUX BUKJIMKIB Y peajibHOMY 4aci. [IpoBeaeHe TecTyBaHHS CBIIUUTD, 1110 e(heKTUB-
HICTb CUCTEMU 3HAYHOIO MipOIO 3aJIEXKUTh BiJl KiJTbKOCTI 3a0JJOKOBAaHUX aTaK, PiBHSI MPOHUKHEHHS 3arpo3 i 4acToTu
XMOHMX CIpallOBaHb.

WEB-CEPBIC, BJIOKYEVH, MEPEXA, KIBEP3AXVICT, KIBEPATAKA, CUCTEMA YIIPABJITHHS
THOOPMALIIMHOIO BE3ITEKOIO, MEXAHI3M 3AXUCTY, EOEKTUBHICTh

Introduction
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The development of information technology (IT) has
become an integral part of society. Information is one of
the most valuable resources in any business process, which
determines the priority of ensuring information security
(IS) as a key aspect of effective management. Information
security includes a set of measures aimed at preventing
and eliminating the risks of unauthorised access, process-
ing, modification, analysis, unauthorised alteration or de-
struction of data.

Theoretical and practical aspects of IS are actively
studied by both domestic and foreign scholars, in partic-
ular, Babenko V., Boyko A., Vasylieva T., Gontareva I.,
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Horbenko 1., Kachynskyi A., Leonov S., Kuzmenko O.,
Starkova O., Anderson R., Cardholm L., Kshetri N.,
Stephanides G., Tsiakis T., and others. Recently, the is-
sue of information policy and IS has become particularly
relevant.

In today's world, IT development is the backbone of
many industries, including financial, healthcare, logis-
tics and others. One of the key technologies that provides
new opportunities for secure storage and transmission
of information is blockchain, which ensures transpar-
ency of transactions, data immutability and a decentral-
ised management model, making it attractive to many
industries.
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In a blockchain, data is stored in blocks that form a
connected chain. The information in the blocks is chron-
ologically consistent, as any changes or deletions are im-
possible without reaching a consensus among the network
participants. It is a unique data management system that
has a number of advanced features. The main difference
between blockchains is the decentralised nature of man-
agement, which ensures trust in data without the need for
centralised control. Traditional databases (DBs) usually
lack the ability to share data between different companies.

In blockchain networks, each participant has its own copy
of the registry, the consistency of which is maintained
automatically. In addition, in traditional databases, data
can be edited or deleted, while in the blockchain, the
data entered remains unchanged, as the system provides
a high level of security. Once information is recorded in
the blockchain, its modification becomes extremely dif-
ficult, which increases the reliability and security of the
stored data [1].
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Fig. 1. The blockchain structure

Decentralisation in blockchain technology involves
the transfer of control and decision-making from cen-
tralised entities (individuals, organisations or groups of
them) to a distributed network. The transparency of de-
centralised blockchain systems reduces the dependence of
participants on each other, eliminating the need for trust
between them. This architecture limits the ability of one
party to exert excessive influence or control while main-
taining the functionality of the network. Data immutabil-
ity is a key feature of the blockchain, which makes it im-
possible to change information once it has been entered
into the register. In the event of errors in the records, a
new transaction is added to correct them, while all pre-
vious transactions remain available for viewing in the
history of changes. Thus, the network displays both the
original and the corrected record. To confirm new trans-
actions, the system uses consensus mechanisms to ensure
that they are registered only if approved by the majority of
participants.

Traditional databases pose a number of difficulties in
keeping records of financial transactions. For example,
when selling real estate, ownership is transferred to the
buyer only after payment is made. However, the parties
may register transactions separately, which creates risks
of distrust: the seller may deny receiving funds, and the
buyer may claim that payment has been made, even if this

is not true. To avoid such disputes, a trusted third party is
usually involved to monitor and confirm the transaction.
However, a centralised intermediary complicates the pro-
cess by creating a single point of vulnerability, which can
lead to serious consequences for both parties in the event
of a system failure. Blockchain technology offers an effec-
tive solution to these problems by creating a decentralised,
tamper-proof system for recording transactions. In the
case of a real estate transaction, blockchain ensures that
there is a single register that is synchronised between the
buyer and seller in real time. All transactions have to be
mutually approved, and any discrepancies in the records
are instantly reflected throughout the system, increasing
transparency and trust in the data. Due to its properties,
blockchain technology has gained wide popularity in vari-
ous industries. One of the most famous examples of its use
is the creation of the digital currency Bitcoin.

However, with the growing popularity of blockchain
comes new security challenges. Blockchain, like any other
digital information system (IS), is becoming a target of cy-
ber attacks and misuse. While the decentralised nature of
the blockchain provides a certain level of protection, it is
not completely immune to various threats. Vulnerabilities
can exist at the software level, as well as at the level of
access control mechanisms, cryptographic protocols, and
network infrastructure.
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One of the most serious threats is the ‘51%’ attack,
where attackers gain control of the majority of comput-
ing power in the blockchain network, allowing them to
alter transactions or even create duplicate digital assets.
Other threats include phishing attacks, hacking smart
contracts, and exploiting vulnerabilities in cryptographic
algorithms. Insecure information security management
systems (ISMS) can lead to critical data leakage, privacy
breaches, and significant financial losses.

development, it is important to ensure reliable security
mechanisms in the blockchain MIS. This includes con-
stant monitoring of network activity, implementation of
modern cryptographic solutions, creation of multi-level
authentication systems, as well as regular software updates
and improvements. Ensuring protection against block-
chain-related malware and abuse is an important compo-
nent of ensuring the reliable operation of systems based
on this technology. ISMS should constantly adapt to new
challenges in cyberspace to maintain a high level of data
protection and minimise risks.

1. Analysis of mechanisms of protection against
cyberattacks and abuse in information security
management systems in the blockchain

One of the most well-known attacks is the 51% attack,
which occurs when an attacker gains control of most of
the computing resources of a blockchain network, allow-
ing him to manipulate transactions and disrupt the chain's
integrity. This allows them to control more than 50% of
the mining capacity and mine new blocks faster than oth-
er participants. This advantage allows attackers to stop or
change the order of transaction confirmation, as well as
edit parts of the blockchain and cancel transactions that
have already been carried out [2]. The 51% attack typi-
cally violates blockchain security protocols, and its conse-
quences can range from minor to very serious, depending
on the amount of hash power controlled by the attacker.
The more computing resources an attacker controls, the
greater the likelihood of a successful attack and the more
serious the damage [3]. By controlling more than 51% of
the capacity, the attacker can secretly create alternative
blocks that will be considered valid because of the domi-
nant capacity. This allows him to cancel transactions be-
fore they are confirmed, resulting in double spending of
coins. In addition, legitimate miners earn less because at-
tackers take their share of the profits from blockchain up-
dates. Some miners, by increasing their computing power,
may inadvertently cross the 50% limit of the total network
capacity, but this does not pose a threat if they follow the
rules and do not interfere with the normal operation of
the system [4]. However, if a participant uses their advan-
tage to act dishonestly, it can be considered an attack.

A Finney attack is a type of ‘double-spending’ where a
transaction is confirmed by only one transaction confirma-
tion [5]. In this case, the attacker creates a transaction to
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pay for the goods, while simultaneously preparing a block
with a transaction that transfers these funds to another
own account, but does not publish this block. As soon as
the payment transaction is confirmed by one of the miners
and the goods are received, the attacker quickly publishes
the prepared block. As a result, two blockchain branches
of the same length are formed in the network. If miners
start supporting the branch that contains a transaction to
the attacker's account, the transaction that was supposed
to transfer funds to the seller will be cancelled, and the
seller will lose money because the goods have already been
shipped [3]. To protect against this attack, the seller can
wait for several transaction confirmations, which reduces
the risk but does not guarantee complete security. If an at-
tacker controls several nodes in the network and the seller
does not wait for enough confirmations, the attacker can
create a longer chain with a transaction to his account.
After publishing this chain, miners will continue to work
with it, maintaining a block with a transaction in favour of
the attacker. If both chains have the same length, miners
must choose one of them, and in this case, the probability
of success of the attack is 50%.

A Race Attack occurs when an attacker makes two
transactions at the same time: transaction ‘A’ to pay for
the purchase and transaction ‘B’ that transfers the same
funds to another account. If the seller does not wait for
the transaction to be confirmed and ships the goods im-
mediately, he or she runs a risk: with a 50% probability,
transaction B can be included in the blockchain without
additional actions by the attacker [6]. Even worse, an at-
tacker can increase the probability of success by selecting
specific nodes to transmit a particular transaction. The
principle of this attack is similar to the Finney attack and
is also a form of ‘double spending’.

Distributed denial-of-service (DDoS) attacks, al-
though difficult to execute in a blockchain network, are
still possible. In a DDoS attack, attackers seek to disable
a server by overloading it with a large number of requests,
which leads to the depletion of its computing resources.
The main purpose of such attacks is to destabilise the
functioning of mining pools, e-wallets, cryptocurrency
exchanges and other financial services. In addition, the
blockchain can be attacked at the application level using
DDoS botnets that make massive requests to complicate
the network's operation.

Timejacking exploits a potential vulnerability in the
way the Bitcoin network handles timestamps. In this at-
tack, an attacker changes the time settings of a node, forc-
ing it to adopt an alternative blockchain. This is possible
when an attacker adds several fake peers to the network
with incorrect timestamps [7].

An eclipse attack assumes that the attacker controls
a large number of IP addresses or uses a distributed bot-
net network. The attacker modifies entries in the victim's
table of ‘tested’ nodes and waits for the victim's node to
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restart [8]. After the restart, all outgoing connections of
the victim node are directed to IP addresses controlled
by the attacker. This results in the victim being unable
to receive the transactions they need. At first glance, the
eclipse attack may seem similar to the Sybil attack, as
both involve the distribution of fake resources on the net-
work. However, their ultimate goals are different [9]. In an
eclipse attack, the attacker tries to completely isolate the
victim by redirecting all of its connections to nodes that
they control. The attacker creates a ring of controlled IP
addresses to which the victim's node is likely to connect
after the system is restarted. The restart may be forced (for
example, due to a DDoS attack) or occur due to other
factors that the attacker may simply wait for.

A Sybil attack is a security threat to online systems
where one person attempts to take control of a network
by creating multiple fake accounts, nodes, or computers.
A simple example is when one person creates multiple
accounts on a social network. In the context of crypto-
currencies, this could be a situation where someone runs
multiple nodes on a blockchain network at the same time.
The name ‘Sybil’ came from the case of a woman named
Sybil Dorsett who suffered from dissociative identity dis-
order, also known as multiple personality disorder [10].

Cryptojacking is one of the types of cyber threats that
has become increasingly widespread in recent years [11].
This type of cybercrime involves the use of computing re-
sources of a user's computer, mobile phone, tablet, laptop,
or server for unauthorised cryptocurrency mining without
the user's consent or knowledge. The main goal of cryp-
tojacking is to make money on cryptocurrency at the ex-
pense of other people's or organisations' resources. This
threat is becoming particularly relevant due to the growing
popularity of cryptocurrencies such as Monero, Bitcoin,
Ethereum, and others, as well as the increasing number of
devices connected to the Internet. For attackers, this is an
opportunity to make significant profits by using large net-
works of infected devices for mining [12]. Cryptojacking
is often implemented through hidden scripts embedded in
websites or mobile applications.

All technologies, including blockchain, have poten-
tial attack vectors that cybercriminals can use to their
advantage. In the cryptocurrency world, one of the most
well-known is the Vector 76 attack. This is a form of dou-
ble-spend attack that exploits a minor bug in the Bitcoin
consensus system. As a result, an attacker can obtain funds
and harm their victims [13]. This attack is performed
when a fraudulent miner controls two complete networks
of nodes. One of them (node A) is connected directly to
the exchange service, and the other (node B) is connected
to other key nodes in the blockchain network. For a suc-
cessful attack, an attacker must monitor the transmission
and propagation of transactions through different nodes
to know which ones are the first to transmit transactions
and thus connect to both the exchange service and the key

nodes in the network correctly.

The double-spending vulnerability is a common
blockchain attack method that exploits the transaction
verification process. All transactions in the blockchain
must be verified by users to be valid, which takes time
[14]. Attackers can take advantage of this delay to trick
the system into using the same coins or tokens in mul-
tiple transactions. Other types of attacks mentioned ear-
lier have also arisen from this vulnerability [15]. Unlike
traditional financial institutions, the blockchain confirms
transactions only after a consensus is reached between all
network nodes. Until a block with a transaction is veri-
fied, the transaction is considered unconfirmed. However,
the verification process takes some time, which creates
opportunities for CAs. Similar to counterfeiting, double
spending leads to inflation by increasing the amount of
duplicate currency that did not previously exist. This leads
to a depreciation of the currency against other currencies
or goods, reduces user confidence, and disrupts the nor-
mal circulation and storage of assets.

2. Rationale for technology selection

Justification of the choice of security methods in
blockchain ISMS is a key step in increasing the resil-
ience of such systems to acts of corruption and misuse.
The choice of specific technologies, mechanisms, and
approaches is based on risk assessment, network features,
the level of available resources, and the predicted threats
that a blockchain system may face. Each security method
plays a specific role in the overall security architecture,
so the right choice and combination of such methods is
critical to maintaining the integrity and reliability of the
network.

Consensus algorithms are the basis of the blockchain,
which allows decentralised nodes to reach agreement on
the state of the ledger without the need for a central con-
troller [16]. The choice of a consensus algorithm deter-
mines not only the efficiency and speed of the blockchain,
but also its resistance to attacks.

The PoW algorithm provides a high level of protection
against 51% attacks, since the attack requires significant
computing power, which is economically unprofitable for
attackers [17]. However, PoW has disadvantages, such as
high power consumption and slow transaction confirma-
tion speed. It is suitable for those blockchain projects that
have a large global reach and can afford high security costs
(e.g. Bitcoin).

The PoS algorithm relies on the stake that users hold
in the network. This approach makes attacks less likely,
as an attack on the system requires significant invest-
ment, which will be lost in case of failure [17]. PoS is less
energy-intensive than PoW and offers faster transaction
confirmation, which makes it an attractive choice for new
blockchain systems (e.g., Ethereum 2.0). However, it is
important to keep in mind that PoS can be vulnerable to a
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‘trust attack’, where large validators can join together and
create cartels to control the network.

The DPoS algorithm uses delegation, where partici-
pants select validators to confirm transactions. DPoS is
very efficient and fast, but is vulnerable to centralisation,
as several delegates can gain control of the network [18].
It is suitable for blockchains where speed and scalability
are a priority (e.g., EOS).

A reasonable choice between PoW, PoS, and DPoS de-
pends on the needs of a particular system. If the system
requires maximum decentralisation and security, PoW
may be the best choice. For systems that are focused on
speed and environmental efficiency, PoS or DPoS are
more suitable.

Cryptography is the main mechanism for ensuring
confidentiality, integrity, and authenticity in a blockchain.
The choice of cryptographic algorithms should take into
account long-term security, including threats from quan-
tum computing.

Asymmetric cryptography - public and private key
cryptography is used to protect transactions in the block-
chain. The choice of strong algorithms, such as RSA
or ECDSA (elliptic curve cipher), provides protection
against attackers trying to forge transactions [19-20].
However, with the development of quantum computers,
these algorithms may become vulnerable, so future block-
chains should start implementing post-quantum crypto-
graphic algorithms (e.g., lattice-based algorithm).

Hashing - cryptographic hash functions such as SHA-
256 (in Bitcoin) or Keccak-256 (in Ethereum) are used
to ensure the integrity of data in the blockchain [19-20].
Hashing ensures that any change in the block data will be
instantly detected. The choice of a strong hash function
is important to prevent attacks such as hash collisions or
computational hash reversal attacks.

Zero Disclosure Cryptographic Algorithms - Innovative
methods such as zk-SNARKSs (zero-knowledge succinct
non-interactive arguments of knowledge) [21] provide
privacy in blockchain transactions by allowing transac-
tions to be confirmed without disclosing details. This is
important for private blockchains or blockchains used for
financial transactions where confidentiality is critical.

Smart contracts are one of the most powerful tools in
blockchain systems, but they can also be a source of vul-
nerabilities. Therefore, to ensure their security, a number
of methods should be applied.

Firstly, it is the audit of smart contracts, i.e. the exter-
nal audit of the smart contract code by independent ex-
perts allows to identify possible vulnerabilities before they
are used in a real network. Companies such as CertiK and
OpenZeppelin specialise in smart contract security test-
ing.

Also, smart contracts should be thoroughly tested in a
sandbox environment to identify possible logical errors or
security flaws. Formal verification is important for critical
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applications, as it allows mathematical proof of the cor-
rectness of the contract [22].

Using a modular approach to writing smart contracts
makes their code more manageable and secure. Dividing
contract logic into separate components allows you to iso-
late potential problems and reduces the impact of code
errors.

Network-level security is important for blockchain
because the decentralised nature of the network makes it
vulnerable to certain types of attacks. For this purpose, it
is necessary to implement encryption at the P2P level -
the use of secure communication protocols between nodes
blocks the possibility of data interception or manipulation
attempts [23]. For example, the TLS protocol ensures re-
liable data encryption during transmission. It is also nec-
essary to protect against routing attacks - DHT protocols
are used to organise data exchange between nodes. To en-
sure reliability, it is necessary to use advanced mechanisms
to protect against routing attacks (e.g., Sybil attacks) to
avoid misallocation of data or route falsification.

ISMS should be able to monitor activity in the block-
chain network in real time [24]. This allows you to quickly
detect and respond to any suspicious activities or threats,
including:

— anomaly analysis: the introduction of artificial intel-
ligence and machine learning technologies for analysing
blockchain transactions allows detecting anomalies that
may indicate potential attacks, for example, a sharp in-
crease in node activity may be a sign of preparation for a
DoS attack [25];

— rapid response: the system should have Incident
Response Plans that will allow you to quickly isolate sus-
picious nodes, block malicious transactions or change
consensus rules in case of a threat [25].

Social engineering is one of the most common meth-
ods of CA, so it is important to consider the human factor
in security issues. Educating users on the proper use of
private keys, recognising phishing attacks and other fraud-
ulent methods is critical.

A reasonable choice of protection methods in block-
chain information security management systems should
be based on risk analysis, technological capabilities, and
a long-term security strategy. The combination of cryp-
tographic methods, reliable consensus algorithms, secure
network protocols and continuous monitoring will mini-
mise the risks of CI and abuse.

According to the rationale for choosing security meth-
ods, an effective approach to ensuring security in a block-
chain MIS is to use a monitoring and response method.
One of the most effective solutions in this direction is the
implementation of a protection system based on iptables,
ipset, fail2ban and dynamic blacklist [P addresses.

The combination of these tools allows you to create
a multi-level protection against man-in-the-middle at
the network level. The use of iptables and ipset allows
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for flexible configuration of network traffic filtering and
blocking of suspicious IP addresses, while fail2ban auto-
matically detects and blocks malicious access attempts,
protecting the system from brute force attacks and other
hacking attempts. Dynamic blacklisted IP addresses help
to keep your system up-to-date and responsive to new
threats, ensuring that malicious nodes are blocked in real
time.

This approach ensures constant monitoring of activ-
ity in the blockchain network and allows for a prompt
response to attempts at covert action, which significantly
increases the overall security of the blockchain system and
reduces the risk of compromise.

This approach ensures constant monitoring of activ-
ity in the blockchain network and allows for a prompt re-
sponse to attempts at CRA, which significantly increases
the overall security of the blockchain system and reduces
the risk of compromise. The rapid development of web
services has increased their vulnerability to various forms
of CRA, including DDoS, brute force attacks, SQL injec-
tions and unauthorised access attempts, and the growing
prevalence of CRA on web services necessitates the de-
velopment of reliable protection mechanisms to mitigate
threats and preserve digital assets. Due to the growing de-
pendence on these services for business operations, finan-
cial transactions and personal data storage, the need for
reliable protection mechanisms has become more critical
than ever. Traditional security measures, such as firewalls
and anti-virus software, are no longer sufficient to coun-
ter the increasing sophistication of modern spacecraft. In
the context of developing a mechanism for protecting web
services and blockchain MIS, the key requirement is to
ensure high efficiency of detecting and blocking attacks
in real time with minimal impact on system performance.
For this purpose, it is proposed to use a comprehensive
mechanism with dynamic protection, which will consist of
the following tools: iptables, ipset, fail2ban, and dynamic
blacklist IP addresses. Each of these components has its
own unique advantages, allowing for a multi-level secu-
rity system that adapts to new threats. This approach is
aimed at reducing the risk posed by intruders, automating
the detection and prevention of acts of cybercrime, and
adapting defences in real time to changing attack vectors.

The development will use a complex mechanism with
dynamic protection. Let's take a look at its main utilities:
iptables, ipset, fail2ban, and dynamic blacklist IP addresses.

Iptables is a utility for configuring and managing
packet filtering rules in the network stack of Linux dis-
tributions. It allows you to effectively control incoming,
outgoing, and redirected traffic by setting rules based on
IP addresses, ports, protocols, and other parameters [24].
The main reasons for choosing iptables are the ability to
flexibly configure rules to block malicious traffic, high
performance even with a large number of rules, embed-
dedness in the Linux kernel, which ensures reliability and

speed, and support for integration with other security
tools such as ipset and fail2ban.

Ipset is an extension to iptables that allows you to work
with large sets of IP addresses or other parameters within
a single rule. Instead of creating a separate rule for each
IP address, you can store them in sets, which significantly
speeds up the system [25]. The main reasons for choos-
ing ipset are support for large lists of IP addresses without
significantly affecting performance, the ability to quickly
update and modify lists while the system is running, and
increased packet filtering efficiency when using dynamic
blacklists.

Fail2ban is a tool for automatically blocking IP ad-
dresses that show suspicious activity or commit acts of
terrorism based on the analysis of service logs (e.g., sshd,
apache, nginx). fail2ban allows you to create rules for
blocking attacks at the firewall level after a certain num-
ber of failed access attempts [24]. The main reasons for
choosing fail2ban are automatic detection of suspicious
activity and fast response, the ability to configure it us-
ing regular expressions to analyse logs of various services,
integration with iptables to create blocking rules in real
time, flexibility in setting the blocking period, which al-
lows you to dynamically control access.

The use of dynamic IP address blacklists is neces-
sary to protect against known attacking hosts [25]. These
lists can be updated both locally (based on fail2ban rules)
and through integration with external sources (reputation
lists, known attacks, threats from botnets, etc.). The main
reasons for choosing dynamic lists are the ability to auto-
matically update and synchronise with global sources of
threat information, dynamically add new IP addresses to
the blacklist without the need to restart the firewall, and
ensure high request processing speeds through the use of
ipset.

3. Solution implementation process

At the first stage, basic rules are created using iptables
and basic traffic filtering rules are configured, including
restricting access to certain ports and services, if neces-
sary, setting rules for blocking known malicious IP ad-
dresses, and configuring logging of suspicious traffic for
further analysis.

The second step is to configure the ipsets for the dy-
namic lists. The next step is to create sets of IP addresses
using ipset that will be used in iptables rules. This will al-
low you to quickly update the lists of blocked addresses
without rebooting the entire system. Next, sets are created
to store the IP addresses of attacking hosts. The sets can
be updated with data from external sources or based on
local observations.

Integration of fail2ban to automatically block attacks is
configured by monitoring web service logs and other criti-
cal system components. If suspicious activity is detected
(for example, multiple failed authentication attempts),
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the system automatically adds the offending IP address to
the blacklist via ipset and updates iptables rules.

Dynamic lists of blacklisted 1P addresses are integrated
with external services or databases to provide up-to-date
information about IP addresses that are the source of
threats. These lists are regularly updated to ensure protec-
tion against new threats.

The advantages of the proposed solution:

— speed and efficiency: using ipset to manage large
lists of IP addresses ensures that rules are updated quickly
without affecting system performance;

— adaptability: thanks to dynamic blacklists and auto-
matic blocking via fail2ban, the system can instantly re-
spond to new threats and adapt to them;

— flexibility and scalability: the solution can be eas-
ily scaled up for use on large web services or blockchain
systems without significant changes to the infrastructure.

Thus, the proposed solution based on iptables, ipset,
fail2ban and dynamic IP address lists allows you to cre-
ate an effective multi-level anti-cannonballing system that
will respond to threats in real time while maintaining high
performance and flexibility.

The effectiveness of the security system can be assessed
using a special formula [26]:

(M-N)

:m-loo%-(l—B), (1)

where £ — system efficiency; M — number of cyberattacks
detected and blocked by the system; N — number of
cyberattacks prevented by the system; ' — number of
cyberattacks that have passed the cyber defence system;
B — is the percentage of false positives generated
by the system. The expression makes sense only if:
M>NiBe[0]).

4. Software implementation
of the security system

The software implementation of the system of protec-
tion against man-in-the-middle and abuse in blockchain
systems involves the integration of several key tools, such
as iptables, ipset, fail2ban, and dynamic blacklist IP ad-
dresses. These solutions provide automated protection at
the network level and allow blocking suspicious activities
and malicious nodes.

The main goal of this implementation is to provide
protection against man-in-the-middle at the network lev-
el by automatically detecting and blocking malicious ac-
tions such as brute force attempts, DoS, DDoS and other
abuses.

Program Description. Iptables is the main tool for
configuring a firewall on Linux, allowing you to create
rules to control traffic on the network [24]. For a block-
chain system, it is important to set up filtering to restrict
access to certain ports used in network protocols and pre-
vent attacks.
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Basic setup steps:

— identify critical ports used by the blockchain infra-
structure (e.g. for transactions and block confirmation);

— create rules to allow traffic to these ports only for
certain IP addresses or geographical areas;

— use the DROP policy for all unknown or suspicious
traffic: iptables -P INPUT DROP or, for example, allow-
ing the Bitcoin port, iptables -A INPUT -p tcp --dport
8333 -j ACCEPT,

— limiting the number of connections from one IP to
prevent DoS or DDoS: iptables -A INPUT -p tcp --dport
8333 -m connlimit --connlimit-above 10 -j DROP.

— ipset is a tool that allows you to efficiently manage
large lists of IP addresses, making it easier to implement
dynamic blacklists [25]. Using ipset in conjunction with
iptables allows you to quickly update rules without the
need for a full table reload.

The description of software scripts and configuration
files is presented in Tables 1 and 2.

Table 1
Description of software scripts

Name Description

BlackIP —

is a project that collects and unifies public
blacklists of IP addresses and subnets to make
them compatible with ipset. Usage.: ./blip.sh
a0o bash blip.sh.

blip.sh

Checks IP addresses or subnets in the ipset lists
(blnet, blip, addonnet, addonnet, addonip,
geonet, geoip, f2bip) and the fail2ban ban list
(/var/log/fail2ban.log). Usage.: .\check.sh
IP_or SubNET.

check.sh

Checking the ipset list, if there is nothing in the
ipset, then ipset lists are created and the script is
executed ipset.sh.

ipset-
check.sh

Downloading blacklists of IP addresses and
subnets from the Github repository, adding
them to ipset lists (blnet, blip, addonnet,
addonnet, addonip, geonet, geoip), adding P
addresses to the ipset list (f2bip), adding IP
addresses and subnets to the ipset whitelist (wlip
Ta winet).

ipset.sh

Script to check the fail2ban client status in a
file /etc/fail2ban/jail.d/*.conf (nginx-limit-req,
nginx-conn-limit, nginx-dos, nginx-badbots,
nginx-4xx, sshd).

fail2ban-
status.sh

A script to unban (place the banned IPs and
subnets in the unban.txt file) the banned IPs
and subnets from criuckiB ipset (blnet, blip,
addonnet, addonnet, addonip, geonet, geoip,
f2bip), 3 6any fail2ban.

unban.sh

Script to add (place IP addresses and/or subnets

wlset.sh in the wiset.txt file) IP addresses and subnets to

the whitelist ipset (wlip Ta winet).
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Table 2
Onuc koHpirypaniiinux aiiiis

Name Description

The directory contains action configuration
files that define what fail2ban will do when
it detects suspicious activity according to the
filter rules. Actions can include: blocking

IP addresses with a firewall, sending alerts,
executing other commands or scripts. Each
file is responsible for a specific action. By
default, there are rules for iptables, nftables,
tcpwrappers, shorewall.

/etc/
fail2ban/
action.d/

This directory contains the configuration files
for the filters that define which log messages
should be considered suspicious or malicious.
The filter files contain regular expressions that
fail2ban uses to search for specific log entries.
Each configuration file can correspond to a
specific service (e.g. sshd, apache, etc.).

/etc/
fail2ban/
filter.d/

This directory contains additional or individual
configuration files for ‘jails’. They supplement
or overwrite the basic settings from the jail.
conf file. jails is a set of rules that define which
filters to use and what actions to take when
suspicious activity is detected. This allows you
to flexibly configure protection for different
services.

/etc/
fail2ban/
jail.d/

The main configuration file for setting up jails.
It defines the general parameters for each
service (or jail), such as the filter to be applied,
the time to block IP addresses, the number

of failed login attempts before the ban is
activated, etc. However, this file is usually not
edited directly, as there is a risk that changes
may be overwritten when fail2ban is updated.
Instead, it is recommended to create or edit
separate files in the /etc/fail2ban/jail.d/.

Jetc/
fail2ban/
jail.conf

5. Experimental testing of components

The experiment included testing of components such
as iptables, ipset, fail2ban and dynamic blacklist IP ad-
dresses to assess the system's ability to detect and block
malicious traffic and provide resistance to various types of
CA in the IS.

For the experiment, a virtual environment with a de-
ployed blockchain network was used to simulate various
types of attacks, including brute force, DoS, DDoS, and
attempts to gain unauthorised access to blockchain nodes.
Test environment:

— operating system: Ubuntu 24.04 LTS;

— security tools: iptables, ipsets, fail2ban;

— type of attacks: brute force on SSH, DoS, DDoS
on the blockchain port, simulation of malicious traffic
through port scanning, attacks on the web server;

— testing was carried out for 7 days with different loads.

One of the system's key tasks was to detect and block
brute force attacks aimed at gaining access to critical
blockchain nodes via SSH, web server, and any other open
port on the network. In this scenario, fail2ban monitored

system logs for failed authorisation attempts and automat-
ically blocked the attackers' IP addresses. Results.:

— the average time to block an IP address after detect-
ing suspicious activity was 1-2 seconds;

— fail2ban the average time to block an IP address af-
ter detecting suspicious activity was 1-2 seconds detected
and blocked 95% of all attempts brute force;

— the remaining 5% are IP addresses that have car-
ried out low-intensity attacks, but have been added to the
blacklist based on the dynamic updating of blacklisted IP
addresses.

These results demonstrate the high efficiency of fail-
2ban in detecting and blocking brute force attacks, as well
as the need to use dynamic blacklisted IP addresses to
handle low-intensity attacks (this percentage may increase
in a real-world environment).

The experiment also tested the system's ability to pro-
tect against DoS and DDoS attacks on blockchain net-
work ports. The attacks used a large volume of malicious
requests aimed at overloading the server. Results.:

— using iptables rules and configuring the Nginx web
server to limit the number of connections from one IP re-
duced the intensity of DDoS attacks by 85% by blocking
suspicious IPs after exceeding a threshold;

— the system detected and blocked almost all mali-
cious requests through IP address blacklists and ipset;

distributed botnets, where the attack came from many
IP addresses, the average blocking time for each malicious
IP was 3-5 seconds.

Protection against DDoS attacks proved to be effec-
tive, but response times were slightly longer for significant
distributed attacks due to the dynamic nature of updating
IP blacklists.

Dynamic lists of blacklisted IP addresses, which were
updated through external sources, played a key role in
protecting the system from new and little-known attacks.
These lists were constantly updated with the latest data
on malicious IP addresses, which helped maintain a high
level of security. Results.:

— automatic updating of the lists took place twice a
day, which ensured timely blocking of new threats;

— automatic updates of the lists occurred twice a day,
which ensured timely blocking of new threats more than
375 IP addresses from dynamic lists that were not detect-
ed during traffic monitoring by iptables or fail2ban.

The load on the system from the use of security tools
was minimal. The use of iptables, ipset, and fail2ban did
not cause significant delays in the operation of the block-
chain network. Results.:

— the CPU load during the blocking of DDoS attacks
increased by about 5%, but this did not affect the overall
system performance;

— the response time of blockchain nodes to requests
remained stable even during attacks, which indicates the
high performance of solutions.
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The operands for calculating the effectiveness of a se-
curity system are the number of attacks that were blocked
after the system warned of them, the total number of at-
tacks that were blocked, missed, or warned, and a mul-
tiplier that reduces the overall effectiveness based on the
percentage of false positives. If the system frequently
blocks legitimate traffic, its effectiveness decreases. The
effectiveness of the system depends on the number of at-
tacks that are successfully blocked or prevented by the sys-
tem [26].

Table 3 shows the results of a week's worth of moni-
toring of the targeted web server. In the study, the system
blocked or prevented most attacks, but false positives re-
duced the overall effectiveness of the system. To improve
efficiency, the number of false positives can be reduced
and/or the accuracy of malicious activity detection can be
increased. According to the results of the weekly monitor-
ing, 663 attacks were detected, and the final efficiency of
the protection system was approximately 88%. This means
that the system blocked and prevented most attacks, but
some attacks (25 cases) passed through the system, there
was a small number of false positives (20 cases), and 18
cases of malicious acts were detected that were prevented
by the system, i.e. detected by cyber defence tools but
not blocked, and the system sent notifications about such
threats so that measures could be taken to further neutral-

ise them.
Table 3
Description of the configuration files

M N v B Efficiency (%)
50 1 3 0.12 79.85

100 3 6 0.09 80.98

150 4 10 0.0667 83.09
200 7 13 0.05 83.34
250 10 15 0.04 83.78
300 11 16 0.04 84.84
350 12 18 0.04 85.39
400 14 20 0.0375 85.6
450 16 21 0.0356 85.94
500 17 22 0.032 86.74
550 17 22 0.031 87.69
600 18 25 0.031 87.71

The results demonstrate that the effectiveness of the
system can vary significantly depending on the number
of blocked attacks, the number of spacecraft that passed
through the system, and the percentage of false positives.
To achieve maximum efficiency, it is important to mini-
mise the number of missed attacks and false positives.
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Conclusions

The software implementation of the blockchain secu-
rity system using iptables, ipset, fail2ban, and dynamic
blacklist IP addresses provides reliable multi-level protec-
tion at the network level. It allows you to quickly detect
and block suspicious activity, protecting the system from
brute force attacks, DoS, DDoS, and other threats, pro-
viding continuous monitoring and automatic response to
threats in real time. This implementation of a dynamic
multi-level security mechanism offers an effective and
scalable solution for protecting web services from man-
in-the-middle attacks. The system's adaptability and the
ability to integrate real-time threat intelligence increase
its effectiveness in countering evolving cyber threats. The
system's ability to automatically detect and block mali-
cious IP addresses combined with low resource consump-
tion makes it a scalable and practical solution for both
small and large web applications. Future improvements
could focus on further automation and incorporation of
machine learning and artificial intelligence techniques for
adaptive threat detection.

The study demonstrates the high efficiency and fea-
sibility of implementing the proposed protection mecha-
nisms in the ISMS in the blockchain and web services.
The developed approaches not only provide a high level of
protection against cyberattacks and abuse, but also have
the potential for further development and integration with
other protection systems in the information infrastructure
and IS of modern enterprises.
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