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Today's 10T devices make up a huge network, generating a continuous and
massive flow of data that provides an unprecedented opportunity to use machine
learning to create intelligent applications that can provide accurate predictions and
highly personalized services. However, traditional centralized machine learning
approaches, which require transmitting and storing this often sensitive raw data on
central cloud servers, face fundamental challenges.

Problem statement. Collaboratively training machine learning models on
resource-constrained edge devices, while ensuring user data privacy, has become a key
and challenging research challenge. Federated learning (FL) provides a basic
framework for this purpose, however, its practical application still faces complex,
interconnected challenges due to the introduction of differential privacy (DP) noise,
imperfectly distributed data (Non-11D), and communication bottlenecks. Most existing
research focuses on solving one of these problems in isolation, often ignoring the
complex trade-offs between them.

The research undertaken should fill this research gap by designing,
implementing, and evaluating a synergistic and optimized federated learning
infrastructure with differential privacy called PriFed-10T, specifically designed for 10T
edge computing scenarios. The infrastructure integrates a new synergistic mechanism,
which combines dynamic client clustering based on data distribution similarity with
server-side adaptive differential privacy noise scheduling. The central idea is to use
adaptive differential privacy to create an environment with a higher signal-to-noise
ratio for the late-stage clustering algorithm, allowing for more accurate client
separation. In turn, more accurate clustering provides more valuable information for
allocating adaptive privacy budgets, generating a positive "1+1 > 2" feedback. In
addition, the infrastructure includes lightweight model compression techniques to
overcome communication gaps, limitations of edge devices.

Purpose of the study. This work aims to fill this research gap by designing,
implementing, and evaluating a synergistic and optimized federated learning
infrastructure with differential privacy called PriFed-l1oT, specifically designed for
edge computing 10T scenarios. The main innovation of this work is to create a system
of several modules working together, rather than a simple combination of techniques.
The infrastructure integrates a new synergistic mechanism that combines dynamic
client clustering based on data distribution similarity with server-side adaptive
differential privacy noise scheduling. The central idea is to use adaptive differential
privacy to create an environment with a higher signal-to-noise ratio for the clustering
algorithm in the later stages of training, allowing for more accurate separation of
clients. In turn, more accurate clustering provides more valuable information for
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allocating adaptive privacy budgets, forming a positive feedback™ 1+1 > 2". In addition,
the infrastructure includes lightweight model compression techniques to overcome the
communication limitations of edge devices.

Conclusions and prospects. Thus, the work carried out successfully completed
the full cycle of research from identifying a critical gap in research to proposing an
innovative solution and testing it with reliable empirical evidence. The proposed
PriFed-1oT framework provides a valuable and comprehensive solution to achieve
secure, efficient, and reliable distributed intelligent applications in 10T edge
computing.
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NPOBNEMW IHTEMPALIT YKPATHCbKOIO BIBHECY 40 €EANHOIO
PUHKY €C

BywTunH KO.C., 3006. OC «bakanasp»
HayKoBuil KepiBHUK - KaHA. eKOH. Hayk, gou. I'.l. KocTboB’AT
OBH3 «Y)>XropoAcbKunin HaluioHanbHWUA YHIBEPCUTET»

Ha yKpaiHCbKOMY PUHKY nepeBaXatTb MIKpPO-, Masi Ta cepefHi nignpuemcTsa,
AKi CTaHOBNATb 6/1M3bKO 99,97 % ycix cy6’eKTiB rocnogaptoBaHHA Ta 3abe3neyvytoTb
noHag 63 % 3alHATOCTI HacefeHHA [2]. iX ponb y npouecax eBpoiHTerpauyii €
BM3HAYa/NlbHOMO, aykKe came LW CeKTop (hopMye OCHOBY HaLiOHa/IbHOT eKOHOMIKMN.
BogHouyac nOTOYHI couiafibHO-EKOHOMIYHI  BUK/IWKWA, CNPUYMHEHI BIHOKO Ta
CTPYKTYPHOI Nepebyf0BOO, YCKNaAHIOKTbL 1XHI po3BUTOK. Came TOMY OfHUM i3
KNHOYOBUX HanpsMiB NoniTuky €sponericbkoro Coro3y WOA40 YKpaiHW € NigTpMMKa
iHTerpauii MCI1 40 BHYTPIWHBLOro puHKY €C y mMexax MornnbneHol Ta BCEOCAXKHOT
30HM BIfIbHOT TOPriBAI.

€4MHNIA puHOK €C - ue CcnifNbHWUIA eKOHOMIYHMI MpPOCTIp, Y MeXax SIKOro
peani3yeTbCa NPUHLUN «4OTUPLOX CBOOOA»: BiIbHOIrO pyxy TOBapiB, NOCAYr, Kanitany
Ta po6oyoi cunm [1]. Ons yKpaiHCbKUX NigNPUEMCTB iHTerpauis A0 LbOro pUHKY
03Hayae He NnLe HOBI MOXMBOCTI, a i HeOBXiAHICTb FNMOOKOT aganTauii 4O BUMOT
eBponencbkoro 6isHec-cepegosuila. Cepef KAOUYOBUX NepeBar iHTerpauii cnig
BMOKPEMUTM PO3LUMPEHHSA MapTHEPCbKMUX MOXX/MBOCTEN, 3aN1y4YeHHSA HOBUX KNIEHTIB i
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