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In the context of the digital transformation of contemporary society, education is
increasingly integrating information and communication technologies into all aspects
of the educational process. E-learning platforms, cloud services, digital learning
materials, distance and blended learning systems, interactive environments, electronic
documents and online communication have become integral components of learners’
educational activities. On the one hand, these technologies create new opportunities for
personalised learning, broaden access to educational content, and support the
development of independence, mobility and professional readiness. On the other hand,
the active use of digital technologies generates new risks related to the protection of
personal data, the security of user accounts, the reliability of information, digital ethics
and responsible behaviour in the online environment.

In this regard, the issue of fostering a cybersecurity culture among learners is of
particular importance. In contemporary scholarly and pedagogical discourse, digital
competence is understood not merely as a set of technical skills required to use digital
devices, software or electronic resources, but as an integrated personal quality. It
combines knowledge, practical skills, value orientations, critical thinking, the ability
to communicate safely in digital environments and the responsible use of information
technologies in educational, professional and social activities.

Cybersecurity is one of the key components of digital competence, as it
determines learners’ ability to act safely and responsibly in the digital environment. Its
content is not limited solely to the technical aspects of protecting digital devices or
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software. Cybersecurity also includes the ability to protect personal accounts, personal
data, learning materials and the results of educational activity, as well as the ability to
recognise potential digital threats, critically evaluate information and make responsible
decisions when working online.

The main components of a cybersecurity culture among learners include cyber
hygiene skills, such as creating strong passwords, using multi-factor authentication,
working safely with email, recognising phishing messages, exercising caution when
using open networks, updating software in a timely manner and following privacy rules
when using digital platforms. Equally important are the ability to verify the reliability
of information sources, share digital content responsibly, adhere to the principles of
academic integrity and understand the possible consequences of one’s own behaviour
in the digital environment.

The development of a cybersecurity culture among learners should not be
episodic, but systematic, consistent and pedagogically purposeful. It is not sufficient
merely to acquaint learners with a list of rules for safe online behaviour. It is necessary
to create conditions for the practical application of these rules in real or simulated
educational situations. For this reason, innovative pedagogical technologies have
significant potential, as they stimulate cognitive activity, develop critical thinking,
independence, communication skills and a responsible attitude towards the use of
digital resources.

One of the key directions in fostering a cybersecurity culture is the use of
Interactive learning technologies. These technologies involve active interaction among
participants in the educational process, discussion of problem-based situations,
analysis of digital risks, group work, completion of practical tasks and collaborative
decision-making. For example, when studying email security, learners may analyse
examples of phishing emails, identify signs of fraud, formulate rules for secure
communication and discuss the possible consequences of opening suspicious links or
attachments without due caution.

Project-based learning is also an effective means of fostering a cybersecurity
culture. It enables the combination of theoretical knowledge with practical activity and
the creation of a concrete educational product. Learners may develop cyber hygiene
guidelines, information leaflets, digital posters, video tutorials, presentations or mini-
campaigns devoted to safe online behaviour. Such projects contribute not only to a
deeper understanding of cybersecurity issues, but also to the development of skills in
searching for, analysing, structuring and presenting information, as well as teamwork
and digital creativity.

Simulation-based learning methods play an important role in this process, as they
make it possible to model real-life situations involving cyber threats. It is advisable to
use educational scenarios related to phishing attacks, personal data breaches, attempts
at unauthorised access to accounts, violations of privacy rules or the unsafe use of open
Wi-Fi networks. In analysing such situations, learners acquire the ability to identify a
problem, assess risks, choose a safe course of action and predict the possible
consequences of their own decisions.
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Adaptive learning technologies make it possible to take into account learners’
individual levels of digital competence. This is particularly important because
participants in the educational process may have different experiences of using digital
tools and different levels of awareness of cyber threats. Through an adaptive approach,
teachers can select tasks according to learners’ needs and abilities, gradually increase
the complexity of learning material, provide individual support and create conditions
for the progressive development of digital competence.

An interdisciplinary approach is especially important in fostering a cybersecurity
culture. Issues of information security and cybersecurity should be integrated not only
into computer science or digital technology courses, but also into the content of
professionally oriented disciplines. This is due to the fact that, in their future
professional activities, learners will work with sector-specific information systems,
electronic databases, digital documents, online services and communication platforms.
Therefore, the safe use of digital tools should be regarded as an integral component of
a future specialist’s professional responsibility.

A practice-oriented approach ensures that the content of education is connected
with real digital situations. Within this approach, learners should not only master
theoretical concepts, but also perform practical tasks, such as creating secure
passwords, configuring privacy settings, verifying the reliability of information
sources, analysing digital risks and identifying safe methods for storing and
transmitting data. This format of learning contributes to the formation of stable patterns
of responsible digital behaviour.

The competence-based approach to fostering a cybersecurity culture focuses the
educational process on the learner’s ability to act independently, critically and
responsibly. It is not only a matter of knowing individual rules, but also of being
prepared to apply them in various educational, professional and everyday situations.
This orientation makes it possible to consider a cybersecurity culture as an important
outcome of modern education.

Thus, fostering a cybersecurity culture among learners is an essential component
of developing their digital competence in the context of the digital transformation of
education. This process should be systematic, consistent, interdisciplinary and
practice-oriented. Innovative pedagogical technologies create effective conditions for
the development not only of technical skills, but also of critical thinking, responsibility,
digital ethics and the ability to behave safely in the digital environment. A promising
direction for further research is the development of methodological models for
integrating the cybersecurity component into educational programmes, taking into
account the specific features of learners’ professional training.
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PO3POBKA METOJOJIOT'TI TA KOHIENTYAJIbHOI
MOAEJII 113 114 PO3INII3HABAHHS DEEPFAKE
KOHTEHTY

Hexopommux JI.M.

aCUCTEHT

Cxkpuabnuk B.1O.

3100yBay BUIIO1 OCBITH 0aKaIaBPChbKOTO PiBHS

Kadenpa 6e3nexu iHHopMaIlIHHUX TEXHOIOT1N

XapKiBChKHI HAIIOHATLHUN YHIBEPCUTET PaJII0EICKTPOHIKH, YKpaiHa

AHoTauis. Y miif poOOTI po3MIATAIOTHCS MPOLECH BHSIBICHHS CHHTETUYHOTO
(Deepfake) wmemiakoHTEHTY B KOHTEKCTI PO3BUTKY CYYaCHHUX T'€HEPATUBHHX
HEUPOHHUX Mepex Ta KibepiHdopmaliiaux 3arpo3. OOIpyHTOBYEThCA HEOOXITHICTh
IIePEXO0/1y BiJ MOHOMOIAJIbHHX PIIICHb J0 OararopiBHEBUX MYJIbTUMOIAIBHIX METOTIB
po3mizHaBaHHs. Po3po0iieHO apXITEKTYpy CUCTEMH MIATPUMKH MIPUAHSITTS PIIlIEHb, sSKa
IHTEeTpy€e CTPYKTYpHHI, Bi3yalbHUH, YaCTOTHUH Ta aKyCTHUHUN aHali3 Meia.
[Iporpamue 3a6e3re4yeHHs] TapaHTyEe TOYHICTH 1ACHTH}IKAII Ta BUpINIye MpoOiIemy
«YOPHOTO SIIIMKA» MPOLECIB NPUNUHATTS PILIEHb IITYYHUM 1HTEJIEKTOM.

KmiouoBi ciaoBa: Deepfake, mammHHe HaBYaHHS, MYJIbTUMOJAJIbHUN aHai3,
pO3MI3HABAHHS, IITYYHUMN 1HTEJIEKT.

Beryn. Cyuacna apxitekrypa texHonmoriit LI, Takux sk reHepaTHBHO-
cynepewinBi mepexi (GAN), Bapiatiiini aBroeukoaepu (VAE) ta audysiiai moaeni,
CIIyTY€ OCHOBOIO JJII po3poOKH «indeiikiB». [{i 3arpo3u BKIOYAIOTh PI3HOMAHITHI
aTakd 3a JIOTIOMOTOIO COIlIaJIbHOT 1HXKEHEpii, O0O0XiJ MeXaHi3MIB Ol10METPUIHOT
nBodakTopHOi ayTeHTU(IKaIli Ta 3A1MCHEHHS (PIHAHCOBOrO IaxpaicTBa. IcHyroul
METOJIY PO3ITI3HABAHHS BTPAYalOTh aKTyaJIbHICTh Yepe3 aHTUKPUMIHAIICTUYHUHN BILTHB
KaHaTy Tepenadi: Mij 4ac 3aBaHTaXXEHHS Y COLIaJIbHI Mepexki BiJIEO IMiIIaI0ThCs
IHTEHCUBHOMY CTHCHEHHIO, BHACTIJOK YOrO HEOOXITHWA BUCOKOYACTOTHUU IIyM
OCTaro4yHo 3HulIyeTbcs. CydacHl TeHeparopu TaKOX 37aTHI MAacKyBaTU CBOIO
MPUCYTHICTh Y CHEKTPaJbHII Ta MPOCTOPOBIA 00JACTSX.
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